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1 Reason for Change

The present contribution aims to add content to empty chapters of the current Architecture Document base line of the Device Management Smart Card enabler.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree on the additional text for the DM_SC AD

6 Detailed Change Proposal

Change 1:  New acronyms in Section 3.3

3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	DM
	Device Management

	OMA
	Open Mobile Alliance

	OTA
	Over-the-air

	SC
	Smart Card

	SIM
	Subscriber Identification Module or Subscriber Identity Module

	USIM
	Universal Subscriber Identity Module or User Services Identity Module

	R-UIM
	Removable User Identity Module

	
	


Change 2:  New introductory text for Section 4

4. Introduction
(Informative)

The Device Management technology provides an infrastructure to perform remote operations of configuration and servicing of devices on behalf of the end-user. In the scope of the DM SC enabler, these operations can be seen under two perspectives:

· Time: As they can be performed during the initialization phase of the device (when limited or no configuration is present) or after that initialization during the rest of the life cycle of the device.

· Security: As they can involve the use of end-user identities, credentials or data, which, by nature, must be securely administrated.

In the context of wireless networks, a Smart Card (e.g. SIM, USIM, R-UIM) provides added value to management authorities and end-users (e.g. portability, authentication, non-repudiation, etc) and is the central element of this enabler that aims to describe an architecture that:

· Extend the provisioning capabilities of the Smart Card to cover more of the life cycle of devices in benefit of management authorities and end-users.

· Enforce the security of Device Management related operations

Change 3:   New text for Planned Phases in Section 4.1

4.3 Planned Phases

The OMA Principles [ARCH-PRINC] will be considered in order to produce a broad, secure, scalable and bearer agnostic architecture in which existent technologies are re-used as much as possible.

Change 4:  New Security Considerations in Section 4.2

4.4 Security Considerations

As security is one of the main angles relevant to re-using available elements and preventing duplication of interfaces, the work from the OMA-SEC, ETSI-SCP, 3GPP-SA3, 3GPP CT6 and 3GPP2-TSG-S WG4 group will be considered.

The resulting document will provide the following benefits and counter measures to existing threats:

· Network Operators and Enterprise Administrators protection from malicious remote servers trying to “inject” faulty configuration into devices.

· End-user protection through a mechanism that allows a configurable confirmation request for operations involving charging and/or end-user data manipulation.

· Data protection through a mechanism that allows a configurable ciphering.

· Business protection through a mechanism that provides non-repudiation of Customer Care operations.
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