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1 Reason for Change

The aim of the present contribution is to improve the content of the RD taking into account remarks given during the OMA-DM informal review as well as some additional improvements. The goal is to provide a better document to OMA REQ for a formal review.

This contribution provides a major change to the “Portable Enterprise Security Policy” use-case. Several sections are affected and specific reasons are provided in the Detailed Change Proposal.
The only difference between original version and R01 is track changes that were removed but already agreed in the RD. Clarification to avoid confusion (see last change).
Agreeing on this proposal will facilitate the reading and testing of the corresponding requirements.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Apply the proposed changes in the latest version of the DM_SC RD.

6 Detailed Change Proposal

Change 1:  Title change. The intention behind is to allow the Management Authority to determine the nature of the Policy they aim to provide.

5.1.3 Portable Enterprise Policy

Change 2:  Short Description enhancement. It is modified to show a security policy as a good example to explain this use-case.

5.1.3.1  ASK  \* MERGEFORMAT Short Description
In order to protect the enterprise, the B Company sets up a policy to limit in a secure way the use of some functions/resources on the employee’s mobile device according to the enterprise procedures (e.g. during working hours or specific locations the  use of Bluetooth, IR, USB, camera etc may be forbidden).
The B Company defines, for example, the enterprise security policy including associated credentials that are used to establish the trust between the employee’s mobile device and the enterprise administrator. This policy is stored in the Smart Cards. The B Company delivers the Smart Cards to its employees. When the employee inserts the smart card into his device, the device is configured with the corresponding enterprise policy.  

The B company administrator could manage the use of some functions/resources on the employee’s mobile device(e.g. enable/disable, etc) based on the enterprise policy. 
Change 3:  Precisions about the actors. To have an homogenous term “Management Authority” and introduction of “Smart Card”

5.1.3.2 Actors

· Device
· Management Authority: The B Company.
· User: The employee of the B Company.
Change 4:  Precisions about Specific Issues.

5.1.3.2.1 Actor Specific Issues

· Management Authority: The B Company wants to provide a policy to automatically limit the use of some functions/resources on the employee’s mobile device. 
· User: User can choose any kind of device he likes, and will not offend the policy of the Management Authority.
Change 5:  Precisions about Specific Benefits.

5.1.3.2.2 Actor Specific Benefits

· Management Authority: The B Company can manage the use of some functions/resources on the employee’s device to protect the enterprise.
· User: User can easily follow the rules of the Management Authority.
Change 6:  Precisions on Pre-Conditions in-line with the enhanced use-case plus editorial corrections.

5.1.3.3 Pre-conditions

· Enterprise policy shall be available in the Smart Card.
· Target functions/resources in the device can be enabled and disabled.
Change 7:  Precisions on Post-Conditions in-line with the enhanced use-case.
5.1.3.4 Post-conditions

· The enterprise policy is permanently active after the association between the Smart Card and the Device; or after successful changes in the Smart Card performed by the Management Authority. 

Change 8:  Clarification to the Normal Flow, introduction of the term “Management Authority” plus some editorial corrections.

5.1.3.5 Normal Flow
1. The Management Authority defines the enterprise policy and associated credentials used to enable the enterprise administrator to manage the use of some specific functions/resources. 
2. This policy is stored in the Smart Card, and then the Management Authority delivers the Smart Card to its employees.

3. The employee inserts the Smart card to his mobile device. The mobile device is configured using the enterprise policy and associated credentials in the Smart Card. Then the policy is valid.

4. According to the policy the device automatically executes the operation of enabling or disabling some specific functions/resources.

5. The device reports the result of the operation to the DM Server, the enterprise administrator obtains the information from the DM Server.

5.1.3.6 Alternative Flow

Change 9:  Corrections to the Flow 1 to better show the difference with respect to the normal flow and to introduce the term “Management Authority”.

5.1.3.6.1 Alternative Flow1
Steps 1, 2, 3 and 5 are the same as in the Normal Flow.

4. The Management Authority sends an operation of enabling or disabling a resource through the Device Management Server to his employee’s mobile device.
Change 10:  Corrections to the Flow 2 to better show the difference with respect to the normal flow.
5.1.3.6.2 Alternative Flow 2
Steps 1, 2, 3 and 5 are the same as in the Normal Flow.

4. The operation can be executed as a scheduled task.
Change 11:  New Flow 3

5.1.3.6.3 Alternative Flow 3
The following step occurs between step 3 and 4 of the normal flow.

3bis. The Management Authority decides to make changes over-the-air to the policy stored in the smart card.
Change 12:  Additional requirement.

5.1.3.7 Operational and Quality of Experience Requirements

· There shall be a business-relationship between the Management Authority and the Card Issuer.

Change 13:  Finally, a usability requirement has been modified. The only difference compared to original version is that track changes (already agreed in the RD) were removed  to show the precise change.
6.1.4 Usability

	Label
	Description
	Enabler Release

	DM-SC-USE-1
	The Device Management Smart Card Enabler SHALL define a mechanism that allows Management Authorities to provide policies (e.g. user confirmation, security, provisioning, etc)in the Smart Card.
	DM_SC 1.0
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