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1 Reason for Change

The aim of the present contribution is to improve the content of the RD taking into account remarks given during the OMA-DM informal review as well as some additional improvements. The goal is to provide a better document to OMA REQ for a formal review.

This contribution provides a major change to the “HTTP Bootstrap SC Signature” use-case. Several sections are affected and specific reasons are provided in the Detailed Change Proposal.

Agreeing on this proposal will better address the needs of the different member companies and will facilitate the reading of the corresponding requirements.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Apply the proposed changes in the latest version of the DM_SC RD.

6 Detailed Change Proposal

Change 1:  Title change. Intention is to describe a generic remote Bootstrap. The removal of “SC” from the title is mainly because the enabler (as a whole) talks about the SC.
5.2.1 Bootstrap Signature

Change 2:  The following text is proposed to explain some possible situations that would justify a remote bootstrap.
5.2.1.1 Short Description
Olivier buys a new handset in a retail store. The handset is not customised for any network and he wants to use it with his Network Operator Smart Card.

Olivier inserts his Smart Card, and the network detects that there is a new device and that remote Bootstrap is either allowed as per Network Operator policy or requested by the end-user. The Device Management Server sends a Packet containing bootstrap information and a signature to the Device.
After successful verification of the signature by the SC, the device starts processing the bootstrap message and finally the device is bootstrapped.

Change 3:  The Smart Card is not mentioned but is needed according to the pre-conditions. The “Management Authority” is kept as an actor as it is mentioned in change 9. 
5.2.1.2 Actors

· User
· Device
· Network Operator

· Management Authority
· Smart Card

Change 4:  Terms are aligned with the actor’s list. It was decided to keep “Network Operator” instead of “Management Authority” to reflect the Short Description of the use-case. In the specific benefits for the “user”, a difference is made between the automatic case (network detection) and the manual case (user calling customer care).
5.2.1.2.1 Actor Specific Issues

· User: The User wants to be able to connect to the network and to the different applications and services when he inserts a SC on a new device.
· Network Operator: The Network Operator is interested in providing their subscribers with the bootstrap information as soon as possible to increase the traffic.
5.2.1.2.2 Actor Specific Benefits

· User: The User is able to connect to the network and services as soon as he plugs his SC in a new device or the User requests a configuration to the Network Operator.
· Network Operator: The Network Operator is able to provide their subscribers with the bootstrap information with a single package in a trusted environment.

Change 5:  Precisions for the “device” are given to show that passing a full bootstrap message to the smart card is not the ONLY possibility (nor the most expected one). Second bullet is also modified to reflect several scenarios that would require a remote bootstrap operation. The last bullet is reworded to actually show which are the pre-conditions for the Smart Card itself.
5.2.1.3 Pre-conditions
· The device is able to send the signature of a Bootstrap message or a signed Bootstrap message to the SC when requiring verification.

· The Network Operator is able to detect the need of a remote bootstrap (e.g. according to Network Operator policies or an end-user’s request).
· The Smart Card provides a set of cryptographic mechanisms used for signature verification.

Change 6:  This is the expected result and was missing. The post-condition is not that the device is bootstrapped because it will depend on the result of the signature verification.
5.2.1.4 Post-conditions
· The device is able to start processing a remote bootstrap message.

Change 7:  The normal flow has been updated to clarify the scenario. Inserting the SC expecting a default configuration is different from passing a call to the customer care “to provision the device”.
The intention of this modification is to allow several scenarios that would require a remote bootstrap operation as it was described in change 5.
5.2.1.5 Normal Flow

1. The user inserts the SC in a device.

2. The Network Operator detects that there is a new device requiring a remote bootstrap.

3. The Device Management Server sends to the device a packet with a signed bootstrap message.

4. The Device sends the signature of the Bootstrap message to the SC for verification.

5. The Smart Card provides a result to the Device.

6. If required by the Network Operator the device asks the User for authorization to bootstrap the device.
7. The User accepts the offer.

8. The device is bootstrapped.
5.2.1.6 Alternative Flow
Change 8:  This flow has been corrected to reflect the relation between the User and the Network Operator.
5.2.1.6.1 Alternative Flow 1



Steps 3, and 5 to 8 are the same as for the Normal Flow.
1. The User detects an issue with the configuration of his/her Device.

2. The User calls the Customer Care to request a new configuration for his/her Device.
4. The Device sends the Bootstrap message or the bootstrap signature to the SC for verification.

Change 9:  Finally, some operational requirements are included to describe cases where a different Management Authority provides or vehicles a remote bootstrap to the Device (e.g. end-user is roaming and the device is accidentally misconfigured). 
5.2.1.7 Operational and Quality of Experience Requirements

· There shall be a business-relationship between Management Authorities if a bootstrap message requiring signature verification is sent by a Management Authority different than the Network Operator.
· Same applies if specific cryptographic mechanisms are needed.
Change 10:  Finally, a new requirement is proposed.

6.1.3      Administration and Configuration

	Label
	Description
	Enabler Release

	DM-SC-ADM-1
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow authorized Device Management Servers to establish a data link with a Smart Card installed in a Device. 
	DM_SC 1.0

	DM-SC-ADM-2
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow authorized Device Management Servers to manipulate provisioning data available in the Smart Card.
	DM_SC 1.0

	DM-SC-ADM-3
	The Smart Card SHOULD contain a bootstrap indication policy.
	DM_SC 1.0


Table 1: High-Level Functional Requirements – Administration and Configuration Items
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