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1 Reason for Change

The formal review for DM_SC 1.0 RD has finished with a number of comments gathered in the corresponding RDRR (OMA-RDRR-DMSC-V1_0_0-20070222-D). This contribution aims to address only 2 of the type “E” comments.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To apply the proposed changes to the latest version of the RD.

6 Detailed Change Proposal

Change 1:  A001: Proposal to replace the table of contents with the text “N/A”, as there are no figures in the RD and no figures are previewed for this document.

Figures

 N/A
Change 2:  A003: This change involves 3 parts a) Enhanced text in section 5 to present all the use cases, b) moving all use cases to the first level (i.e. removal of previous headers 5.1 and 5.2), and c) correction of the numbering bullet on the “Operational and Quality of Experience Requirements” of the 2nd use case (new bullet 5.2.7).

5. Use Cases
(Informative)

The use cases are classified into the following categories:

· Provisioning. Including the following cases: 

· Immediate Provisioning of services and applications parameters

· Copying MO from device to SC
· DM Enablers Security. Including the following cases: 
· Portable Enterprise Policy
· HTTP Bootstrap SC Signature
· Firmware / Software approval
5.1 
5.2 Immediate Provisioning of services and applications parameters

5.2.1  ASK  \* MERGEFORMAT Short Description

Alice has been using the IMPS and Email services on her device of model X for a while, using the Service Provider’s configuration stored by the Card Issuer in a Smart Card. She receives as a gift another device of model Y in which the IMPS service and Email application are still available. As soon as Alice inserts the Smart Card inside model Y, she is instantly able to use the IMPS service and Email application without any manual configuration.

5.2.2 Actors 

· User

· Device

· Service Provider 

· Card Issuer
· Smart Card

5.2.2.1 Actor Specific Issues

· User wants to continue using a(several) service(s) even when changing the device.
· Device needs to refresh the configuration parameters of its services/applications when a new smart card is inserted and is providing a new configuration; or when the current smart card is updated with a new configuration.

· Service Provider wants that their services/applications remain available when the User changes her device or when the configuration of the services/applications changes

· Card Issuer

· Smart Card

5.2.2.2 Actor Specific Benefits

· User: flexibility in device renewal, immediate configuration and usage of services and applications

· Service Provider: immediate access to services and applications offered, reduced helpdesk costs

· Card Issuer: optimize resource usage, reduced customer care costs

5.2.3 Pre-Conditions

· Service/application configuration parameters are stored or updated in the Smart Card.

5.2.4 Post-Conditions

· Service/application is configured with the appropriate parameters; or re-configured with new parameters.

5.2.5 Normal Flow

1. User inserts Smart Card with service/application configuration parameters in a different device

2. Device reads service/application configuration parameters from the Smart Card

3. Device refreshes service/application configuration using parameters read from the Smart Card

5.2.6 Alternative Flow

1. Service/application configuration parameters are updated in the Smart Card using over-the-air mechanisms

5.2.7 Operational and Quality of Experience Requirements

· There shall be a business-relationship between the Service Provider and the Card Issuer.

5.3 Copying MO from device to SC

5.3.1 Short Description

Nuria is using on her device an application “Great Application A” from Management Authority. This application stores a MO on the device including some personalised data from Nuria and from the Management Authority. 

Management Authority decides that it would be convenient to also store the MO or part of the MO in the SC to allow for example the device to be changed.

5.3.2 Actors

· User
· Device
· Management Authority
5.3.2.1 Actor Specific Issues

· User: The User would like to be able to continue using the application even in case of change of the device.
· Management Authority: The Management Authority is interested in being able to create a MO or a copy of the MO in the SC.
5.3.2.2 Actor Specific Benefits

· User: The User is able to continue using the application even in case of change of the device.
· Management Authority: The Management Authority is able create an MO or a copy of the MO in the SC.
5.3.3 Pre-conditions
· The device has already the application on the device.

· The application has already a specific MO in the DM tree.

· The SC is able to receive information from the device.

5.3.4 Post-conditions

· The user is able to continue using the application even in case of change of the device.

· The MO is copied in the SC.

5.3.5 Normal Flow

1. The Management Authority decides to copy a MO or part of a MO in the SC.

2. The Management Authority sends the device an order to copy a MO or part of a MO at the SC.

3. The device creates a MO or a copy of a MO in the SC.

5.3.6 Alternative Flow
· The device may check the MOs existing in a SC and compare them with the MOs currently available in the device.

· The device may keep the current MOs in the device even if there is a copy stored in the SC.

· The DM Server may decide to erase the MO of the Device and only use the copy stored on the SC.

5.3.7 Operational and Quality of Experience Requirements

n/a.

5.4 Portable Enterprise Policy
5.4.1  ASK  \* MERGEFORMAT Short Description
In order to protect the enterprise, the B Company sets up a policy to limit in a secure way the use of some functions/resources on the employee’s mobile device according to the enterprise procedures (e.g. during working hours or specific locations the use of Bluetooth, IR, USB, camera, etc may be forbidden. 

The B Company defines, for example, the enterprise security policy including associated credentials that are used to establish the trust between the employee’s mobile device and the enterprise administrator. This policy is stored in the Smart Cards. The B Company delivers the Smart Cards to its employees. When the employee inserts the smart card into his device, the device is configured with the corresponding enterprise policy  

The B company administrator could manage the use of some functions/resources on the employee’s mobile device (e.g. enable/disable, etc) based on the enterprise policy. 

5.4.2 Actors

· Device
· Management Authority: The B Company.
· User: The employee of the B Company.

5.4.2.1 Actor Specific Issues

· Management Authority: The B Company wants to provide a policy to automatically limit the use of some functions/resources on the employee’s mobile device. 
· User: User can choose any kind of device he likes, and will not offend the policy of the Management Authority.
5.4.2.2 Actor Specific Benefits

· Management Authority: The B Company can manage the use of some functions/resources on the employee’s device to protect the enterprise.
· User: User can easily follow the rules of the Management Authority.

5.4.3 Pre-conditions

· Enterprise policy shall be available in the Smart Card.
· Target functions/resources in the device can be enabled and disabled.
5.4.4 Post-conditions

The enterprise policy is permanently active after the association between the Smart Card and the Device; or after successful changes in the Smart Card performed by the Management Authority. 

5.4.5 Normal Flow
1. The Management Authority defines the enterprise policy and associated credentials used to enable the enterprise administrator to manage the use of some specific functions/resources. 
2. This policy is stored in the Smart Card, and then the Management Authority delivers the Smart Card to its employees.

3. The employee inserts the Smart card to his mobile device. The mobile device is configured using the enterprise policy and associated credentials in the Smart Card. Then the policy is valid.

4. According to the policy the device automatically executes the operation of enabling or disabling some specific functions/resources.

5. The device reports the result of the operation to the DM Server, the enterprise administrator obtains the information from the DM Server.

5.4.6 Alternative Flow

5.4.6.1 Alternative Flow1
Steps 1, 2, 3 and 5 are the same as in the Normal Flow.

4. The Management Authority sends an operation of enabling or disabling a resource through the Device Management Server to his employee’s mobile device.

5.4.6.2 Alternative Flow 2
Steps 1, 2, 3 and 5 are the same as in the Normal Flow.

4. The operation can be executed as a scheduled task.
5.4.6.3 Alternative Flow 3

The following step occurs between step 3 and 4 of the normal flow.

3bis. The Management Authority decides to make changes over-the-air to the policy stored in the smart card.

5.4.7 Operational and Quality of Experience Requirements

· There shall be a business-relationship between the Management Authority and the Card Issuer.

5.5 
5.6 HTTP Bootstrap SC Signature
5.6.1 Short Description
Olivier buys a new handset in a retail store. The handset is not customised for any network and he wants to use it with his Network Operator Smart Card.

Olivier inserts his Smart Card, and the Network detects that there is a new device, so it sends a Packet with all the relevant bootstrap information, with a signature (made by the shared cryptographic mechanism), that is compared to the signature (made by the shared cryptographic mechanism) of the SC for security.

After that operation, the device is bootstrapped.  

5.6.2 Actors

· User
· Device
· Network Operator

· Management Authority
5.6.2.1 Actor Specific Issues

· User: The User wants to be able to connect to the network and to the different applications and services when he inserts a SC on a new device.
· Network Operator: The Management Authority is interested in providing their subscribers with the bootstrap information as soon as possible to increase the traffic.
5.6.2.2 Actor Specific Benefits

· User: The User is able to connect to the network and services as soon as he plugs his SC in a new device.
· Management Authority: The Management Authority is able to provide their subscribers with the bootstrap information with a single package in a trusted environment.
5.6.3 Pre-conditions
· The device is capable to retrieve or compare a signature/cryptographic mechanism from the SC.

· The Network Operator is able to distinguish when a device is not bootstrapped when it connects to its Network (or the user asks for the configuration).
· There is a cryptographic mechanism shared between the Management authority and the SC.

5.6.4 Post-conditions
n/a.

5.6.5 Normal Flow

1. The user inserts the SC in a device.

2. The Network Operators detects that there is a new device in the network that may not be provisioned (either by itself or by a phone call of the user to the Customer Care asking to get provisioning).

3. The Device Management Server sends the device a packet with all the bootstrap information and a signature (made with the shared cryptographic mechanism).

4. The Device compares/uses the packet’s signature with the SC signature (made with a shared cryptographic mechanism).

5. The device prompts the User to ask authorisation to bootstrap the device.
6. The User accepts the offer.

7. The device is bootstrapped.
5.6.6 Alternative Flow

5.6.6.1 Alternative Flow 1

A Management authority decides to send application connectivity information to the User and shares a cryptographic mechanism/signature in the SC.

5.6.7 Operational and Quality of Experience Requirements

n/a.
5.7 Firmware / Software approval 

5.7.1 Short description

At Juan’s request a DM server initiates a firmware update or software installation process in his device. Once the firmware package or software component has been downloaded and before installation starts, the device checks, using a cryptographic mechanism stored in the SC, if the package has been approved by the Management Authority.

After this verification is performed the update or installation process continues.

5.7.2 Actors

· User
· Device
· Device Management Server
· Smart Card
· Management Authority
5.7.2.1 Actor Specific Issues
· User: The User does not want firmware or software that could cause incorrect device operation to be installed in the device.
· Management Authority: Management Authority does not want users and devices being affected by inappropriate firmware update or software installation.
5.7.2.2 Actor Specific Benefits

· User: The User’s device operation is not affected by inappropriate firmware update or software installation. 
· Management Authority: Management Authority reduces Customer Care operations necessary to repair devices affected by inappropriate firmware update or software installation. 
5.7.3 Pre-conditions
There is a cryptographic mechanism stored in the SC and shared with the Management Authority.

The device is able to check if a firmware package or software component has been approved using a cryptographic mechanism stored in the SC.

5.7.4 Post-conditions

n/a

5.7.5 Normal Flow

1. The DM server initiates a Firmware Update or Software Component installation or update process.

2. The Device downloads the firmware package or software component. 

3. Before installation, the Device checks, using the cryptographic mechanism stored in the Smart Card, if the firmware package or software component has been approved by the Management Authority. If approved then the installation proceeds normally.

4. If the package is not approved then the Device (depending on its policy) 

a) rejects the package, or 

b) asks the user for confirmation before proceeding.

5. In the latter case (b), if the user accepts, the package is installed in the device.

5.7.6 Alternative Flow

1. The Firmware Update or Software Component is not downloaded from the DM server but obtained from a different source (e.g. memory card or PC connection)

5.7.7 Operational and Quality of Experience Requirements

n/a.
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