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1 Reason for Change

A use case in the RD deals with “Packages” (i.e. “Firmware / Software Approval” in section 5.4)  but according to the DM Protocol specification the “packages” are defined as “conceptual set of commands that could be spread over multiple messages”. Therefore, the verification of signatures proposed by this use-case should be centered on DM messages rather than packages. For this purpose, the present contribution provides:

· A definition for “DM Message”. This definition was based on the “Content”, “Message” and “Package” concepts found in the DMBOOT and DMPROTO specifications. 
· Text enhancements to clarify the intention of the “Firmware / Software Approval” use-case .
· A rewording of requirement GEN-9 to make it more generic while making use of the proposed definition

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, “Members”) agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member’s attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To apply the proposed changes to the latest version of the RD.

6 Detailed Change Proposal

Change 1:  Proposal of a new definition in section 3.2

5.2 Definitions

	Card Issuer
	Issues to its customers smart cards. Telecommunications Network Operators can be card issuers, a service(s) provider and a Management Authority at the same time.

	DM Message
	Clear-text data string or binary WBXML representation of an atomic unit in the OMA DM Protocol [DMPRO]. It can be, for example, a bootstrap message, a firmware update package or a replace command.

	Smart Card Management Object
	Management Object (as defined [DMTND] and [DMSTDOBJ]) describing part of the Smart Card content.

	Provisioning data
	Provisioning data is the information that will be instantiated as Management Objects.

	Smart Card
	Also known as UICC (consult [OMADIC]). A Smart Card is a portable tamper resistant device with an embedded microprocessor chip. It can store data and applications along with security functions and mechanisms.

	Service Provider
	Entity that provides a (several) service(s)/application(s) (e.g. IMPS, Email, …) to users.


Change 2:  Introduction of new definition in Section 5.4
5.3 Firmware / Software approval 

5.3.1 Short description

At Juan’s request a DM server initiates an operation such as a firmware update or software installation process in his device. To perform this operation the DM server sends one or several DM messages with a signature. Once the data has been downloaded and before installation starts, the device checks, using a cryptographic mechanism stored in the SC, if the operation and/or the data has been approved by the Management Authority.

After this verification is performed the update or installation process continues.

5.3.2 Actors

· User
· Device
· Device Management Server
· Smart Card
· Management Authority
5.4.2.1 Actor Specific Issues
· User: The User does not want operations such as firmware or software updates that could cause incorrect device operation to be performed in the device.
· Management Authority: Management Authority does not want users and devices being affected by inappropriate and/or unauthorized operations.
5.4.2.2 Actor Specific Benefits

· User: The User’s device is not affected by inappropriate and/or unauthorized operations. 
· Management Authority: Management Authority reduces Customer Care operations necessary to repair devices affected by inappropriate and/or unauthorized operations. 
5.3.3 Pre-conditions
There is a cryptographic mechanism stored in the SC and shared with the Management Authority.

The device is able to check if a signed DM message has been approved using a cryptographic mechanism stored in the SC.

5.3.4 Post-conditions

n/a

5.3.5 Normal Flow

1. The DM server initiates an operation such as a Firmware Update or a Software Component installation or update process.

2. The Device downloads the associated data. 

3. Before installation, the Device checks, using the cryptographic mechanism stored in the Smart Card, if the operation and/or data has been approved by the Management Authority. If approved then the installation proceeds normally.

4. If the operation and/or the data is not approved then the Device (depending on its policy) 

a) rejects the operation, or 

b) asks the user for confirmation before proceeding.

5. In the latter case (b), if the user accepts, the operation is performed in the device.

5.3.6 Alternative Flow

1. The Firmware Update or Software Component is not downloaded from the DM server but obtained from a different source (e.g. memory card or PC connection)

5.3.7 Operational and Quality of Experience Requirements

n/a.
Change 3:  Proposal to reword DM-SC-GEN-9.

6. Requirements
(Normative)

6.2 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DM-SC-GEN-1
	The Smart Card SHALL be capable of storing Management Objects and provisioning data. 
	DM_SC 1.0

	DM-SC-GEN-2
	The Device Management Smart Card Enabler SHALL allow the Device to determine if provisioning data is available on an installed activated Smart Card. 
	DM_SC 1.0

	DM-SC-GEN-3
	The Device Management Smart Card Enabler MAY provide a mechanism to allow authorized applications in the Device to manipulate their own provisioning data available in the smart card.
	DM_SC 1.0

	DM-SC-GEN-4
	The Device Management Smart Card Enabler SHALL provide a mechanism based on the Smart Card to be used to ensure authenticity, integrity and non-repudiation of session between Device and Device Management Server. 
	DM_SC 1.0

	DM-SC-GEN-5
	The Device MAY be capable of comparing MOs in the SC with the MOs installed in the device.
	DM_SC 1.0

	DM-SC-GEN-6
	The Device Management Smart Card Enabler SHALL define a mechanism to allow retrieval and incorporation of provisioning data stored on the Smart Card into the Device configuration.
	DM_SC 1.0

	DM-SC-GEN-7
	The Device Management Smart Card Enabler SHALL provide a mechanism that allows Device Management Server to indicate the Device to store Management Objects in the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-8
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow the Device to request information from the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-9
	The Device Management Smart Card Enabler SHALL allow Devices to use cryptographic mechanisms in the SC to support verification and/or signing of DM messages and, other operative data.
	DM_SC 1.0
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