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1. Scope


This document covers the technical aspects for implementing the Device Management Smart Card requirements [DMSCRD] according to the corresponding Device Management Smart Card architecture [DMSCAD]. 

The technical solutions depicted in the following chapters leverage the Device Management v1.2 protocol [DM1.2] (or any later compatible release). Its use can enhance deployments of DM-based solutions as well as the wireless ecosystem with improved security where the smart cards are used.

The following areas are in the scope of this specification:
1. Provisioning
2. Data administration
3. Enhanced Security
2. References













2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[DM1.2]
	“Enabler Release Definition for OMA Device Management”, OMA-ERELD-DM- V1_2, Open Mobile Alliance(, URL:http://www.openmobilealliance.org/

	[DMSCRD]
	“DM Smart Card Requirements”, Open Mobile Alliance(, OMA-RD-DM_SC-V1_0, URL:http://www.openmobilealliance.org/

	[DMSCAD]
	“DM Smart Card Architecture”, Open Mobile Alliance(, OMA-AD-DM_SC-V1_0, URL:http://www.openmobilealliance.org/

	[SCWS1.1]
	“Enabler Release Definition for Smartcard-Web-Server”, Open Mobile Alliance(, OMA-ERELD-Smartcard_Web_Server-V1_1, URL:http://www.openmobilealliance.org/

	[TS102223]
	“Smart Cards; Card Application Toolkit (CAT)”, Latest Release, URL: http://portal.etsi.org/

	


2.2 Informative References



	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/

	
	

	
	

	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2 Definitions







	
	

	
	

	


3.3
Abbreviations



	OMA
	Open Mobile Alliance

	CAT
	Card Application Toolkit

	CSIM
	CDMA Subscriber Identification Module

	SC
	Smart Card

	UICC
	Universal Integrated Circuit Card

	USIM
	Universal Subscriber Identity Module or User Services Identity Module

	WiMAX-SIM
	WiMAX Subscriber Identification Module

	


4. Introduction


· 
· 
· 
· 
 

This specification provides the technical details to implement the Device Management Smart Card enabler in order to mitigate the needs of Management Authorities captured throught the corresponding requirements (see [DMSCRD]). This specification addresses mainly the following areas:
· Continuous provisioning: Extending the provisioning capabilities of the Smart Card to cover more of the life cycle of devices in benefit of management authorities and end-users.
· Enhanced security: Enforcing the security of Device Management related operations.
The overall technical solution follows architectural guidelines not only by re-using existing sepecifications such as SCWS (see [SCWS1.1]) and Card Application Toolkit (see [TS102223]), but also by minimizing the number of changes to existing DM 1.2 compliant terminals by re-use of the DM 1.2 protocol (see [DM1.2]). From this point of view, implementations of this specification can fit in systems in a backward compatible fashion.
4.1 Version 1.0



This version is focused on continuous provisioning of Management Objects through local DM sessions between the SC and the DM Client. These sessions can be triggered through the DM Notification mechanism included in [DM1.2] either remotely by the Management Authority, or locally from a smartcard (typically a UICC-based application such as USIM / CSIM / WiMAX-SIM).
4.2 



4.2.1 


5. Sections As Needed

<<Sections for the normative specification text.  Fill in as needed.  The following validates the styles used for the headers.  DELETE THIS COMMENT >>

5.1 Example Level 2

<text>

5.1.1 Example Level 3

<text>

5.1.1.1 Example Level 4

<text>
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Figure 1: Example Figure
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(Informative)


A.1 Approved Version History
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].


B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix C. <Additional Information>




C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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