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1 Reason for Change

During the R&A on document OMA-DM-SC-2009-0012-CR_AD_clarification some objections were raised:


	Mr. Thompson Peter
	Qualcomm, Inc
	Yes
	This diagram does not take into account many of the requirements of the RD.

	Mr. Thompson Peter
	Qualcomm, Inc
	Yes
	In addition, the diagram and text do not show the crypto functions as required by the RD.


Off-line discussions were held and requirements were reviewed with involved parties. This work led to the following conclusions:

· Not every single requirement calls for a specific interface or line in the architectural design

· Re-use of DM sessions addresses the strongest need on the enabler: to keep backward compatibility

· Core functionality (i.e. dynamic provisioning) is not impacted

Due to all the above, additional changes have been identified to complete the scope reduction:

(a) The “Definition” and “Introduction” sections will have to be updated in order to consistently match the new scope.

(b) GEN-1 ( Minor change needed to better address the scope. 

(c) GEN-4 ( Requirement needs to be updated to allow a backward compatible solution without impacting the "core" functionality.

(d) GEN-5 ( This optional mechanism is not part of the “core” functionality (it was mistakenly left out from previous CR) and can be removed.

(e) GEN-9 ( As re-use of DM sessions also allow re-use of the DM Security for signing and encryption in a backward compatible way this requirement can be removed.

(f) GEN-19 ( As PEEM enabler has been published this requirement should better be handled by PEEM. A new release might include a specific MO data definition. Having a data definition for policies will be perfectly compatible with DM_SC.

R01 removes requirement GEN-1 as proposed during the conference call of the 10th of August, 2009.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended review this document and apply the proposed changes to the latest version of the DM_SC RD.

6 Detailed Change Proposal

Change 1:  “Definitions” section 3.2 has to be updated erasing a definition that is never used.

3.2     Definitions

	Card Issuer
	Issues to its customers smart cards. Telecommunications Network Operators can be card issuers, a service(s) provider and a Management Authority at the same time.

	DM Message
	Clear-text data string or binary WBXML representation of an atomic unit in the OMA DM Protocol [DMPRO]. It can be, for example, a bootstrap message, a firmware update package or a replace command.

	
	

	Provisioning data
	Provisioning data is the information that will be instantiated as Management Objects.

	Smart Card
	Also known as UICC (consult [OMADIC]). A Smart Card is a portable tamper resistant device with an embedded microprocessor chip. It can store data and applications along with security functions and mechanisms.

	Service Provider
	Entity that provides a (several) service(s)/application(s) (e.g. IMPS, Email, …) to users.


Change 2:  “Introduction” section 4 has to be updated to match the scope reduction

4.  Introduction
(Informative)

As differentiation between Device (i.e. any User terminal) types grows and Device functionality broadens, the difficulty in provisioning these Devices with service-specific parameters and software increases. 

Devices equipped with a smart card may use this latter element in order to provide efficient, secure and swift provisioning information of some of its services and/or application.  
This document presents use cases and requirements for Smart Card functionalities in the scope of Device Management in the following areas:

· Defining a secure dynamic provisioning of Management Objects available on the Smart Card; 

· 
·  

· Secure management of Management Objects (including private and sensitive data) from the Smart Card. It would include: MO’s update in the SC over-the-air, MO’s update in the DM-client and synchronization with the SC, new MO’s storage in the SC after manufacturing, etc.

Change 3:  The following changes to the requirements have to be performed to complete the scope reduction according to the reason for change

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DM-SC-GEN-1
	The Smart Card SHALL be capable of storing Management Objects and provisioning data. 
	DELETED

	DM-SC-GEN-2
	The Device Management Smart Card Enabler SHALL allow the Device to determine if provisioning data is available on an installed activated Smart Card. 
	DM_SC 1.0

	DM-SC-GEN-3
	The Device Management Smart Card Enabler MAY provide a mechanism to allow authorized applications in the Device to manipulate their own provisioning data available in the smart card.
	DELETED

	DM-SC-GEN-4
	The Device Management Smart Card Enabler SHALL provide a mechanism based on the Smart Card to be used to ensure authenticity, integrity and non-repudiation of session between Device and Smart Card. 
	DM_SC 1.0

	DM-SC-GEN-5
	The Device MAY be capable of comparing MOs in the SC with the MOs installed in the device.
	DELETED

	DM-SC-GEN-6
	The Device Management Smart Card Enabler SHALL define a mechanism to allow retrieval and incorporation of provisioning data stored on the Smart Card into the Device configuration.
	DM_SC 1.0

	DM-SC-GEN-7
	The Device Management Smart Card Enabler SHALL provide a mechanism that allows Device Management Server to indicate the Device to store Management Objects in the Smart Card.
	DELETED

	DM-SC-GEN-8
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow the Device to request information from the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-9
	The Device Management Smart Card Enabler SHALL allow Devices to use cryptographic mechanisms in the SC to support verification and/or signing of DM messages and, other operative data.
	DELETED

	DM-SC-GEN-10
	The Device Management Smart Card enabler SHALL allow to group a selection of Management Objects that have some relation between them
	DELETED

	DM-SC-GEN-11
	The Device Management Smart Card enabler SHALL allow a Device to request the selection of a specific group of Management Objects in the Smart Card
	DELETED

	DM-SC-GEN-12
	A mechanism SHALL allow the Smart Cards to store Management Objects containing large blocks of data.
	DM_SC 1.0

	DM-SC-GEN-13
	The Device Management Smart Card Enabler SHALL provide a discovery mechanism to allow Smart Cards and Devices to identify the support of this enabler.
	DM_SC 1.0

	DM-SC-GEN-14
	The Device Management Smart Card Enabler SHALL provide a mechanism to allow Smart Card to indicate the Device to initiate a session with the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-15
	The Device Management Smart Card Enabler SHALL provide a mechanism to indicate to the Smart Card changes in the Device’s configuration data.
	DM_SC 1.0

	DM-SC-GEN-16
	The Device Management Smart Card Enabler SHALL provide an error handling mechanism.
	DM_SC 1.0

	DM-SC-GEN-17
	The Device Management Smart Card Enabler SHALL define a mechanism that allows the Device to consume data directly from the Smart Card.
	DM_SC 1.0

	DM-SC-GEN-18
	The Device Management Smart Card Enabler SHALL provide a mechanism to be used to verify cryptographically signed data.
	DM_SC 1.0

	DM-SC-GEN-19
	The Device Management Smart Card Enabler SHALL define a mechanism that allows Management Authorities to provide policies in the Smart Card.
	DELETED

	DM-SC-GEN-20
	The Device Management Smart Card Enabler SHALL enforce continuous provisioning from the smart card providing one or several mechanism(s) that allow the smart card to indicate to the device the presence of provisioning data in the smart card.
	DM_SC 1.0

	DM-SC-GEN-21
	The Device SHALL look for provisioning data in the smart card at each power on.
	DM_SC 1.0


Table 1: High-Level Functional Requirements
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