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1 Reason for Change

This CR proposes a new use case, related to Bring Your Own Device (BYOD): A new employee is provisioned with a secure enterprise domain.
“A common form [of BYOD] is when employees bring their own devices (to work) to access their work email (incl. attachments), calendar and contacts.” (Source: Wikipedia)
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM Working Group should agree to this CR.
6 Detailed Change Proposal

Appendix A. Use Cases
(Informative)

A.1 Provisioning of a Secure Enterprise Domain
Today, it is a common practice for employees to keep confidential corporate data, such as documents, presentations, e-mail, calendar, contacts, and customer data, on their privately owned devices. This amalgamation of personal and enterprise usage is problematic. There is a risk that confidential corporate data fall into the wrong hands if the device is stolen, or the user unintentionally installs a malware-crippled app. In addition, the end user's personal data is at risk of being wiped from the device by the administrator of the enterprise e-mail server.
By provisioning a virtualized domain dedicated to enterprise apps and data, there will be a secure separation between the personal and enterprise domains of the device.
A.1.1  ASK  \* MERGEFORMAT Short Description

An employee brings her personal wireless device to the enterprise. The enterprise administrator needs to give the new employee access to enterprise apps such as corporate e-mail from a secure environment on the employee's personal device. The enterprise administrator provisions an enterprise domain to the virtualization-enabled device where the enterprise apps run and the enterprise data is stored.
A.1.2 Market benefits

This will give enterprises the benefit of letting employees bring their own devices into the organization, without having to expose the confidential enterprise data to apps on the employee’s personal device.
Also, employees will not need to worry about having their personal data deleted by the administrator of the enterprise e-mail server.
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