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1 Reason for Change

This CR provides a use case and the requirements for locking and unlocking a virtual machine.
R01 to incorporate Jonas’s comments, who co-signs this CR.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  The use case
A.1 Locking and Unlocking the Enterprise Virtual Machine
A.1.1  ASK  \* MERGEFORMAT Short Description

An employee, with a personal device provisioned with an enterprise Virtual Machine, can freely access and download the confidential company information authorized for the employee. One day, the employee notices that the web browser on the device is malfunctioning, and visits the operator’s service center for fixing the problem. The service staffs needs two or three days for the full inspection process, so the employee leaves the device there. 
On the way back, the employee realizes that the service staff may access the enterprise Virtual Machine, so the employee remotely locks it using the enterprise portal. The service staff can fully inspect the device since the device itself is not locked, but cannot access the locked enterprise Virtual Machine. With this feature, the employee can safely leave the device to the service center ensuring the confidentiality of the company information. After the problem is successfully solved, the employee unlocks the enterprise Virtual Machine using the enterprise portal, and continues to use it.
A.1.2 Market benefits

This will give employees or enterprises the benefit of securing the confidential company information so that  no one can access the locked enterprise Virtual Machine. Also, the employees or third party will be still served by the functionalities outside of the enterprise Virtual Machine. This perfectly balances between the security and the convenience from all stakeholders’ perspectives.
Change 2:  The requirement

4.1 High-Level Functional Requirements

	
Label

	Description
	Enabler Release

	VirMO-HLF-XXX
	The VirMO enabler SHALL support a mechanism to lock a Virtual Machine.
	1.0

	VirMO-HLF-XXX
	The VirMO enabler SHALL support a mechanism to unlock a Virtual Machine.
	1.0


Change 3:  The relevant definitions
3.2 Definitions

	Lock Virtual Machine
	To make the Virtual Machine inoperable from any unauthorized access. An authorized VirMO Server may unlock the Virtual Machine using a VirMO session.

	Unlock Virtual Machine
	To re-enable all the Virtual Machine functionalities previously inoperable by locking the Virtual Machine
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