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1 Reason for Change

This CR proposes the device management for the Virtual Machine utilizing Management Objects. Please note that this CR is for addressing below requirements.
	VirMO-HLF-08
	The VirMO enabler SHALL collaborate with the existing MOs to provide the corresponding functionalities for each virtual machine.
	1.0


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Descriptions for this change here
11. Device Management for the Virtual Machine
The Virtual Machine created in the device can be regarded as another independent device that an operating system and applications are running in. The Virtual Machine as a separate device can be managed by the remote server for the firmware update, software management, diagnostics, remote control, configurations, etc. This kind of management is called as the device management for the Virtual Machine, and is very similar to the normal device management enabled by the DM protocol and Management Objects.
The device management for the Virtual Machine can be also leveraged by those Management Objects (e.g., FUMO, SCOMO, LAWMO, etc.). To utilize Management Objects for the Virtual Machine, the DM Client may or may not be running in the Virtual Machine. In this section, both approaches to utilize Management Objects are explained.
11.1 Device Management with Separate DM Client
To provide the device management for the Virtual Machine, this approach requires that a separate DM Client runs in the Virtual Machine. The DM Server can provide the device management for the Virtual Machine by directly communicating with the DM Client in the VM or by indirectly communicating with the DM Client in the VM by using the Gateway Management Object [GwMO].
11.1.1 Direct Device Management

In the Figure a, Personal VM and Enterprise VM are created by the DM Server and the DM Server needs to provide the device management for the Enterprise VM. For the direct device management, the DM Client needs to be installed in the Enterprise VM, and the DM Server can directly communicate with the DM Client in the Enterprise VM. The Enterprise VM is seen as a separate device from the DM Server perspective.
The DM Client is not installed in the Personal VM since it is not required to provide the device management for the Personal VM. In case that the DM Server needs to provide the direct device management for the Personal VM, then the DM Client needs to be installed, and the Personal VM can be seen as another separate device from the DM Server perspective.
Figure a gives the illustrative example for the direct device management based on the Type I Virtualization, but it is also possible to apply this approach to the Type II Virtualization.
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Figure a: Illustrating Direct Device Management with Type I Virtualization
For the direct device management, the DM Client in the Virtual Machine MUST be bootstrapped to directly communicate with the DM Server.
Note: How to bootstrap this DM Client in the Virtual Machine is TBD.
11.1.2 Indirect Device Management using Gateway Management Object

In Figure b, the DM Server needs to provide the device management for the Enterprise VM, but the DM Client in the Enterprise VM cannot directly communicate with the DM Server. In this case, the DM Server can provide the device management for the Enterprise VM by using the GwMO [GwMO].
Both Transparent and Proxy Mode can be used to provide the indirect device management for the VM. In case of the Transparent Mode, the DM Notification is delivered to the DM Client in the VM by the aid of the GwMO Component in the device. After receiving the DM Notification, the DM Client in the VM shall be able to initiate the DM session with the DM Server, and the device management for the VM is performed between the DM Server and the DM Client.
For the Proxy Mode, two related DM sessions are established; one is between the DM Server and the DM Gateway (working as DM Client), and the other is between the DM Gateway (working as DM Server) and the Virtual Machine. Since the DM Client in the VM does not need to have a direct communication with the DM Server, the DM Client can have the device identifier that is locally unique within the device.
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Figure b: Illustrating Indirect Device Management with Type I Virtualization
For the Proxy Mode operation, the DM Client in the Virtual Machine MUST be bootstrapped to locally communicate with the DM Gateway. For the Transparent Mode operation, the DM Client in the Virtual Machine MUST be bootstrapped to communicate with the DM Server in the Management Domain.
11.3 Device Management with Shared DM Client
Unlike Separated DM Client approach, this approach does not require the separate DM Client in the Virtual Machine, and the DM Client located in the Management VM can be used to provide the device management for other Virtual Machines. This approach can be applied to both Type I and Type II Virtualization, and is illustrated in Figure c using Type I Virtualization.

[image: image3.emf]Hardware

Hypervisor

Management VM Enterprise VM Personal VM

DM Client

VirMO

Client

DM Server

VirMO

Server

Management

Command


Figure c: Illustrating the Approach based on the Type I Virtualization
In the Figure c, When the VirMO Server needs to provide the device management for the Enterprise VM, the DM Client in the Management VM can be used, and the VirMO Client forwards the device management command from the VirMO Server to other Virtual Machines. From the remote server perspective, there is only one device (i.e., the Management VM).

To forward the device management command to other Virtual Machines, the VirMO Client MUST keep the DM Tree for other Virtual Machines under the VirMO/<x>/DMTree interior node. The VirMO/<x>/DMTree works like a placeholder for the DM Tree of a particular Virtual Machine.

[image: image4]
Figure d: DM Tree for the Enterprise VM allocated under the VirMO/<x>/DMTree node
In Figure d, the DM Server intends to provide the device management for the Enterprise VM, and the DM Tree for the Enterprise VM is instantiated under the VirMO/EnterpriseVM/DMTree node. All the necessary Management Objects to provide the device management for the Virtual Machine MUST be instantiated under the VirMO/<x>/DMTree node, and in this example, LAWMO and SCOMO sub-tree is created. The VirMO/PersonalVM/DMTree node for the Personal VM is not present since the DM Server does not intend to provide the device management for the Personal VM. The DM Server can create the necessary Management Object sub-trees under the VirMO/PersonalVM/DMTree node in case that the device management for the Personal VM is required.
The VirMO Server can deliver the management command to the Virtual Machine using the sub-tree under the VirMO/<x>/DMTree node. For example, the Exec command targeting the VirMO/EnterpriseVM/DMTree/FUMO/Update node can be interpreted as the firmware update command for the Enterprise VM, and the Exec command for the VirMO/EnterpriseVM/DMTree/LAWMO/Operations/FullyLock can be interpreted to fully lock the Enterprise VM. 
11.2.1 Sending and Processing Device Management Command for VM

In this approach, the VirMO Server and the VirMO Client MUST follow below procedures to send and process the device management command for the Virtual Machine.

· Step 1 (MO configuration under the DMTree node): After creating the Virtual Machine, the VirMO Server MUST configure Management Objects under the VirMO/<x>/DMTree node, which are necessary to provide the device management for the Virtual Machine. The VirMO/<x>/DMTree node works like a root node for the DM Tree that belongs to a particular Virtual Machine. The MO root node located under the VirMO/<x>/DMTree node has the MOID that can be used to distinguish the type of each Management Object.
· Step 2 (Sending device management command targeting a particular Virtual Machine): Once Management Objects are configured under the VirMO/<x>/DMTree node, the VirMO Server can deliver the management commands using the configured Management Objects. For example, in case that the SCOMO is configured for the Enterprise VM, the Get command targeting the VirMO/EnterpriseVM/DMTree/SCOMO/Inventory/Deployed node can be sent to retrieve the installed software components for the Enterprise VM.
· Step 3 (Processing the device management command for a particular Virtual Machine): When receiving the DM command, the VirMO Client can check whether the DM command is a device management command for a particular Virtual Machine. If the DM command targets a node under the VirMO/<x>/DMTree, then the VirMO Client MUST consider that the DM command is a device management command for a Virtual Machine identified by the VirMO/<x>/VMID node. 
For example, if the DM command targets the VirMO/EnterpriseVM/DMTree/SCOMO/Inventory/Deployed node, the VirMO Client finds out this DM command is for retrieving the installed software component of the Enterprise VM identified by the VirMO/EnterpriseVM/VMID node. 
After processing the device management command for a particular Virtual Machine, the VirMO Client can respond either synchronous or asynchronous reporting mechanism.
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