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1 Reason for Change

The DMWSI requirements from the Gap Analysis and the Original set of DMWSI approved requirements have been analyzed, modified (slightly), merged and presented herewith, for incorporation into the baseline DMWSI-RD.
2 Impact on Backward Compatibility

None, as no specification currently exists for DMWSI.
3 Impact on Other Specifications

May impact DM, as it provides additional features for device management.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that these requirements be incorporated into the baselined DMWSI RD.
6 Detailed Change Proposal

A) In the high level requirements of the DMWSI document, specifically in the table in section 6.1, 

6.1  High-Level Functional Requirements

Please add the following high level requirements:
	Label
	Description
	Enabler Release

	Customer Care Related
	
	DMWSI 1.0

	
	
	

	DMWSI-CC1
	The session MUST be identified as customer-care-related. (Use Case 5.3.1)
	

	
	
	

	DMWSI-CC2
	Errors MAY be reported to a Customer Care application. (Use Case 5.3.1)
	

	
	
	

	DMWSI-CC3
	DM server provides a notification interface to facilitate notification of a device on behalf of an customer care application
	

	
	
	

	DMWSI-CC4
	The customer care application retrieves the result information from the DM server via an interface after it has invoked an action on the device (Use Case 5.3.1)
	

	
	
	

	DMWSI-CC5
	The customer care application retrieves device specific information. (Use Case 5.3.1)
	

	
	
	

	DMWSI-CC6
	The customer care application retrieves inventory of applications / components from the device.
	

	
	
	

	DMWSI-CC7
	The customer care invokes bulk operations on the DM server by specifying a DM task / operation and by providing a list of device identification on which a DM task / operation is to be invoked. (Use Case 5.2.1)
	

	
	
	

	DM Sever and External System
	
	

	
	
	

	DMWSI-ES1
	 The Data Link between the Software Originator (or agent) and the Device Management Server MUST maintain data integrity. (Use Case 5.1.3)
	

	DMWSI-ES2
	 The Data Link between the Software Originator (or agent) and the Device Management Server MAY maintain data confidentiality. (Use Case 5.1.3)
	

	DMWSI-ES3
	The Device MAY be able to verify, with the help of a Trusted Authority, the validity of the Software Originator of the Software and/or Data downloaded. (Use Case 5.1)
	

	DMWSI-ES4
	 Interface MUST support traversal of corporate firewalls and Network Address Translators (Use Case 5.2)
	

	DMWSI-ES5
	The Device Management Server MUST support secure connectivity. (Use Case 5.2)
	

	DMWSI-ES6
	The Device Management Server MUST be able to verify that software and/or data is from an approved Software Originator or agent thereof. (Use Case 5.1)
	

	DMWSI-ES7
	 Interface SHALL be discoverable (Use Case 5.1.3)
	

	DMWSI-ES8
	The Device Management Server SHALL expose a standard interface for obtaining Network parameters (Use Case 5.3)
	

	DMWSI-ES9
	Device Management Server SHALL provide an interface for receiving subscriber data remotely, which is needed to identify the Device or smart card of new subscriber. (UC 5.1)
	

	DMWSI-ES10
	 Device Management Server SHALL provide an interface that allows the Management Authority to initiate the transfer of (updated) configuration data. (UC 5.1)
	

	DMWSI-ES11
	The DM Server SHALL facilitate the secure retrieval of device specific information by an External System (UC 5.1, UC 5.3)
	

	DMWSI-ES12
	 The DM Server SHALL facilitate the secure retrieval of user-subscription specific information by an External System (UC 5.3)
	

	DMWSI-ES13
	The DM Server SHALL provide reports to an External System as it relates to services provided by the External Subsystem, when requested by the External Subsystem (UC 5.1)
	

	DMWSI-ES14
	The DM Server SHALL provide an interface by which an External System can manage a service accessed by a device, that (the service) is provided by or associated with the External System. (UC 5.1)
	

	
	
	

	
	
	

	
	
	

	Exposing Information
	
	

	DMWSI-EI1
	 The Device Management System SHALL provide sufficient information so that queries from the Device Management Server, reports from Devices, data downloads, and acknowledgements MAY be charged and tracked accordingly. (Use Case 5.1.8)
	

	DMWSI-EI2
	If transactions are logged, server MUST log transactions with success indicator. (Use Case 5.1.6)
	

	DMWSI-EI3
	The DMS SHALL provide a standardized mechanism for publishing session/message transactions, such as confirmation requests and results, etc.  (Use Case 5.1.1, 5.1.3, 5.1.6)
	

	DMWSI-EI4
	 Confirmation request messages SHALL be uniquely identified and contain at least the subscriber id, data or data summary, and date/time.  (Use Case 5.1.6, 5.2.6)
	

	DMWSI-EI5
	 The DMS shall send a notification of the update/upgrade to the appropriate management authority. (Use Case 5.2.5)
	

	
	
	

	DMWSI-EI6
	The DMS SHOULD be capable of receiving fault messages from a Device, and if supported the DMS SHALL provide a standardized mechanism for publishing the messages. (Use Case 5.3)
	

	DMWSI-EI7
	The Device Management Server MUST report errors in a standardized format. (Use Case 5.3)
	

	
	
	

	DMWSI-EI8
	The DMS MUST provide access to information regarding the success or failure of installation of software provided or managed by external systems (UC 5.2.5)
	

	DMWSI-EI9
	The DMS MUST provide access to results of any bulk operations initiated by an external system.  (UC 5.2.5, 5.2.6)
	

	
	
	

	Multiple DM Server
	
	

	DMWSI-MDM1
	 Whenever there is communication between Device Management Servers the Device Management Servers MUST mutually authenticate (UC 5.1.3)
	

	DMWSI-MDM2
	 All data communication between Device Management Server MUST be integrity protected. (Use Case 5.1)
	

	DMWSI-MDM2
	All data communication between Device Management Servers MUST be confidentiality protected. (Use Case 5.1)
	

	
	
	

	DMWSI-MDM3
	It SHALL be possible for one DM server (secondary) to request another DM Server (primary) to conduct an operation on its behalf and return the results (UC 5.1.1)
	

	
	
	

	User Pull
	
	

	DMWSI-UP1
	 Device Management Server SHALL provide an interface that allows the user to trigger the transfer of configuration data (UC 5.1).
	

	DMWSI-UP2
	User at a portal SHOULD be able to access the device and retrieve and view inventory and configuration of the device (UC 5.3)
	

	
	
	

	
	
	

	Remote Diagnostics Interface
	
	

	
	
	

	DMWSI-RD1
	The DM Server SHALL provide an interface by which an remote / External System can retrieve diagnostics information from the device (UC 5.3)
	

	DMWSI-RD2
	The DM Server SHALL provide an interface by which an remote / External System can request the DM server to initiate the monitoring activities on a device (UC 5.3)
	

	DMWSI-RD3
	The DM Server SHALL provide an interface by which an remote / External System can request the DM server to cease the monitoring of the activities on a device (UC 5.3)
	

	
	
	

	
	
	

	Bulk (1-M ) Interactions
	
	

	DMWSI-BLK1
	The Device Management Server SHALL support group addressing of Devices in order to transfer the changed management objects for them. (UC 5.2)
	

	DMWSI-BLK1
	The Device Management Server SHALL support group addressing of Devices in order to query multiple Devices for the purposes of a common update/upgrade to those Devices. (Use Case 5.2)
	

	DMWSI-BLK1
	 The DM server SHALL provide an interface that facilitates invoking the same operation on more than one device (UC 5.2)
	

	
	
	

	
	
	

	DMWSI-OTHER
	
	

	DMWSI-OTH1
	Authentication may be done between the Device Management Server and the external application; depending on the business scenario.  
	

	DMWSI-OTH2
	Integrity of transmitted data: Alternation of transmitted data in both directions (from or to the Device Management Server), caused , for example, by transmission error or deliberate manipulation, must be detected. Thus corrupted data can be discarded by the external application or the Device Management Server.  
	

	DMWSI-OTH3
	Confidentiality of transmitted data: optionally an encryption mechanism may be included in the data stream to protect sensitive data where appropriate. 
	

	DMWSI-OTH4
	Device Management Server must be able to initiate service requests to the WSI consuming application 
	

	DMWSI-OTH5
	 WSI must provide a well defined framework, it must be easily extendable with new features. 
	

	DMWSI-OTH6
	Adding a new version of the Device Management Server WSI must be possible without the need to recompile the external application. 
	

	DMWSI-OTH7
	 Backward compatibility shall be provided on the interface. (Framework)
	

	DMWSI-OTH8
	Anonymizing the request should be possible. I.e. without exposing the real MSISDN in the request.
	

	DMWSI-OTH9
	 The interface must support all the OMA provisioning parameters, current and future registered application parameters, management objects. 
	

	DMWSI-OTH10
	Device Management WSI framework must conform to the WS Framework specified by the OMA WS Framework specification. 
	

	DMWSI-OTH11
	Device Management WS must support granular authorization.  For example, an authenticated external user (application) is authorized to set a browser-favorite on device with MSISDN 1234, but is NOT allowed to read the browser-favorite. 
	

	DMWSI-OTH12
	The external application must be able to query (with appropriate security) the Device Mgmt WS for the Management Object parameters which are used to provision the device.  
	

	DMWSI-OTH13
	The external application may be able to provide the Management Object parameters  to the Device Mgmt WS which will subsequently be used for the provisioning of the device.
	

	DMWSI-OTH14
	14.   Authentication, integrity, and confidentiality MUST use either underlying bearer security or message based security. OMA WS Framework defines which protocols can be used to provide these security features. 
	

	DMWSI-OTH15
	WS instances may be discoverable by using the technique defined by the OMA WS Framework specification.
	

	DMWSI-OTH16
	 Completion status of any request MUST be reported to the external application. The WSI SHOULD support synchronous and asynchronous completion status reporting. In order to support group or bulk operations the WSI should support list (possible long) or a series of individual responses associated with the request. Special consideration of long lived or schedule based requests should be taken.
	

	DMWSI-OTH17
	 WS must expose the list of available services (represented by management objects).  The application can then choose to configure one or more of the services on the device. 
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