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1 Reason for Change

This CR reviews the current WSI requirements from security point of view.

Device Management Server must authenticate and define the level of authorisation given to External Systems prior accessing nodes information on a device. This is because External Systems may request DM Server to perform operations on nodes to which the DM Server has access but to which the External System is not authorised.

This checking should be performed on both directions, when an External System contacts the DM Server and when the DM Server contacts the External System.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to review and approved these changes.

6 Detailed Change Proposal

Change 1:  Review HLFR from security point of view.

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	HLR-01
	Management of a device by an external system MUST be supported via the DMS and the DMWSI associated with it.
	WSI 1.0

	HLR-02
	It MUST be possible for an External System to access information in the device for device management purposes through the DMWSI
	WSI 1.0

	HLR-03
	It MUST be possible to conduct bulk operations through the DMWSI
	WSI 1.0

	HLR-04
	It MUST be possible for the External System to set, delete, access and modify information on a device through the DMWSI
	WSI 1.0

	HLR-05
	It MUST be possible to conduct operations on Management Objects through the DMWSI
	WSI 1.0

	HLR-06
	The WSI Enabler MUST support sending device generated alerts to interested external entities.
	WSI 1.0

	HLR-07
	The Device Management System SHALLbe able to provide sufficient information to an External system through the DMWSI so that information such as queries from the Device Management System, reports from Devices, data downloads, transactional details, statistical information and acknowledgements are tracked and shared accordingly.
	WSI 1.0

	HLR-08
	It MUST be possible for the DMS to communicate results to an authenticated and authorised External System
	WSI 1.0

	HLR-09
	The WSI Enabler SHOULD support communicating results to an authorized server or system that is different than the External System initiating the operation.
	WSI 1.0


Table 1: High-Level Functional Requirements

Change 2:  Review security requirements

7.1.1 Security

	Label
	Description
	Enabler Release

	SEC-01
	
WSI enabler MUST support a mechanism to authenticate and authorised External Systems when communicating to Device Management Systems.
	WSI 1.0

	SEC-02
	
WSI enabler MUST ensure that External Systems are authenticated and authorised prior to conduct any device management operation.
	WSI 1.0

	SEC-03
	Device management operations through the DMWSI MUST be invoked only on valid, specified target devices.
	WSI 1.0


Table 2: High-Level Functional Requirements – Security Items

7.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

Change 3:  Review Admin and Config requirements from security point of view.

7.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	ADC-01
	The Device Management system MUST expose a set of Management Operations to an authenticated External System according to its level of authorisation.
	WSI 1.0

	ADC-02
	The External System MUST be able to discover the DM System or be  preconfigured with the connectivity information to the DM system
	WSI 1.0

	ADC-03
	The DMS MAY be able to register an authenticated External system
	WSI 1.0

	ADC-04
	It MUST be possible for an authenticated and authorised External System to provide and update a device's DM functionality information to the Device Management System (DMS) using the DMWSI.
	WSI 1.0


Table 4: High-Level Functional Requirements – Administration and Configuration Items

7.1.4 Usability

	Label
	Description
	Enabler Release

	USE-01
	It MUST be possible for an External System to specify multiple target devices for a bulk operation. .
	WSI 1.0

	USE-02
	It MAY be possible for an External Systems to stipulate whether the  results

from batch operations are returned individually or as a collated  set of results
	WSI 1.0

	USE-03
	To facilitate collated results, "timed out" results codes MUST be specified.
	WSI 1.0


Table 5: High-Level Functional Requirements – Usability Items

7.1.5 Interoperability

	Label
	Description
	Enabler Release

	IOP-1
	It MUST be possible to conduct asynchronous interactions between the DM System and an External System
	WSI 1.0

	IOP-2
	It MUST be possible to support retrieval of results in a pull or push mode by an External System
	WSI 1.0


Table 6: High-Level Functional Requirements – Interoperability Items

7.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	


Table 7: High-Level Functional Requirements – Privacy Items

Change 4:  Revision of Overall System Requirements from security point of view.

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	OVR-01
	Asynchronous invocation of management operations MUST be supported
	WSI 1.0

	OVR-02
	The DM Server MUST be able to inform  an authenticated and authorised External System according to a particular schedule
	WSI 1.0

	OVR-03
	It MUST be possible to track management operations initiated by the External System.
	WSI 1.0

	OVR-04
	It MUST be possible to correlate management operations initiated by an External System with results provided to the External System by the DMS.
	WSI 1.0


Table 8: High-Level System Requirements
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