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1. Scope

The scope of this document is a technical specification of the Web Services Interface for Device Management. This document identifies a set of functional components and interfaces for allowing remote manipulation and management of the Device and its settings. 

Information applicable to Network Operators, terminal and network equipment manufacturers, enterprises, independent software vendors, content providers, and service providers is provided within this document.

This document also includes interfaces needed to access and interact with the core Device Management service
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[DMWSIRD]
	“OMA DM WSI Requirements” ”, Open Mobile Alliance™, OMA-RD-DMWSI-V1_0-D, URL:http://www.openmobilealliance.org/

	
	

	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[OMADM]
	OMA Device Management, Version 1.2. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	
	

	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

The device management environment provides operators with several new opportunities and management challenges.   While a DM server makes it possible to interact with devices while conducting device management, an associated Web Services Interfaces is crucial to making device management (DM) facilities available for end-2-end execution of service deployment tasks and other OSS tasks. Web services Interface can be used for the following activities:
· Remote management of a device via the DM server  - management operations are performed on the device

· Single device

· multiple devices with bulk operations

· Retrieval of information from the device

· Retrieval of transaction details from the DM server

· Secure Ingestion of Content into the network

· Remote diagnostics

· Customer care

· Subscriber management

· Tracking
5. DMWSI for performing remote operations
5.1 Invoking management operations remotely
The use of a Deployment Broker, or a core engine that processes operation requests, is anticipated.  Thus, an IDeploymentBrokerServices interface is defined to provide access to it.
5.1.1 Performing operations for individual devices

Individual device operations may be performed via the DM WSI by an external system. These operations are defined in the IDeploymentBrokerServices interface.

The operations include:

· bootstrapping a device. 
· The function doBootstrap()will bootstrap a single device.

· updating a device. 
· The function doOperation()is used for updating or querying a device.

· querying a device to retrieve device details. 
· The function doOperation() is used for querying.

5.1.2 Performing bulk operations

Bulk operations include operations such as update, bootstrap, or query which are performed on a set of devices. Most of the methods for performing bulk operations are provided by the IDeploymentBrokerServices interface. The use of a Deployment Broker, or a core engine that processes operation requests, is anticipated.

An example use case for this functionality would be an administrator who initiates an operation on a set of like devices. These bulk functions are provided in IBulkOperationsManagerServices interface.

The operations supported include:

· bulk bootstrap. 
· The function doBoostrap() is used to perform bootstrap for a single device or a bulk job.

· bulk update and query. 
· The function doBulkOperation() is similar to the single operation doOperation() mentioned above. doBulkOperation() takes an array of requests on which to perform the operation.

· bulk job creation. 
· The function createDeployments() is used to create a bulk job.

· Note: This method is provided in the IBulkOperationsManagerServices interface.

· cancel bulk jobs, 
· The function cancelJob() is used
· cancelling an individual task

· To cancel a task within a bulk job, the method cancelTask() is used.

· pause bulk jobs, 

· The function pauseJob() is used
· restart bulk jobs. 
· The function restartJob() is used
5.1.3 Tracking status of jobs, tasks, and task details

These operations can occur for bulk jobs (by an administrator) or individual jobs initiated by an external system (such as by a customer service representative using a customer care system). An IBulkOperationManagerServices interfaces is employed that supports the following operations:

· Job status. 

· For bulk jobs, getJobs() method retrieves the list of jobs. getJobsByDate() returns the jobs for a particular date range.

· Task status. 

· getTasks() to return a list of tasks within a job.

· Task detail status. 

· getTaskHistory() retrieves the task details for a specific job.

5.2 Managing device instances and device capabilities

These are functions to manage the device instances, which may correspond to individual device records in a database, and device capabilities, which correspond to the make, model, and firmware version of a particular line of devices.  A number of gettor functions are needed to retrieve device instances.  A number of gettor functions are also provided for device capabilities.The device functions are provided in the interface IDeviceManagerServices.

· create device instances. 
· The function createDeviceInstance() is used to add a new device instance to the database.

· create device capabilities. 
· The function createDeviceCapability() is used to add a new device capability.

· retrieve device instances. 
· There are a number of gettor functions for device instances. The function getDeviceInstanceByDeviceID() can be used to get the device instance that corresponds to a particular device ID value (IMEI).

· retrieve device capabilities. 
· There are a number of gettor methods for device capabilities. The method getDeviceCapabilityByOid() is used to get the device capability that corresponds to the ID. 

· import devices. 
· The method importDeviceInstances() is used to import device records to the database.

· delete devices. 
· The method deleteDeviceInstance() can be used to delete a device record. 

·  make modifications to existing devices and device capabilities 
· The methods updateDeviceInstance() and updateDeviceCapability() are used to save changes to device and device capability records.
6. Remote Device Management Interface

A doOperation interface is provided that makes it possible to conduct management operations, such as “update”.  User opt-in support is provided.  Policy specification is also facilitated.  A doOperation function returns a tasked, which is of type String. 

Operation:  doOperation 
Returns:  String taskId 

Parameters: 

userSession,

// Standard user session object

OperationDefinition.UPDATE,
// Indicates Operation, such as Update
                  phoneNumber,

// Full MSISDN
                  bOptin,

// true for user interaction, false for background
                  acceptDevicePolicy,
// Policy for unexpected device responses
                  false );

// Set to true if this is a test cycle
An instance IDeploymentBrokerServices interface, called “service”, can support such a function.
6.1 Policy Support

The acceptDevicePolicy parameter of doOperation function supports policy specifications.

The acceptDevicePolicy values are:

10 – Accept any IMEI with the same TAC

20 – Accept any IMEI if none specified

30 – Accept any IMEI regardless

40 – Make a carrier call back (not currently implemented)

6.2 Taskid and Status 

The doOperation method returns a task ID as a string which can subsequently be used to get updated task status as the task created by doOperation progresses to completion.  Task status may be returned as a TaskTransport object by a getTaskById function, as in the following example:

// Get the task status

Operation: getTaskByID  
- to retrieve TaskData by ID provided

Returns: An instance of TaskData type

Parameters:


userSession

taksID

An TaskData type can be queried to tretrieve Status, using a getStatus() function, wherein a String status value is retrieved.

Operation:  getStatus

Returns:  String value


Parameter: none
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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