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1. Scope
(Informative)

This document identifies a set of requirements for enabling web services within OMA Device Management. The scope of this working group includes enabler package documentation in the form of a Work Item Description, a Requirements Document, an Architecture Document, a Technical Specification, and a possible overview of security considerations. 
2. References

2.1 Normative References

	[OMADICT]
	“Dictionary for OMA specifications”, Open Mobile Alliance™, OMA-Dictionary-V2_3-20051220-A, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[Parlay: Terminal Capabilities]
	Open Service Access (OSA); Application Programming Interface;Part 7: Terminal Capabilities  

ETSI ES 203 915-7 (Parlay 5) URL:  http://www.parlay.org/en/specifications/index.asp
or 3GPP Equivalent:  
3GPP TS 29.198-7 (Release 6) URL: http://www.3gpp.org/ftp/Specs/latest/Rel-6/29_series/

	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Application
	See description in  [].

	Enabler

Service


	See description in [].

See description in [].

	Device
	In this context, a Device is a voice and/or data terminal that uses a Wireless Bearer for data transfer.  Device types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, etc.), data-only terminals, PDAs, laptop computers, PCMCIA cards for data communication, unattended data-only Devices (e.g., vending machines), and smart cards if associated with these Devices. If within a particular context an associated smart card should not be regarded as part of a Device this is marked explicitly.

	Device Reporting
	The process that a Device sends specific information to a Device Management System in the network.  This can occur as a response to a query (pull) or it can occur autonomously in response to a state change in the Device (push).  The information that is sent may either be parameters, configuration capabilities of the Device, or data that has been collected, stored, and assembled for later processing (e.g., performance metrics).

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes:

-      Setting initial configuration information in Devices

-      Subsequent updates of persistent information in Devices

· Retrieval of management information from Devices
Processing events and alarms generated by Devices

	Device Management System
	A background system capable to interact with a (set of) Device(s) for the purpose of Device Management.

	DiagMon
	A management tree object defined for diagnostics.

	FOTA Operations
	Operations for updating device data over-the-air.

	Enterprise
	A business with deployment and Management Authority for WLAN Bearers, Local Wired Bearers, computers, Devices, software, and employees.

	Management Authority
	An entity that has the right to perform a specific Device Management function on a Device or manipulate a given data element or parameter. For example, the Network Operator, handset manufacturer, enterprise, or Device owner may be the authority or share authority for managing the Device. One Management Authority may own all Device resources or may share or delegate all or parts of these with/to other Management Authorities

	MDM Server
	The IP-based over-the-air server component that provides the core functionality to send configuration settings and updates to mobile handsets. 

	Network Operator
	An entity that is licensed and allocated frequency to operate a public mobile wireless telecommunications network for the purpose of providing publicly available commercial services.

	Service Provider
	An entity that provides and administers a service to a Subscriber and/or User.  The Network Operator is often a Service Provider.

	Subscriber
	A Subscriber is an entity (e.g. a user) that is engaged in a Subscription with a service provider. [OMADICT]

	SCOMO Operations
	Download, Install, Update, Remove, Activate and Deactivate operations which may be invoked on a Software Component MO as well as inventory queries.

	
	


3.3 Abbreviations

	3GPP
	3rd Generation Partnership Project

	3GPP2
	3rd Generation Partnership Project 2

	CDMA
	Code Division Multiple Access

	CSR
	Customer Service Representative

	DM
	Device Management

	DMWSI
	Device Management Web Services Interface

	GPRS
	General Packet Radio Service

	GSM
	Global System for Mobile Communication

	IR
	InfraRed

	OMA
	Open Mobile Alliance

	PDA
	Personal Digital Assistant

	PCMCIA
	Personal Computer Memory Card International Association

	WLAN
	Wireless Local Area Network

	WSI
	Web Services Interface

	
	

	
	


4. Introduction
(Informative)

WSI was introduced to OMA Device Management group in 2005 and was subsequently made historic due to inactivity.  The work item has been reopened with current vested parties.

This document defines requirements for a set of web service interfaces which offer a standardized way for an external entity to interact with a device management server.

It should be notedunderstood that OMA DM WSI specifications pertain to the OMA Device Management Enablers, such as OMA-DM version 1.2 [OMADM].  
5. DM WSI 1.0 release description 
(Informative)

This release includes a set of specifications to enable an external entity to interact with a device management server.  

5.1 Version 1.0

DM WSI 1.0 includes:

Interface specifications that address environments where multiple protocols or access types are present.  

Interface specifications that allow for exchange of data between OMA DM enablers.

In addition to a set of enabler package data, there will be an overview of security, third party references to avoid any overlap of scope, and advisable usage provided via a whitepaper. 
6. Requirements
(Normative)

	Label
	Description
	Release
	Functional module

	R-01
	DM WSI SHOULD allow parameter exchange across OMA Device Management Firmware Update Management Object and other MOs.
	1.0
	

	R-02
	DM WSI SHOULD be agnostic to, bearer technology.
	1.0
	

	R-03
	DM WSI SHOULD define a concept of a generic user or object role with associatedadherent properties.
	1.0
	


6.1 Modularisation


[image: image2.emf]WSI 
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6.2 High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	HLR-01
	The DMWSI Enabler MUST provide an interface for an authorized External System to perform Device Management operations on a device via the DM System
	WSI 1.0
	

	HLR-02
	The DMWSI Enabler MUST provide an interface for an authorized External System to conduct bulk DM operations on devices via the DM System.
	WSI 1.0
	

	HLR-03
	The DMWSI Enabler MUST provide an interface for an External System to set, delete, access, and modify information on a device.
	WSI 1.0
	

	HLR-04
	The DMWSI Enabler MUST support sending device generated alerts to authorized External Systems via the DM System.
	WSI 1.0
	

	HLR-05
	The DMWSI Enabler SHALL provide an interface for the Device Management System to share with an External System transactional details related to queries from the Device Management System, reports from Devices, , statistical information and acknowledgements.
	WSI 1.0
	

	HLR-06
	The DMWSI Enabler MUST provide an interface for the DM System to communicate results of a DM action to an authorized External System
	WSI 1.0
	

	HLR-07
	The DMWSI Enabler SHALL support communicating results of a DM action to an authorized External System that is different than the External System initiating the operation.
	WSI 1.0
	

	HLR-08
	DM WSI  SHALL support interaction with multiple DM Enablers.
	WSI 1.0
	


Table 1: High-Level Functional Requirements

6.2.1 Security

	Label
	Description
	Release
	Functional module

	SEC-01
	The DMWSI Enabler MUST provide a mechanism for an External System to establish a trusted relationship with the DM System such that it can securely communicate with the DM System.
	WSI 1.0
	SEC-01

	SEC-02
	The DMWSI Enabler MUST specify an authentication interface such that device management operations MUST be invoked on valid, specified target devices.
	WSI 1.0
	SEC-02


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1 Authentication 
	Label
	Description
	Release
	Functional module

	SAN-01
	The DMWSI Enabler SHALL provide a mechanism for the DM System to authenticate an External System.
	WSI 1.0
	SAN-01


Table 3: High-Level Functional Requirements – Authentication Items
6.2.1.2 Authorization

	Label
	Description
	Release
	Functional module

	SA-01
	DM WSI must allow for device discovery,update, activate, or delete functionality.
	1.0
	SA-01

	SA-02
	The DMWSI Enabler SHALL provide a mechanism for authorization of an External System
	1.0
	SA-02

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.2.1.3 Data Integrity

	Label
	Description
	Release
	Functional module

	SDI-01
	The DMWSI Enabler MUST support encryption and integrity protection for data
	WSI 1.0
	SDI-01


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.4 Confidentiality

	Label
	Description
	Release
	Functional module

	ADC-01
	The DMWSI Enabler MUST provide an interface for the DM System to expose a set of management operations to an External System according to its level of authorization.
	WSI 1.0
	ADC-01

	ADC-02
	The DMWSI Enabler MUST provide an interface for the External System to discover or be preconfigured with the connectivity information to the DM System.
	WSI 1.0
	ADC-02

	ADC-03
	The DMWSI Enabler MAY provide an interface for the DM System to register an authorized External System.
	WSI 1.0
	ADC-03

	ADC-04
	The DMWSI Enabler MUST specify an interface for an authorized External System to provide and update a device’s DM functionality information to the Device Management System.
	WSI 1.0
	ADC-04


Table 6: High-Level Functional Requirements – Confidentiality Items

6.2.2 Charging

N/A
6.2.3 Administration and Configuration

	Label
	Description
	Release
	Functional module

	HLR-ADM-001
	 DM WSI MUST be deployed along with the OMA DM protocol 
	1.0
	HLR-ADM-001


Table 7: High-Level Functional Requirements – Administration and Configuration Items

6.2.4 Usability

	Label
	Description
	Enabler Release

	USE-01
	The DMWSI Enabler MUST allow an External System to specify multiple target devices for a bulk operation
	WSI 1.0

	USE-02
	The DMWSI Enabler SHOULD allow an External System to stipulate whether the results from a Bulk Operation are to be returned individually or as a collated set of results
	WSI 1.0

	USE-03
	The DMWSI Enabler MUST specify “timed out” result codes in order to facilitate collated results.
	WSI 1.0

	USE-04
	The DMWSI Enabler SHOULD allow an External System to specify the maximum time limit for its operations to be initiated on the Device.
	WSI 1.0

	USE-05
	The DMWSI Enabler SHOULD allow an External System to specify the urgency level for its operations.
	WSI 1.0

	USE-06
	The DMWSI Enabler MUST allow an External System to request to receive certain types of alerts from the DM System
	WSI 1.0

	USE-07
	The DMWSI Enabler SHOULD allow an External System to specify a different External System for receiving results of management operations it initiated
	WSI 1.0

	USE-08
	The DMWSI Enabler MUST provide an interface for an External System to specify a preferred time for which a management operation is to be invoked.
	WSI 1.0

	USE-09
	The DMWSI Enabler MUST provide an interface for an External System to specfiy a preferred time for sending alert or result data from a DM System to an authorized External System
	WSI 1.0


	Label

	Description

	Release

	Functional module


	FOO-USE-001

	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed

		
				
				

	Label
	Description
	Release
	Functional module


Table 8: High-Level Functional Requirements – Usability Items

6.2.5 Interoperability
	Label
	Description
	Release
	Functional module

	IOP-1
	The DMWSI Enabler MUST provide an interface to conduct asynchronous interactions.
	WSI 1.0
	IOP-1

	IOP-2
	The DMWSI Enabler MUST provide an interface to support retrieval of results in a push or pull mode.
	WSI 1.0
	IOP-2


Table 9: High-Level Functional Requirements – Interoperability Items

6.2.6 Privacy

N/A
6.3 Overall System Requirements

<intro text for System requirements here>
	Label
	Description
	Release
	Functional module

	OVR-01
	The DMWSI Enabler MUST provide an interface to track management operations initiated by the External System
	WSI 1.0
	OVR-01

	OVR-02
	The DMWSI Enabler MUST specify a way to correlate management operations initiated by an External System with results provided by the DM System.
	WSI 1.0
	OVR-02


Table 10: High-Level System Requirements

Appendix A. Change History
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Appendix B. Use Cases
(Informative)

DMWSI use cases described in this section are geared toward interaction between a DM Server and an External System.  The following use cases are considered relevant for this requirements document:

1. Convergence & Interoperability:  Interface to address environments where multiple protocols or access types are present-OMA DM/WiMAX, etc

2. Customer Care/Diagnostics:  Interface specifications for exchange of OMA DM Enabler data.
A) Enabling an offline statistical analysis server to collect diagnostic data from the devices (via the DiagMon Server)  The idea being that there is a need for furthering diagnostic determination and repair; whereas, a web services interface could liaise between the diagnostics module and other DM enablers.
B)    Use of FOTA/SCOMO deployment packages from vendors to third parties using an interoperable standardized mechanism.
3. Seamless service provisioning: When a user subscribes to a new service, service provisioning systems are currently able to propagate automatically the needed updates and registrations to the relevant network elements so that the service can actually be used properly. However, currently it is not practical to make the appropriate reconfiguration of the user's devices part of this process. 

4. Openness of device management infrastructure: MobileThe mobile services and applications arecan expected to be more and more dependent on a device management service services in order to make their deployment andand  use sufficiently easy for millions of users. As a result, lack of support for a service or an application in Trusted Provisioning Servers will prevent it from becoming successful. On the other hand, the number of different service and application providers will also be very large, if OMA facilitates the creation of a successful mobile Internet business ecosystem. This means that you must be able to extend range of services and applications supported by a Trusted Provisioning Server on a very timely basis, if you do not want to make it a choke point for the proliferation of successful services and applications. This is basically an impossible requirement for a device management vendor, if the number of service and application providers is large. In reality the situation is even worse, since the set of providers is open-ended: you really want to make it possible for a previously unknown small player to create and deploy their 'next killer application' without waiting for all the device management vendors to get their act together. 

A Web Services Interface will eliminate this problem, since the needed extensions to the capabilities of any Trusted Provisioning Server could be implemented by external applications created by the service and application providers.

5. Optimal user experience: A product that implements device management functionality will in practice be constrained to provide a 'one size fits all' user experience. Some customization may be possible, but it will not be possible to be truly sensitive to the context in which the services are used and to the entity that is using them. 

A Web Services Interface makes it possible to implement the needed user interactions in the most optimal way. In some cases all the needed management information may be possible to extract from some other source than the human user, in others 

the user can be asked to provide the minimum needed information phrased in terms that fit the specific application that is being used.

In each of these problem areas, the External System should be able to gather information (such as results) about the Device Management operations carried out.

6.4 Convergence and Interoperability

6.4.1  ASK  \* MERGEFORMAT Short Description

This use case describes the scope of WSI for environments where other protocols or access types are present in the same deployment. 

6.4.2 Market Benefits

Effective use of standards is essential for the blending of market technologies, or convergence.  Having a set of interface specifications to enable server deployments in a range of environments would allow for ease of integration 
6.4.3 Actors

Device Management Server

A server that is capable of performing Device Management on a device.  The DM System should provide a WSI to external systems to facilitate performing Device Management by an External System.

Diagnostic Server


A Server that implements OMA DiagMon or other general diagnostic functions

External System

A system that wishes to receive diagnostic information from a device.

Device

The device that is the target of Device Management.

B.1.2.2.1 Actor Specific Issues

External System

The external system may wish to retrieve, or exchange information from another server or device.  Additionally, the device or server may wish to report, update, or exchange details from various location points throughout the network.
Device Management System

The Device Management System wishes to allow External Systems to originate Device Management on devices it currently manages.  

Device 

The device may not be functioning properly or require additional configuration or content.

B.1.2.2.2 Actor Specific Benefits

External System

The External System ensures that desired Device Management operations are performed on a device, and is able to properly diagnose problems that may be occurring on a device.

Device Management System

The DM System contains a WSI to its enabler.

Device 

A device that was experiencing problems is successfully diagnosed and is ready to receive any updates

6.5 Customer Care and Diagnostics

6.5.1 Short Description

This use case describes the interaction between an External System and the Device Management System for retrieving diagnostics information about a device.  The External System may wish to retrieve Management Objects, sets of Management Objects, or portions of the entire management tree.

For example, the External System may be a Customer Care System that requires retrieving email settings on the device in order for the client to function properly.  In specific, a Customer Care Representative (CSR) is likely to retrieve multiple management objects or configurations from the device as a set, for efficiency. 
6.5.2 Market Benefits

Diagnostic solutions are commonplace and must be accounted for when designing overall deployment scenarios.  Having a commone set of interfaces that address how to tie together OMA DM technologies would be very beneficial to the adopters of these technologies, mainly operators.
6.5.3 Actors

Device Management Server

A server that is capable of performing Device Management on a device.  The DM System should provide a WSI to external systems to facilitate performing Device Management by an External System.

External System

A system that wishes to receive diagnostic information from a device.

Device

The device that is the target of Device Management.

6.5.3.1 Actor Specific Issues
External System

The external system may wish to retrieve or receive diagnostic information from a device that is not functioning properly.  

Device Management System

The Device Management System wishes to allow External Systems to originate Device Management on devices it currently manages.  

Device 

The device may not be functioning properly or require additional configuration or content.

6.5.3.2 Actor Specific Benefits

External System

The External System ensures that desired Device Management operations are performed on a device, and is able to properly diagnose problems that may be occurring on a device.

Device Management System

The DM System contains a WSI to its enabler.

Device 

A device that was experiencing problems is successfully diagnosed and is ready to receive any updates.
6.5.4 Pre-conditions

· The Device Management Server is capable of managing the target device.

· The Device Management System exposes a set of Management Operations to an External System.

· The External System discovers or is preconfigured with the Device Management System

· The External System is trusted by and can securely communicate with the Device Management System.

· The External System can provide identification of the target device.  

6.5.5 Post-conditions

The External System receives desired diagnostic information from the device via the Devie Management Server.  
6.5.6 Normal Flow

1. The Device Management System exposes a set of Management Operations to an External System for retrieving diagnostic information.

2. The External System requests diagnostics information from the device.  The External System provides the Device Management System with identification of the device and the requested Managed Objects.

3. The Device Management server carries out the requested Device Management operation(s).

4. The Device Management System reports results of the operation(s) back to the External System.
6.5.7 Alternative Flow – Forwarding Client Generated Alerts

1. The Device Management System allows alerts generated from the device to be forwarded to an External System

2. The External System registers for alerts originating from a device.  The External System provides the Device Management System with device identification.

3. The Device Management Server receives alerts from the device.

4. The Device Management System forwards the alerts to the External System.

6.5.8 Alternative Flow – External System Retrieving a Device Profile from Device

In Step 2, if the External System does not request specific Managed Objects, the Device Management Server retrieves a default set of Managed Objects.
.  

6.6 Seamless Service Provisioning

6.6.1 Short Description

This use case describes the interaction between the External System and the DM System to perform management operations on a device.  For example, the External System may be an Enterprise Provisioning Server wanting to retrieve current information about a device and modify some configuration settings (such as the SMTP server) to allow the device to function properly.

6.6.2 Market Benefits

In order to successfully manage devices, the server must be able to perform operations on devices that are under management.  For this reason alone, there is significant benefit for development of web services to ease and promote the concept of seamless provisioning.

6.6.3 Actors

External System

The system that wishes to perform Device Management on a device.

Device Management Server

A server that is capable of performing Device Management on a device.  The DM System provides a WSI to external systems to facilitate performing Device Management by an External System.

Device 

The device that is the target of Device Management operations.

6.6.3.1 Actor Specific Issues

External System

The external system may wish to retrieve or set information on a device.  The external system expects to receive results of any management operations performed.

Device Management System

The Device Management System wishes to allow External Systems to originate Device Management on devices it currently manages. 

Device 

The device may not be functioning properly or require additional configuration or content.

6.6.3.2 Actor Specific Benefits
External System

The External System ensures that desired Device Management operations are performed on a device. The External system is able to obtain the results of the management operations conducted.

Device Management System

The DM System contains a WSI to its enabler.

Device 

The device functions properly with potentially new and or updated settings and content.

6.6.4 Pre-conditions

· The Device Management Server is capable of managing the target device.

· The Device Management System exposes a set of Management Operations to an External System.

· The External System discovers or is preconfigured with the Device Management System

· The External System is trusted by and can securely communicate with the Device Management System.

· The External System can provide identification of the target device.  

6.6.5 Post-conditions

The desired Device Management operation(s) have been performed on the device by the DM Server and the results are obtained by the External System as necessary.
6.6.6 Normal Flow

1. The External System requests Device Management be performed on a device.  The External System provides the Device Management System with device identification and the necessary parameters of the device  management operations to be conducted.

2. The Device Management System verifies the request is not malformed and that it is able to carry out the request.

3. The Device Management Server conducts the requested Device Management operation(s).

4. The Device Management System reports results of the Device Management operation(s) back to the External System
6.6.7 Alternative Flow 1 – Retrieval of Results

In step 4 above, the Device Management System notifies the External System that the device management operation(s) are complete.  

5. The External System retrieves the results from the Device Management System.

6.6.8 Alternative Flow 2 – Scheduling Execution

In step 1 above, the Device Management System notifies the External System to conduct the operation at a given schedule.  

6.6.9 Alternative Flow 3 – Communication of a Charging Event

After Step 4, the Device Management System communicates a Charging Event to an External System.  The External System may or may not be the External System that originated the Device Management Operations.
6.6.10 Operational and Quality of Experience Requirements

The Device Management operation(s) initiated by the External System’s web services calls to the DM System are asynchronous.  The DM System provides the External System with an operation identifier when it initiates the Device Management operation(s).  The DM System subsequently communicates results to the External System with the associated operation identifier.

6.7 Openness of Device Management Infrastructure

6.8 Bulk Operations  

6.8.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between the External System and the DM System to initiate bulk operations.  For example, a bulk operation could be changing the SMTP server on a collection (say 50,000) of devices.  The devices may or may not be of the same make and model.  Thus, the operations to update the SMTP server may not be the same for each device in the collection.

From a device’s point of view, a single device does not know Device Management is being performed as part of a bulk operation on a list of devices.

The restricting of bulk operations (such as throttling) by a DM server / DM System is not addressed in this use-case.  

6.8.2  ASK  \* MERGEFORMAT Market Benefits

In order to successfully manage devices, the server must be able to perform operations on a volume of devices.  For this reason alone, there is significant benefit for development of web services to ease and promote the concept of bulk management
6.8.3 Actors

Device Management System

DMS provides the management services typically operated by a Network Operator. The Network Operator organizes the web services interface so that External Systems are able to interact with the Device Management System in order to access one or more devices. 

External System

May be the Operator, or some other authorized entity.  The External System initiates the bulk operation. The External System may also package and schedule the management content provided by third party, for delivery to a collection of devices / users.  The External System will provide a list of target devices to the DM System.
Device 

The device receives the configuration, data or management content distributed as part of a Bulk operation by the External System via the DM server.

6.8.3.1 Actor Specific Issues

Device Management System

The Device Management System provides a WSI to external systems such that bulk operations may be invoked. It returns results, either a collected status or individual status as they arrive.

External System

Initiates bulk operations. Needs to retrieve results or receive results (pull or push mode). Needs to determine who the recipient devices / users are, and provide a list of target devices to the DM System via the DM-WSI.
Device 

Receives the configuration, data or management content distributed as a Bulk operation by the External System. Needs to return any result responses, if applicable.

6.8.3.2 Actor Specific Benefits

Device Management System

The DM System benefits from being able to handle the same or similar DM operations for more than one device, improving processing efficiency and interfacing efficiency.  The DM System contains a WSI to its enabler.

External System

Benefits by utilising an efficient interface that does not need to send duplicate management operations for each device.

Device

Each device in the collection receives the appropriate Device Management operations.
6.8.4 Pre-conditions

· The Device Management Server is capable of managing the target devices.

· The Device Management System exposes a set of Management Operations to an External System.

· The External System discovers or is preconfigured with the Device Management System

· The External System is trusted by and can securely communicate with the Device Management System.
· The External System can provide identification of the target devices

6.8.5 Post-conditions

The list of recipient devices conducted the requested bulk operations and provided results.  The External System received results of the operation from the DM System.
6.8.6 Normal Flow

1. The External System identifies a bulk operation and a list of recipient devices.

2. The External System communicates a bulk operation and a list of recipient devices to the DM System via a web services interface.

3.  The DM System determines who the recipient devices are, and forwards the operation to each of the devices in the list of devices received.

4.  Each of the devices receives the operation and executes it.

5.  Each of the devices communicates the results to the DM server.

6.  The DM System collates the results received from the list of devices.

7.  The External System receives a communication from the DM System indicating availability of results.  

8. The External System retrieves the results from the DM System.

6.8.7 Alternative Flow 1 – Immediate Delivery of Results

In the step 6, the DM System immediately communicates the results received from each of the devices in the list to the External System.  Steps 7 and 8 are eliminated.

6.9 Optimal User Experience

6.9.1  ASK  \* MERGEFORMAT Short Description

The Device Management operation(s) initiated by the External System’s web services calls to the DM System are asynchronous.  The DM System provides the External System with an operation identifier when it initiates the Device Management operation(s).  The DM System subsequently communicates results to the External System with the associated operation identifier.
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