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1. Scope

OMA IOP BRO as a sub-working group (SWG) to OMA IOP WG, has compiled this report to summarize the efforts done to prove the interoperability aspects of the OMA Application Layer Security Common Functions (SEC CF) Version 1.0 enabler, as they are being considered for approval by the OMA Technical Plenary as an OMA Enabler Release.

2. References

	 [IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.6, Open Mobile Alliance™,
OMA-ORG-IOP_Process-V1_6, URL:http://www.openmobilealliance.org/

	[ERELD]
	"Enabler Release Definition for SEC CF", Version 1.0, Open Mobile Alliance™,
 OMA-ERELD-SEC_CF-V1_0, URL:http://www.openmobilealliance.org/ 

	[OMA_TLS_SPEC]
	"OMA TLS Profile Specification", Version 1.0, Open Mobile Alliance™,
OMA-TS-TLS-V1_0, URL:http://www.openmobilealliance.org/

	[OMA_GBA_SPEC]
	"OMA GBA Profile Specification", Version 1.0, Open Mobile Alliance™,
OMA-TS-GBA-V1_0, URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.6, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_6, URL:http://www.openmobilealliance.org/

	[SEC-CF_ETR]
	“Enabler Test Requirements for Application Layer Security Common Functions (SEC_CF)”, Version 1.0, Open Mobile Alliance™, OMA-ETR-SEC_CF-V1_0, URL:http://www.openmobilealliance.org/

	[SEC_CF_AD]
	“Security Common Functions Architecture”, Version 1.0, Open Mobile Alliance™, OMA-AD-SEC_CF-V1_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

For definitions of terms, see [OMADICT].

3.3 Abbreviations

	AD
	Architecture Document

	DM
	Device Management

	ETR
	Enabler Test Requirements

	GBA
	Generic Bootstrap Architecture

	MBMS
	Multimedia Broadcast/Multicast Service

	MO
	Management Object

	OMA
	Open Mobile Alliance

	PSK-TLS
	Pre-Shared Key TLS

	RD
	Requirements Document

	SEC_CF
	Security Common Function

	TLS
	Transport Layer Security

	TWG
	Technical Working Group


4. Summary
As stated on [SEC-CF_ETR] there is no requirement for testing SEC CF V1.0 Enabler. 
The Enabler is defined in detail on the following technical specifications (TS):

•
OMA-TS-GBA_Profile-V1_0-20071220-D: This specification defines an OMA profile of the Generic Bootstrapping Architecture (GBA) specified in 3GPP and 3GPP2, [3GPP TS 33.220], [3GPP2 S.S.109], [3GPP2 S.S0114]. 

•
OMA-TS-TLS-V1_0-20071212-D: This specification defines an OMA profile of the TLS related specifications specified in IETF and OMA, [RFC4346], [RFC4366], [RFC4279], etc

In addition the Enabler comprises the following data definition specification (DDS):

•
OMA-DDS-SEC_CERT_MO-V1_0-20080109-D: This gives the Managed Object for addition and deletion of Certificates used by the enabler, following standard OMA DM protocol. 

The enabler aims at:

•
Defining a common framework regarding security functions within OMA

•
Defining a simple, reusable architecture to leverage existing security mechanisms

•
Profiling standardized security mechanisms considering OMA specific environment

As can be seen from the objectives of the enabler, its focus is on pointing architecture solutions based on existing external specifications and profiling those. These profiles, [OMA_GBA_SPEC] and [OMA_TLS_SPEC], point to specifications validated by the organizations that produce them, 3GPP and 3GPP2 for the GBA, or are available for some time now on widely used devices like PSK-TLS is.
Also these two specs are used in OMA enablers SUPL 1.1 and BCAST 1.0, that have their own validation program and that are or finished or almost finished without problems found on the areas covered also by the SEC-CF enabler.

On IOP BRO opinion, it will be a waste of time and resources to define, create and manage a validation campaign that will overlap already existing ones and that can only add conformance recommendations since will not affect the interoperability of the nodes defined on [SEC_CF_AD].
Based on these statements OMA-IOP-BRO recommends the approval of SEC-CF v1.0 enabler.
5. Testing of SEC CF v1.0
5.1 Documentation

This chapter lists the details of the enabler and any documentation, tools or test suites used to prove the enabler.

	Enabler:
	SEC CF v1.0

	Process:
	OMA Interoperability Policy and Process [IOPPROC]

	Type of Testing
	Interoperability Testing

	Implementations tested:
	Clients and Servers

	Validation Plan:
	N/A

	Test Specification:
	N/A

	Test Tool:
	N/A

	Test Code:
	N/A

	# of TestFests:
	None

	# of Bilateral Test sessions:
	None


Table 1: Test Documentation

5.2 Test Case Statistics

This chapter lists the statistics for Enabler Validation Test Cases defined by [EVP] 

The following status is used in the tables below:

· Runs (R): Used to indicate the total number of times the test case have been run (R = P + F + I).
· Pass (P): Used to indicate how many times the test case have been run and successfully passed.

· Fail (F): Used to indicate how many times the test cases have been run and failed (used when the failure reason is known).

· Inconclusive (I): Used to indicate how many times the test cases have been run and did not pass due to other nature than conclusive implementation or specification failure (e.g.: the failure reason cannot be clearly determined).

· Not Applicable (N/A): Used to indicate how many times the test cases have not be run due to lack of support for the required functionality to run this test case by one or more involved implementations.

· Out of Time (O): Used to indicate how many times the test cases have not been run due to lack of time.

· Problem Report (PR): Used to indicate how many PRs have been issued for the test case.

· Note: Used to indicate the cause of the Inconclusive or Failed results.

	Test Case Id
	Description
	Test Counts
	PR
	Note

	
	
	R
	P
	F
	I
	N/A
	O
	
	

	N/A
	
	
	
	
	
	
	
	
	


Table 2: Test Case Statistics

5.3 Test Evidence

Testing of implementations based upon version 1.0 of theSEC-CF enabler has been conducted at the following TestFests:

· None
5.3.1 TestFest Test Summary Data
	Test Report
	N/A

	Date of TestFest
	N/A

	Location of the TestFest
	N/A

	Number of OMA member companies attending the TestFest:
	N/A

	Number of Clients Products:
	N/A

	Number of Server Products:
	N/A

	Number of test sessions completed: 
	N/A


Table 3: TestFest Information

5.3.2 Test Case Summary from all TestFests
This chapter gives an overview of the result for all Enabler Validation Test Cases defined by [EVP] from all TestFests.

The following status is used in the tables below:

· Total number of TCs: Used in the summary to indicate how many test cases there are in total.

· Number of passed: Used in the summary to indicate how many of the total test cases that successfully has been passed.

· Number of failed: Used in the summary to indicate how many of the total test cases that has failed.

· Number of N/A: Used in the summary to indicate how many of the total test cases that has not be run due to that the implementation(s) do not support the functionality required to run this test case.

· Number of OT: Used in the summary to indicate how many of the total test cases that have not be run due to no time to run the test case.

· Number of INC: Used to indicate how many times the test cases have been run and did not pass due to other nature than conclusive implementation or specification failure (e.g.: the failure reason cannot be clearly determined).

	TestFest #
	Total # TCs
	# Passed
	# Failed
	# N/A
	# OT
	# INC

	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Totals
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Table 5: Summary TestFest Information

5.4 N/A SEC-CF V1.0 PR Status
There was no PR raised for this enabler and there is no PR open for the areas it covers on the OMA enablers that also used them.
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-SEC_CF-V1_0
	31 Jul 2008
	All
	First draft

	
	
	
	

	Candidate Version
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