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	Title:
	DM 1.2
	|X| Public      |_| OMA Confidential

	To:
	IOP

	Doc to Change:
	OMA-ETS-DM-V1_2-20110128-C

	Submission Date:
	20 Feb 2014

	Classification:
	|_| 0: New Functionality
|_| 1: Major Change
|X| 2: Bug Fix
|_| 3: Editorial

	Source:
	Markus Hanhisalo, markus.hanhisalo@nokia.com

	Replaces:
	n/a


Reason for Change
DM 1.2 testing is still active in certification forums. Based on GCF CAG documents, nine DM 1.2 test cases needs to be updated. 

Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
IOP WG approve this CR and update DM 1.2 CON ETS.
Detailed Change Proposal
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	Test Case Id
	DeviceManagement-v1.2-client-con-0102

	Test Object
	Client device

	Test Case Description
	To check if the Test Object sent a valid Alert command.

	Specification Reference
	[DMREPU] Chapter 6.6.2
[DMREPU] Chapter 7 (Alert Codes)
[DMPRO] Chapter 8.3

	SCR Reference
	DMREPPRO-PCE-C-001	Support for sending ‘Alert’ 

	Test Tool
	DM 1.2 conformance test tool

	Preconditions
	The client is not involved in a session with the test tool.
The client can be triggered to initiate a request with the server

	Test Procedure
	1. The Client is triggered to initiate a request with the server
2. The client sends a Setup-Request.
3. Test Tool sends OK response to the client to close Session

	Pass-Criteria
	The Test Object MUST send valid Client Initiated Alert.
Step 2:
The Test Object MUST send a request with a valid client initiated alert. Valid implies:
1. The Alert tag must have as sub elements a CmdID tag and a Data tag
The value of the data tag must be 1201 showing that this is a Client initiated session.



MESSAGE ´SEQUENCE

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The client is triggered to initiate communication with the server. 

	2
	
	Setup-Request
	The client sends a Setup-Request.

	3
	
	Setup-Response
	Test Tool sends OK response to the client to close Session
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	Test Case Id
	DeviceManagement-v1.2-client-con-0201

	Test Object
	Client device

	Test Case Description
	To check if the Test Object can switch the authentication scheme based on the challenge (MD5).

	Specification Reference
	[DMSEC] Chapter 5.3
[DMREPU] Chapter 6.1.6
[DMPRO] Chapter 9

	SCR Reference
	DM-SEC-C-001	Client must authenticate itself to a server 
DM-SEC-C-005	Send credentials to server
DM-SEC-C-008	Support for OMA DM syncml:auth-md5 type authentication


	Test Tool
	DM 1.2 conformance test tool

	Preconditions
	The client must support md5 authentication
The client can be triggered to switch on and off md5.

	Test Procedure
	1. The client is triggered to initiate communication with the server.
2. The client sends a Setup-Request.
3. Test Tool receives the request and responds to this by sending a Challenge (Chal). In the challenge the server specifies that it is expecting an md5 authentication in the next request and server also specifies Nonce to be used.
4. Client resends login response this time sending its credentials.
5. Test Tool sends OK response to the client with 212, telling the client that it is authenticated or otherwise if client credentials are not correct

	Pass-Criteria
	The Test Object MUST update its authentication scheme and send credentials using MD5 in the next session.
Step 4:
The Test Object MUST update its authentication scheme and send credentials using MD5 in the next session. This implies:
1. The test object sends its credentials as part of the <Cred> tag and using MD5 as the digest schema.
2. The credentials as sent by the test object must be the same as those saved on the server thus confirming that the test object has indeed carried out the md5 authentication correctly.




MESSAGE ´SEQUENCE

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The client is triggered to initiate communication with the server. 

	2
	
	Setup-Request
	The client sends a Setup-Request.

	3
	
	Setup-Response + Challenge
	Test Tool receives the request and responds to this by sending a Challenge (Chal). In the challenge the server specifies that it is expecting an md5 authentication in the next request and server also specifies Nonce to be used.

	4
	
	Authentication using MD5
	Client resends login response this time sending its credentials. 

	5
	
	Login response
	Test Tool sends OK response to the client with 212, telling the client that it is authenticated or otherwise if client credentials are not correct





DeviceManagement-v1.2-client-con-1301
	Test Case Id
	DeviceManagement-v1.2-client-con-1301

	Test Object
	Client device

	Test Case Description
	To check if the Root node has ACL.

	Specification Reference
	[DMTND] Chapter 7.7.1
[DMREPU] Chapter 6.6.7

	SCR Reference
	DMREPPRO-PCE-C-008 Support for receiving 'Get'
DMTND-Prop-C-001	Support for the ACL property

	Test Tool
	DM 1.2 Conformance test-tool

	Preconditions
	The client is not involved in a session with the test tool
Support for the ACL property

	Test Procedure
	1. The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with a Get on '.?prop=ACL' command in the Setup-Response (step 3 of the macro).
2. If required by the client: ‘DM Authentication Macro’.
3. Client sends a valid package #3 message (see C.4).
4. Test Tool sends a valid package #4 message (see C.5) to close the session.

	Pass-Criteria
	Response to Get on '.?prop=ACL' MUST be 200 and the Results must contain valid ACL .
Step 3:
The client MUST send a valid package #3 (see C.4) as follows:
1. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:
a. a ‘CmdRef’ tag set to value of ‘CmdID’ which the “Get” used
b. a ‘Data’ tag set to “200”
2. the message’s ‘SyncBody’ SHALL contain at least a ‘Results’ tag with:
a. a ‘Item’ tag with a ‘Data’ tag set to a valid ACL


MESSAGE ´SEQUENCE   

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with a Get on '.?prop=ACL' command in the Setup-Response (step 3 of the macro).

	2
	
	
	If required by the client: ‘DM Authentication Macro’.


	3
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	4
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) to close the session.
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	Test Case Id
	DeviceManagement-v1.2-client-con-1303

	Test Object
	Client device

	Test Case Description
	To check if Test Object supports Get on the Type property on the Root node.

	Specification Reference
	[DMREPU] Chapter 6.6.7
[DMTND] Chapter 7.2

	SCR Reference
	DMREPPRO-PCE-C-008	Support for receiving ‘Get’ DMTND-Prop-C-008	Support for the Type property 

	Test Tool
	DM 1.2 Conformance test-tool

	Preconditions
	The client is not involved in a session with the test tool.
Type property supported in ROOT node “.”.

	Test Procedure
	1. The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with a Get on '.?prop=Type' command in the Setup-Response (step 3 of the macro).
2. If required by the client: ‘DM Authentication Macro’.
3. Client sends a valid package #3 message (see C.4).
4. Test Tool sends a valid package #4 message (see C.5) to close the session.

	Pass-Criteria
	Response to Get on '.?prop=Type' MUST be 200 and the Results must be null or point to DDF document.
Step 3:
The client MUST send a valid package #3 (see C.4) as follows:
1. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:
a. a ‘CmdRef’ tag set to value of ‘CmdID’ which the “Get” used
b. a ‘Data’ tag set to “200”
2. the message’s ‘SyncBody’ SHALL contain at least a ‘Results’ tag with:
a ‘Item’ tag with a ‘Data’ tag set to null or point to DDF document


MESSAGE ´SEQUENCE   

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with a Get on '.?prop= Type' command in the Setup-Response (step 3 of the macro).

	2
	
	
	If required by the client: ‘DM Authentication Macro’.

	3
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	4
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) to close the session.
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	Test Case Id
	DeviceManagement-v1.2-client-con-1308

	Test Object
	Client device

	Test Case Description
	To check if the Test Object supports Replace on the ACL property on the interior test node.

	Specification Reference
	[DMTND] Chapter 7.7.1
[DMREPU] Chapter 6.6.11

	SCR Reference
	DMREPPRO-PCE-C-002	Support for ‘Replace’
DMTND-Prop-C-001	Support for the ACL property

	Test Tool
	DM 1.2 Conformance test-tool

	Preconditions
	An interior test node must be set prior to the execution of this test and there should be replace access rights for the DM 1.2 conformance test tool.
The client is not involved in a session with the test tool.
Support for the ACL property

	Test Procedure
	1. The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with a Replace on the interior test node command in the Setup-Response (step 3 of the macro).
2. If required by the client: ‘DM Authentication Macro’.
3. Client sends a valid package #3 message (see C.4).
4. Test Tool sends a valid package #4 message (see C.5) to close the session.

	Pass-Criteria
	Status to Replace on the interior test node MUST be 200.
Step 3:
The client MUST send a valid package #3 (see C.4) as follows:
1. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:
a. a ‘CmdRef’ tag set to the value of ‘CmdID’ which the “Get” used
b. a ‘Data’ tag set to “200”


MESSAGE ´SEQUENCE   

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with a Replace on the interior test node command in the Setup-Response (step 3 of the macro).

	2
	
	
	If required by the client: ‘DM Authentication Macro’.

	3
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	4
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) to close the session.
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	Test Case Id
	DeviceManagement-v1.2-client-con-1401

	Test Object
	Client device

	Test Case Description
	To check if the Test Object enforces ACL. DM 1.2 conformance test toolreplaces the ACL of the test interior node to 'Get=*&Add=*&Replace=*' and issues a Get and Delete command.

	Specification Reference
	[DMTND] Chapter 7.7.1

	SCR Reference
	DMREPPRO-PCE-C-008	Support for receiving ‘Get’ DMREPPRO-PCE-C-006	Support for receiving ‘Delete’
DMTND-Prop-C-001	Support for the ACL property

	Test Tool
	DM 1.2 conformance test tool

	Preconditions
	There should be interior node configured under test node. DM 1.2 conformance test tool should have replace access rights on the test interior node. The client is not involved in a session with the test tool.
Support for the ACL property.

	Test Procedure
	1. The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with an ‘Add’ command on the interior test node in the Setup-Response (step 3 of the macro) to be sure that the interior node exists.
2. If required by the client: ‘DM Authentication Macro’.
3. Client sends a valid package #3 message (see C.4) with a “200” or “418” status for the ‘Add’ command and “200” or “418” status as ‘Result’.
4. Test Tool sends a valid package #4 message (see C.5) with a ‘Replace’ command on the ACL of the test interior node to 'Get=*&Add=*&Replace=*'.
5. Client sends a valid package #3 message (see C.4).
6. Test Tool sends a valid package #4 message (see C.5) with a ‘Get’ command on the test interior node
7. Client sends a valid package #3 message (see C.4).
8. Test Tool sends a valid package #4 (see C.5) with a ‘Delete’ command on the interior node.
9. Client sends a valid package #3 message (see C.4).
10. Test Tool sends a valid package #4 message (see C.5) to close the session.

	Pass-Criteria
	DM 1.2 Conformance test-tool should get a 200 status code for Get and 425 status code for Delete.
Step 7:
The client MUST send a valid package #3 (see C.4) as follows:
1. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:
a. a ‘CmdRef’ tag set to the value of ‘CmdID’ which the “Get” used
b. a ‘Data’ tag set to “200”
Step 9:
The client MUST send a valid package #3 (see C.4) as follows:
1. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:
a. a ‘CmdRef’ tag set to the value of ‘CmdID’ which the “Delete” used
b. a ‘Data’ tag set to “425”


MESSAGE SEQUENCE

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with an ‘Add’ command on the interior test node in the Setup-Response (step 3 of the macro) to be sure that the interior node exists.

	2
	
	
	If required by the client: ‘DM Authentication Macro’.


	3
	
	Client-Response
	Client sends a valid package #3 message (see C.4) with a “200” or “418” status for the ‘Add’ command and “200” or “418” status as ‘Result’.

	4
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) with a ‘Replace’ command on the ACL of the test interior node to 'Get=*&Add=*&Replace=*'.

	5
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	6
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) with a ‘Get’ command on the interior test node.

	7
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	8
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) with a ‘Delete’ command on the interior test node.

	9
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	10
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) to close the session.
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	Test Case Id
	DeviceManagement-v1.2-client-con-1501

	Test Object
	Client device

	Test Case Description
	DM 1.2 conformance test tool removes the Replace access right for the test leaf node and tries to replace the leaf node under the test interior node.

	Specification Reference
	[DMTND] Chapter 7.7.1
[DMREPU] Chapter 6.6.11

	SCR Reference
	DMREPPRO-PCE-C-002	Support for ‘Replace’
DMTND-Prop-C-001	Support for the ACL property

	Test Tool
	DM 1.2 conformance test tool

	Preconditions
	DM 1.2 conformance test toolshould have replace access right on the test interior node and this node should have atleast one leaf node as its child. The client is not involved in a session with the test tool.
Support for the ACL property.

	Test Procedure
	1. The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with an ‘Add’ command on the interior test node in the Setup-Response (step 3 of the macro) to be sure that the interior node exists.
2. If required by the client: ‘DM Authentication Macro’.
3. Client sends a valid package #3 message (see C.4) with a “200” or “418” status for the ‘Add’ command and a “200” or “418” status as Result.
4. Test Tool sends a valid package #4 message (see C.5) with an ‘Add’ command on the leaf node under the interior test node.
5. Client sends a valid package #3 message (see C.4).
6. Test tool sends a valid package #4 (see C.5) with a ‘Replace’ command on the  ‘ACL’ of the leaf node to an ACL without ‘Replace’ access like 'Get=*&Add=*&Delete=*'
7. Client sends a valid package #3 message (see C.4).
8. Test tool sends a valid package #4 (see C.5) with a ‘Replace’ command on the the leaf node value.
9. Client sends a valid package #3 message (see C.4).
10. Test Tool sends a valid package #4 message (see C.5) to close the session.

	Pass-Criteria
	DM 1.2 conformance test toolshould receive a 425 status code for the Replace.
Step 9:
The client MUST send a valid package #3 (see C.4) as follows:
1. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:
a. a ‘CmdRef’ tag set to the value of ‘CmdID’ which the “Replace” used
b. a ‘Data’ tag set to “425”



MESSAGE SEQUENCE

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with an ‘Add' command on the interior test node in the Setup-Response (step 3 of the macro) to be sure that the interior node exists.

	2
	
	
	If required by the client: ‘DM Authentication Macro’.


	3
	
	Client-Response
	Client sends a valid package #3 message (see C.4) with a “200” or “418” status for the ‘Add’ command and a “200” or “418” status as Result.

	4
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) with an ‘Add’ command on the leaf node under the interior test node.

	5
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	6
	
	Server Management Operations Message
	Test tool sends a valid package #4 (see C.5) with a ‘Replace’ command on the ‘ACL’ of the leaf node to an ACL without ‘Replace’ access like 'Get=*&Add=*&Delete=*

	7
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	8
	
	Server Management Operations Message
	Test tool sends a valid package #4 (see C.5) with a ‘Replace’ command on the leaf value

	9
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	10
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) to close the session.
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	Test Case Id
	DeviceManagement-v1.2-client-con-1601

	Test Object
	Client device

	Test Case Description
	To check if the Test Object deletes a leaf node correctly.

	Specification Reference
	[DMREPU] Chapter 6.6.5

	SCR Reference
	DMREPPRO-PCE-C-006	Support for receiving ‘Delete’

	Test Tool
	DM 1.2 conformance test tool

	Preconditions
	The device should allow Adding and Deleting of nodes. There should be a leaf node under the test node. The client is not involved in a session with the test tool.
Support for the ACL property.

	Test Procedure
	1. The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with an ‘Add’ command on the interior test node in the Setup-Response (step 3 of the macro) to be sure that the interior node exists.
2. If required by the client: ‘DM Authentication Macro’.
3. Client sends a valid package #3 message (see C.4) with a “200” or “418” status for the ‘Add’ command and a “200” or “418” status as Results.
4. Test Tool sends a valid package #4 (see C.5) with a ‘Replace’ command on the ‘ACL’ of the interior node to an ACL with ‘Add’ and ‘Delete’ access like 'Get=*&Add=*&Delete=*' and an ‘Add’ command on the leaf node under the interior test node.
5. Client sends a valid package #3 message (see C.4).
6. Test tool sends a valid package #4 (see C.5) with a ‘Delete’ command on the leaf node under the interior test node.
7. Client sends a valid package #3 message (see C.4).
8. Test Tool sends a valid package #4 message (see C.5) to close the session.


	Pass-Criteria
	The Test Object MUST return a 200/405 status code.
Step 7:
The client MUST send a valid package #3 (see C.4) as follows:
1. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:
a. a ‘CmdRef’ tag set to the value of ‘CmdID’ which the “Delete” used
b. a ‘Data’ tag set to “200” or “405”


MESSAGE SEQUENCE

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with an ‘Add’ command on the interior test node in the Setup-Response (step 3 of the macro) to be sure that the interior node exists.

	2
	
	
	If required by the client: ‘DM Authentication Macro’.


	3
	
	Client-Response
	Client sends a valid package #3 message (see C.4) with a “200” or “418” status for the ‘Add’ command and a “200” or “418” status as Results.

	4
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) with a ‘Replace’ command on the ‘ACL’ of the interior node to an ACL with ‘Add’ and ‘Delete’ access like 'Get=*&Add=*&Delete=*' and an ‘Add’ command on the leaf node under the interior test node.

	5
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	6
	
	Server Management Operations Message
	Test tool sends a valid package #4 (see C.5) with a ‘Delete’ command on the leaf node value under the interior test node.

	7
	
	Client-Response
	Client sends a valid package #3 message (see C.4).

	8
	
	Server Management Operations Message
	Test Tool sends a valid package #4 message (see C.5) to close the session.
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	Test Case Id
	DeviceManagement-v1.2-client-con-2102

	Test Object
	Client device

	Test Case Description
	Purpose of this test case is to check if the Test Object returns 425 for an Exec on an ACL protected node.

	Specification Reference
	[DMREPU] Chapter 6.6.6
[DMTND] Chapter 7

	SCR Reference
	DMREPRO-PCE-C-007, DMTND-Prop-C-001

	Test Tool
	DM 1.2 Conformance test-tool

	Preconditions
	None.
Support for the ACL property.

	Pass-Criteria
	The Test Object MUST return a 425 status code.
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