1. Test Case List of LwM2M Conformance Test
This list is based on SCR in OMA Technical Specification v1.0

Table 1. LwM2M Server(44 TCs)
	Category
	Test ID
	Test purpose

	Bootstrap Interface
	LWM2M-BOOT-005-S-01
	Support of Server Initiated Bootstrap

	
	LWM2M-BOOT-010-S-01
	Support of Bootstrap Security

	Client Registration
	LWM2M-CR-001-S-01
	Support of “Register” operation

	
	LWM2M-CR-002-S-01
	Support of Endpoint Client Name parameter

	
	LWM2M-CR-003-S-01
	Support of Lifetime parameter

	
	LWM2M-CR-004-S-01
	Support of LWM2M Version parameter

	
	LWM2M-CR-005-S-01
	Support of Binding Mode parameter
Binding Mode = UDP

	
	LWM2M-CR-005-S-02
	Support of Binding Mode parameter
Binding Mode = SMS

	
	LWM2M-CR-005-S-03
	Support of Binding Mode parameter
Binding Mode = UDP with Queue

	
	LWM2M-CR-006-S-01
	Support of SMS Number parameter

	
	LWM2M-CR-007-S-01
	Support of Object and Object Instances parameter

	
	LWM2M-CR-008-S-01
	Support of “Update” operation

	
	LWM2M-CR-009-S-01
	Support of “De-register” operation

	Device Management
and Service Enablement Interface
	LWM2M-DMSE-001-S-01
	Support of “Read” operation

	
	LWM2M-DMSE-001-S-02
	Support of “Read” operation
Accept: text/plain

	
	LWM2M-DMSE-002-S-01
	Support of “Discover” operation

	
	LWM2M-DMSE-003-S-01
	Support of “Write” operation

	
	LWM2M-DMSE-003-S-02
	Support of “Write” operation
Content-Format: text/plain

	
	LWM2M-DMSE-004-S-01
	Support of “Write-Attributes” operation

	
	LWM2M-DMSE-005-S-01
	Support of Minimum Period parameter

	
	LWM2M-DMSE-006-S-01
	Support of Maximum Period parameter

	
	LWM2M-DMSE-007-S-01
	Support of Greater Than parameter

	
	LWM2M-DMSE-008-S-01
	Support of Less Than parameter

	
	LWM2M-DMSE-009-S-01
	Support of Step parameter

	
	LWM2M-DMSE-010-S-01
	Support of “Execute” operation

	
	LWM2M-DMSE-011-S-01
	Support of “Create” operation

	
	LWM2M-DMSE-012-S-01
	Support of “Delete” operation

	Information Reporting
	LWM2M-IR-001-S-01
	Support of “Observe” operation

	
	LWM2M-IR-002-S-01
	Support of “Notify” operation

	
	LWM2M-IR-003-S-01
	Support of “Cancel Observation” operation

	Security
	LWM2M-SEC-002-S-01
	Support of Pre-Shared Keys mode

	
	LWM2M-SEC-003-S-01
	Support of Raw Public Key Certificates mode

	
	LWM2M-SEC-004-S-01
	Support of X.509 Certificates mode

	
	LWM2M-SEC-005-S-01
	Support of No Sec mode

	
	LWM2M-SEC-006-S-01
	Support of UDP Channel Security

	Objects
	LWM2M-OBJ-001-S-01
	Support of LWM2M Security Object

	
	LWM2M-OBJ-002-S-01
	Support of LWM2M Server Object

	
	LWM2M-OBJ-003-S-01
	Support of Access Control Object

	
	LWM2M-OBJ-004-S-01
	Support of Device Object

	
	LWM2M-OBJ-005-S-01
	Support of Connectivity Monitoring Object

	
	LWM2M-OBJ-006-S-01
	Support of Firmware Update Object

	
	LWM2M-OBJ-006-S-02
	Support of Firmware Update Object
Content-Format: application/octet-stream

	
	LWM2M-OBJ-007-S-01
	Support of Location Object

	
	LWM2M-OBJ-008-S-01
	Support of Connectivity Statistics Object



Table 2. LwM2M Client(65 TCs)
	Category
	Test ID
	Test purpose 요약

	Bootstrap Interface
	LwM2MLWM2M-BOOT-001-C-01
	Support of at least one Bootstrap Mode

	
	LwM2MLWM2M-BOOT-002-C-01
	Support of Factory Bootstrap Mode

	
	LwM2MLWM2M-BOOT-003-C-01
	Support of Bootstrap from Smartcard

	
	LwM2MLWM2M-BOOT-004-C-01
	Support of Client Initiated Bootstrap

	
	LwM2MLWM2M-BOOT-005-C-01
	Support of Server Initiated Bootstrap

	
	LwM2MLWM2M-BOOT-006-C-01
	Support of LwM2MLWM2M Server Bootstrap Information

	
	LwM2MLWM2M-BOOT-007-C-01
	Support of LwM2MLWM2M Bootstrap-Server Bootstrap Information

	
	LwM2MLWM2M-BOOT-008-C-01
	Support of accepting Bootstrap Information transferred

	
	LwM2MLWM2M-BOOT-009-C-01
	Support of Bootstrap Sequence

	
	LwM2MLWM2M-BOOT-010-C-01
	Support of Bootstrap Security

	
	LwM2MLWM2M-BOOT-011-C-01
	Support of Bootstrap from Smartcard with Secure Channel

	
	LwM2MLWM2M-BOOT-012-C-01
	Retrieve & Process bootstrap data from Smartcard

	
	LwM2MLWM2M-BOOT-013-C-01
	Check for Bootstrap Data change in Smartcard

	
	LwM2MLWM2M-BOOT-014-C-01
	Support of the BOOSTRAP-REQUEST operation 

	
	LwM2MLWM2M-BOOT-015-C-01
	Support of the BOOTSTRAP-FINISH, BOOTSTRAP DISCOVER, BOOTSTRAP WRITE, BOOTSTRAP DELETE operations

	
	LwM2MLWM2M-BOOT-016-C-01
	Check and report Bootstrap Configuration Inconsistency

	Client Registration
	LwM2MLWM2M-CR-001-C-01
	Support of “Register” operation

	
	LwM2MLWM2M-CR-002-C-01
	Support of Endpoint Client Name parameter

	
	LwM2MLWM2M-CR-003-C-01
	Support of Lifetime parameter

	
	LwM2MLWM2M-CR-004-C-01
	Support of LwM2MLWM2M Version parameter

	
	LwM2MLWM2M-CR-005-C-01
	Support of Binding Mode parameter
Binding Mode = UDP

	
	LWM2M-CR-005-C-02
	Support of Binding Mode parameter
Binding Mode = SMS

	
	LWM2M-CR-005-C-03
	Support of Binding Mode parameter
Binding Mode = UDP with Queue

	
	LwM2MLWM2M-CR-006-C-01
	Support of SMS Number parameter

	
	LwM2MLWM2M-CR-007-C-01
	Support of Object and Object Instances parameter

	
	LwM2MLWM2M-CR-008-C-01
	Support of “Update” operation

	
	LwM2MLWM2M-CR-009-C-01
	Support of “De-register” operation

	
	LwM2MLWM2M-CR-010-C-01
	Support of Updating Bootstrap Information from Smartcard at Register/Update

	
	LwM2MLWM2M-CR-0011-C-01
	No Security Object (ID:0) and Security Object Instances in the parameters list

	
	LwM2MLWM2M-CR-0012-C-01
	Support of Object Versioning in the Object and Object Instances parameter list

	Device Management
and Service Enablement Interface
	LwM2MLWM2M-DMSE-001-C-01
	Support of “Read” operation

	
	LWM2M-DMSE-001-C-02
	Support of “Read” operation
Accept: text/plain

	
	LwM2MLWM2M-DMSE-002-C-01
	Support of “Discover” operation

	
	LwM2MLWM2M-DMSE-003-C-01
	Support of “Write” operation

	
	LWM2M-DMSE-003-C-02
	Support of “Write” operation
Content-Format: text/plain

	
	LwM2MLWM2M-DMSE-004-C-01
	Support of “Write-Attributes” operation

	
	LwM2MLWM2M-DMSE-005-C-01
	Support of Minimum Period parameter

	
	LwM2MLWM2M-DMSE-006-C-01
	Support of Maximum Period parameter

	
	LwM2MLWM2M-DMSE-007-C-01
	Support of Greater Than parameter

	
	LwM2MLWM2M-DMSE-008-C-01
	Support of Less Than parameter

	
	LwM2MLWM2M-DMSE-009-C-01
	Support of Step parameter

	
	LwM2MLWM2M-DMSE-0101-C-01
	Support of “Execute” operation

	
	LwM2MLWM2M-DMSE-0112-C-01
	Support of “Create” operation

	
	LwM2MLWM2M-DMSE-0123-C-01
	Support of “Delete” operation

	Information Reporting
	LwM2MLWM2M-IR-001-C-01
	Support of “Observe” operation

	
	LwM2MLWM2M-IR-002-C-01
	Support of “Notify” operation

	
	LwM2MLWM2M-IR-003-C-01
	Support of “Cancel Observation” operation

	Security
	LwM2MLWM2M-SEC-001-C-01
	Support of at least one key mode

	
	LwM2MLWM2M-SEC-002-C-01
	Support of Pre-Shared Keys mode

	
	LwM2MLWM2M-SEC-003-C-01
	Support of Raw Public Key Certificates mode

	
	LwM2MLWM2M-SEC-004-C-01
	Support of X.509 Certificates mode

	
	LwM2MLWM2M-SEC-005-C-01
	Support of No Sec mode

	
	LwM2MLWM2M-SEC-006-C-01
	Support of UDP Channel Security

	
	LwM2MLWM2M-SEC-007-C-01
	Support of Smartcard Secure Channel

	
	LwM2MLWM2M-SEC-008-C-01
	Support of Access Control Mechanism

	
	LwM2MLWM2M-SEC-009-C-01
	Smartcard Secure Channel using [GLOBALPLATFORM][GP SCP03]

	Objects
	LwM2MLWM2M-OBJ-001-C-01
	Support of LwM2MLWM2M Security Object

	
	LwM2MLWM2M-OBJ-002-C-01
	Support of LwM2MLWM2M Server Object

	
	LwM2MLWM2M-OBJ-003-C-01
	Support of Access Control Object

	
	LwM2MLWM2M-OBJ-004-C-01
	Support of Device Object

	
	LwM2MLWM2M-OBJ-005-C-01
	Support of Connectivity Monitoring Object

	
	LwM2MLWM2M-OBJ-006-C-01
	Support of Firmware Update Object

	
	LWM2M-OBJ-006-C-02
	Support of Firmware Update Object
Content-Format: application/octet-stream

	
	LwM2MLWM2M-OBJ-007-C-01
	Support of Location Object

	
	LwM2MLWM2M-OBJ-008-C-01
	Support of Connectivity Statistics Object



[bookmark: _GoBack]2. Test Case Sample of LwM2M Conformance Test
	Test Case Id
	LwM2M-1.0-con-DMSE-001

	Test Objecta(DUT)
	LwM2M Client device under test

	Test Case Description
(Test Purpose)
	Verify that the DUT(LwM2M Client) can respond properly to the ‘READ’ message from the Tester(LwM2M Server). For all of the readable mandatory objects(LwM2M Server and Device)  

	Specification Reference
	Section 5.4.1 

	SCR Reference
	LwM2M-DMSE-001-C-M

	Tool
	LwM2M Conformance Tester_TTA_v1.0

	Test code
	ACK-2.05   MID=value, Token=value, OptionSet={"Content-Format":"application/vnd.oma.lwm2m+tlv"}, payload

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘tlv’ content format.
· The DUT is registered to the Tester with No SEC mode.
· Continuation of / Can be tested at the same time as:
· LwM2M-1.0-con-CR-001 – Verify that the DUT can be registered with a message including URI-Path and Query Parameters (endpoint name, lifetime)
· Prerequisite for this test:
· None 
· Applicability:
· ICS
- 5-1. Support of “Read” operation
· IXIT  
- Object Instances of Mandatory Objects(LwM2M Server and   
 Device)
- Endpoint name, lifetime 
- IP Address, Port Number

	Test Procedure
	The Tester send ‘READ’ message(CoAP/GET) to the DUT.
(GET /1/, LwM2M Server) 
The DUT send response message(2.05 Content).
(The Object Instance(s) correspond to the IXIT)
< ACK-2.05   MID=value, Token=value, OptionSet={"Content-Format":"application/vnd.oma.lwm2m+tlv"}, payload>
The Tester send ‘READ’ message(CoAP/GET) to the DUT.
(GET /3/, Device)
The DUT send response message(2.05 Content).
(The Object Instance(s) correspond to the IXIT).
< ACK-2.05   MID=value, Token=value, OptionSet={"Content-Format":"application/vnd.oma.lwm2m+tlv"}, payload> 

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned all of the object instance(s) of LwM2M Server object.
The DUT returned all of the object instance(s) of Device object.



