[bookmark: _Toc443548521]LwM2M Conformance Test Cases
[bookmark: _Toc51147385]<There should be a chapter for conformance tests, under this chapter the test cases may be grouped in best possible way according to e.g. feature or groups of features to make the document easy to read and use>
<Test Cases should not address anything not explicitly mentioned in the Specifications or ETR. They should also not address any quality of service issues. The Pass/Fail verdict for a Test Case should be clearly specified and not be open to interpretation.>
<If there are no conformance test cases available, please indicate with 'Not Available'>
<If information for a heading of the test case is not available, please indicate that with 'Not Available' in the appropriate row of a test case.>
< Section 5.1 shows example on headings for one test case.  It should be replicated, as needed, for each test case. >
<If the test case tests one or more optional SCR Items, the title of the test case should have "(Includes Optional Features)" string appended to it. >
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LwM2M-1.0-con-BOOT-C-001
LwM2M-1.0-con-BOOT-C-002



[bookmark: _GoBack]Client Registration
LwM2M-1.0-con-CR-C-101 Client Registration-endpointID
	Test Case Id
	LwM2M-1.0-con-CR-C-101

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “Register” operation to LwM2M Server.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.1]

	SCR Reference
	LwM2M-CR-001-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap.
· Applicability:
· ICS: All of the supported registration parameters 
· IXIT: - 

	Test Procedure
	Execute “Registration Operation” (A.2.1) [POST, ep(endpoint ID)] 



	Pass-Criteria
	Verify that the DUT is successfully registered. 



LwM2M-1.0-con-CR-C-102 Client Registration-Endpoint Client Name

	Test Case Id
	LwM2M-1.0-con-CR-C-102

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “Register” operation to LwM2M Server with Endpoint Client Name.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.1]

	SCR Reference
	LwM2M-CR-002-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap.
· Applicability:
· ICS: The DUT supports Endpoint Client Name as the registration parameter. 
· IXIT: - 

	Test Procedure
	1. Execute “Registration Operation” (A.2.1) [POST, Endpoint Client Name] 



	Pass-Criteria
	Verify that the DUT is successfully registered with Endpoint Client Name.







LwM2M-1.0-con-CR-C-103 Client Registration-Lifetime

	Test Case Id
	LwM2M-1.0-con-CR-C-103

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “Register” operation to LwM2M Server with Lifetime.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.1]

	SCR Reference
	LwM2M-DMSE-003-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap.
· Applicability:
· ICS: The DUT supports Lifetime as the registration parameter. 
· IXIT: value of Lifetime

	Test Procedure
	1. Execute “Registration  Operation” (A.2.1) [POST , Lifetime] 



	Pass-Criteria
	Verify that the DUT is successfully registered with Lifetime.





LwM2M-1.0-con-CR-C-104 Client Registration-LwM2M Version

	Test Case Id
	LwM2M-1.0-con-CR-C-104

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “Register” operation to LwM2M Server with LwM2M Version.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.1]

	SCR Reference
	LwM2M-DMSE-004-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap.
· Applicability:
· ICS: The DUT supports LwM2M Version as the registration parameter. 
· IXIT: value of LwM2M Version

	Test Procedure
	1. Execute “Registration  Operation” (A.2.1) [POST , LwM2M Version] 



	Pass-Criteria
	Verify that the DUT is successfully registered with LwM2M Version.





LwM2M-1.0-con-CR-C-105 Client Registration-Binding Mode

	Test Case Id
	LwM2M-1.0-con-CR-C-105

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “Register” operation to LwM2M Server with Binding Mode.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.1]

	SCR Reference
	LwM2M-DMSE-005-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap.
· Applicability:
· ICS: The DUT supports Binding Mode as the registration parameter. 
· IXIT: default value of Binding Mode(b=U)

	Test Procedure
	1. Execute “Registration  Operation” (A.2.1) [POST, Binding Mode] 



	Pass-Criteria
	Verify that the DUT is successfully registered with Binding Mode.





LwM2M-1.0-con-CR-C-106 Client Registration-SMS Number

	Test Case Id
	LwM2M-1.0-con-CR-C-106

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “Register” operation to LwM2M Server with SMS Number.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.1]

	SCR Reference
	LwM2M-DMSE-006-C-O

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap.
· Applicability:
· ICS: The DUT supports SMS Number as the registration parameter. 
· IXIT: value of SMS Number

	Test Procedure
	1. Execute “Registration  Operation” (A.2.1) [POST, SMS Number] 



	Pass-Criteria
	Verify that the DUT is successfully registered with SMS Number.






LwM2M-1.0-con-CR-C-107 Client Registration-Objects and Object Instances

	Test Case Id
	LwM2M-1.0-con-CR-C-107

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “Register” operation to LwM2M Server with Objects and Object Instances.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.1]

	SCR Reference
	LwM2M-DMSE-007-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap.
· Applicability:
· ICS: The DUT supports Objects and Object Instances.
· IXIT: -

	Test Procedure
	1. Execute “Registration  Operation” (A.2.1) [POST, Objects and Objects Instance] 



	Pass-Criteria
	Verify that the DUT is successfully registered with all of supported objects and object Instances.






LwM2M-1.0-con-CR-C-201 Client Registration-Update operation 

	Test Case Id
	LwM2M-1.0-con-CR-C-201

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “Update” operation to LwM2M Server.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.2]

	SCR Reference
	LwM2M-DMSE-008-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap and registration.
· Applicability:
· ICS: The DUT supports Lifetime as the update parameter. 
· IXIT: -

	Test Procedure
	1. Execute “Update Operation” (A.2.2) [POST, Lifetime] 



	Pass-Criteria
	Verify that the registration information of DUT is successfully updated with Lifetime.




LwM2M-1.0-con-CR-C-301 Client Registration-Deregister operation 

	Test Case Id
	LwM2M-1.0-con-CR-C-301

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends a “De-register” operation to LwM2M Server.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.3]

	SCR Reference
	LwM2M-DMSE-009-C-O

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has completed in Bootstrap and registration.
· Applicability:
· ICS: -. 
· IXIT: -

	Test Procedure
	1. Execute “De-register Operation” (A.2.3) [DELETE] 



	Pass-Criteria
	Verify that the registration information of DUT is successfully deleted. 




LwM2M-1.0-con-CR-C-202 Client Registration-Register and Update operation with updating Bootstrap information from Smartcard 
	Test Case Id
	LwM2M-1.0-con-CR-C-202

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	The DUT sends “Register” and “Update” operation with updating Bootstrap information from Smartcard to LwM2M Server.

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.3.2]

	SCR Reference
	LwM2M-DMSE-010-C-O

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· Bootstrap information of DUT has updated with Smartcard(Security Object Instance and Server Object Instance).
· Applicability:
· ICS: The DUT supports Lifetime and Binding Mode as the update parameter. 
· IXIT: -

	Test Procedure
	1. Execute “Registration Operation” (A.2.1) [POST, Lifetime and Binding Mode].
1. Execute “Update Operation” (A.2.2) [POST, Lifetime and Binding Mode].



	Pass-Criteria
	Verify that DUT is successfully registered and updated with updated Bootstrap information from Smardcard.











Device Management & Service Enablement
LwM2M-1.0-con-DMSE-C-201 Discover Operation - Object
	Test Case Id
	LwM2M-1.0-con-DMSE-C-201

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	Respond for ‘Discover’ operation from LwM2M Server.
(READ Objects: Device)

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.4.2] 

	SCR Reference
	LwM2M-DMSE-002-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘tlv’ content format.
· The DUT is registered to the Tester with any SEC mode. 
· Applicability:
· ICS: At least, the DUT supports one SEC mode  
· IXIT: All of the supported instance(s) and Resources of Device Object 

	Test Procedure
	Execute “Discover Operation” (C.2.1) [GET /3/, Device] 

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned all of the Resources of Device object.




LwM2M-1.0-con-DMSE-C-202 Discover Operation - Instance
	Test Case Id
	LwM2M-1.0-con-DMSE-C-202

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	Respond for ‘Discover’ operation from LwM2M Server.
(READ Instance: Device 0)

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.4.2] 

	SCR Reference
	LwM2M-DMSE-002-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘tlv’ content format.
· The DUT is registered to the Tester with any SEC mode. 
· Applicability:
· ICS: At least, the DUT supports one SEC mode  
· IXIT: All of the supported instance(s) and Resources of Device Object  

	Test Procedure
	1. Execute “Discover Operation” (C.2.1) [GET /3/0, Device] 

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned all of the Resources of ‘0’ instance.









LwM2M-1.0-con-DMSE-C-203 READ Operation - Objects
	Test Case Id
	LwM2M-1.0-con-DMSE-C-203

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	Respond for ‘READ’ operation from LwM2M Server.
(READ Objects: LwM2M Server, Device)

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.4.1] 

	SCR Reference
	LwM2M-DMSE-001-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘tlv’ content format.
· The DUT is registered to the Tester with any SEC mode. 
· Applicability:
· ICS: At least, the DUT supports one SEC mode  
· IXIT:   

	Test Procedure
	Execute “Read Operation” (C.2.2) [GET /1/, LwM2M Server] 
Execute “Read Operation” (C.2.2) [GET /3/, Device] 

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned all of the object instance(s) of LwM2M Server object.
The DUT returned all of the object instance(s) of Device object.







LwM2M-1.0-con-DMSE-C-204 READ Operation - Instance
	Test Case Id
	LwM2M-1.0-con-DMSE-C-204

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	Respond for ‘READ’ operation from LwM2M Server.
(READ Object Instances: ‘0’ Instance of Device)

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.4.1] 

	SCR Reference
	LwM2M-DMSE-001-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘tlv’ content format.
· The DUT is registered to the Tester with any SEC mode. 
· Applicability:
· ICS: At least, the DUT supports one SEC mode  
· IXIT: None  

	Test Procedure
	1. Execute “Read Operation” (C.2.2) [GET /3/0, Device 0] 

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned all of the Resources of ‘0’instance.






LwM2M-1.0-con-DMSE-C-205 READ Operation – Resource
	Test Case Id
	LwM2M-1.0-con-DMSE-C-205

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	Respond for ‘READ’ operation from LwM2M Server.
(READ Resource: Binding mode(s)

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.4.1] 

	SCR Reference
	LwM2M-DMSE-001-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘tlv’ content format.
· The DUT is registered to the Tester with any SEC mode. 
· Applicability:
· ICS: At least, the DUT supports one SEC mode  
· IXIT: None  

	Test Procedure
	1. Execute “Read Operation” (C.2.2) [GET /3/0/16, Binding mode] 

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned the binding mode(s) of device.








LwM2M-1.0-con-DMSE-C-206 READ Operation – text/plain
	Test Case Id
	LwM2M-1.0-con-DMSE-C-206

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	Respond for ‘READ’ operation from LwM2M Server.
(READ Resource: Binding mode(s)

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.4.1] 

	SCR Reference
	LwM2M-DMSE-001-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘text/plain’ content format.
· The DUT is registered to the Tester with any SEC mode. 
· Applicability:
· ICS: At least, the DUT supports one SEC mode
    text/plain  
· IXIT: None  

	Test Procedure
	1. Execute “Read Operation” (C.2.2) [GET /3/0/16, Binding mode] 

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned the binding mode(s) of device with text/plain format.




LwM2M-1.0-con-DMSE-C-207 WRITE Operation-Lifetime
	Test Case Id
	LwM2M-1.0-con-DMSE-C-207

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	Respond for ‘WRITE’ operation from LwM2M Server.
(WRITE the Resource: lifetime(/1/0/1)

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.4.3] 

	SCR Reference
	LwM2M-DMSE-003-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘tlv’ content format.
· The DUT is registered to the Tester with any SEC mode. 
· Applicability:
· ICS: At least, the DUT supports one SEC mode 
· IXIT: None  

	Test Procedure
	1. Execute “READ Operation” (C.2.2) [GET /1/0/1, lifetime], ex) 15  
1. Execute “WRITE Operation” (C.2.3) [PUT /1/0/1, lifetime], 59 
1. Execute “READ Operation” (C.2.2) [GET /1/0/1, lifetime], 59  

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned the changed lifetime value. 





LwM2M-1.0-con-DMSE-C-208 WRITE Operation-Lifetime
	Test Case Id
	LwM2M-1.0-con-DMSE-C-208

	Test Object(DUT)
	LwM2M Client

	Test Case
Description
	Respond for ‘WRITE’ operation from LwM2M Server.
(WRITE the Resource: lifetime(/1/0/1)

	Specification Reference
	OMA-TS-LightweightM2M-V1_0
[Section 5.4.3] 

	SCR Reference
	LwM2M-DMSE-003-C-M

	Tool
	Yes

	Preconditions
	Equipment:
1 LwM2M client(DUT) / 1 LwM2M server(Tester) 
· State:
· The DUT has the Objects and Object Instances(Mandatory and Optional).
· The DUT and Tester support ‘text/plain’ content format.
· The DUT is registered to the Tester with any SEC mode. 
· Applicability:
· ICS: At least, the DUT supports one SEC mode 
· IXIT: None  

	Test Procedure
	1. Execute “READ Operation” (C.2.2) [GET /1/0/1, lifetime], ex) 15
1. Execute “WRITE Operation” (C.2.3) [PUT /1/0/1, lifetime], 59 
1. Execute “READ Operation” (C.2.2) [GET /1/0/1, lifetime], 59 

	Pass-Criteria
	<Verify that the DUT properly returned the object instances to the Tester.
1. The DUT returned the changed lifetime value with text/plain.









Information Reporting
LwM2M-1.0-con-IR-C-301
LwM2M-1.0-con-IR-C-302



Security
LwM2M-1.0-con-SEC-C-401
LwM2M-1.0-con-SEC-C-402w



Objects
LwM2M-1.0-con-OBJ-C-501
LwM2M-1.0-con-OBJ-C-502





Default Procedures


Bootstrap Interface


Client Registration

A.2.1 Registration Operation
1. The DUT send ‘Request’ message(CoAP/POST) to the Tester.
2. The Tester send response message(2.01 Created).
      < ACK-2.01   MID=value, Token=value, OptionSet={"Content-Format":"application/vnd.oma.lwm2m+tlv"}>

A.2.2 Update Operation
1. The DUT send ‘Update’ message(CoAP/POST) to the Tester.
2. The Tester send response message(2.04 Changed).
      < ACK-2.04   MID=value, Token=value, OptionSet={"Content-Format":"application/vnd.oma.lwm2m+tlv"}>

A.2.3 De-register Operation
1. The DUT send ‘De-register’ message(CoAP/DELETE) to the Tester.
2. The Tester send response message(2.02 Deleted).
      < ACK-2.02   MID=value, Token=value, OptionSet={"Content-Format":"application/vnd.oma.lwm2m+tlv"}>

Device Management & Service Enablement


Information Reporting


Security


Objects





C.2.1 Discover Operation
1. The Tester send ‘Discover’ message(CoAP/GET) to the DUT.
2. The DUT send response message(2.05 Content).
      < ACK-2.05   MID=value, Token=value, OptionSet={"Content-Format":"application/vnd.oma.lwm2m+tlv"},   
payload>


C.2.2 Read Operation
1. The Tester send ‘READ’ message(CoAP/GET) to the DUT.
2. The DUT send response message(2.05 Content).
      < ACK-2.05   MID=value, Token=value, OptionSet={"Content-Format":"application/vnd.oma.lwm2m+tlv"},   
payload>



C.2.3 WRITE Operation
1. The Tester send ‘WRITE’ message(CoAP/PUT) to the DUT.
2. The DUT send response message(2.05 Content).
      < ACK-2.04   MID=value, Token=value, OptionSet={"Content-Format":"tlv or text/plain"}, no payload>

