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1. Scope

This document describes in detail available use case tests for DRM 2.1.
These Use Case Tests are aimed to verify that implementations are performing according to the [Enabler vx.x] specifications in an end to end scenario (roaming included).
2. References

2.1 Normative References

	[DLOTA]
	· “OMA Download version 1.0.” Open Mobile Alliance™, OMA-Download-OTA-V1_0,  http://www.openmobilealliance.org/

	[DRM]
	· “DRM Rights Management”. Open Mobile AllianceTM, OMA-DRM-DRM-v1_0, http://www.openmobilealliance.org/

	[DRM_ARCH]
	· “DRM Architecture”. Open Mobile AllianceTM, OMA-AD-DRM-v2_1, http://www.openmobilealliance.org/

	[DRMCF-v2.0]
	· “OMA DRM Content Format V2.1”, Open Mobile AllianceTM, OMA-DRM-DCF-V2_0, http://www.openmobilealliance.org/

	[DRMCF-v2.1]
	· “OMA DRM Content Format V2.1”, Open Mobile AllianceTM, OMA-DRM-DCF-V2_1, http://www.openmobilealliance.org/

	[DRMREL-v2.0]
	· “OMA DRM Rights Expression Language V2.1”, Open Mobile AllianceTM, OMA-DRM-REL-V2_0, http://www.openmobilealliance.org/

	[DRMREL-v2.1]
	· “OMA DRM Rights Expression Language V2.1”, Open Mobile AllianceTM, OMA-DRM-REL-V2_1, http://www.openmobilealliance.org/

	[DRM-v2.0]
	· “OMA DRM V2.1”. Open Mobile AllianceTM, OMA-DRM-DRM-V2_0, http://www.openmobilealliance.org/

	[DRM-v2.1]
	· “OMA DRM V2.1”. Open Mobile AllianceTM, OMA-DRM-DRM-V2_1, http://www.openmobilealliance.org/

	[RFC2119]
	· “Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner. March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

	[SRM-TS]
	“OMA Secure Removable Media Specification”, Open Mobile Alliance(, OMA-TS-SRM-V1_0, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[DRMETS-CON-C-v2.1]
	“OMA DRM Enabler Test Specification for Client Conformance V2.1”,  Open Mobile AllianceTM, OMA-ETS-DRM-CON-Client-V2_1, http://www.openmobilealliance.org/

	[DRMETS-CON-S-v2.1]
	“OMA DRM Enabler Test Specification for Server Conformance V2.1”,  Open Mobile AllianceTM, OMA-ETS-DRM-CON-Server-V2_1, http://www.openmobilealliance.org/

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Combined Delivery
	An OMA DRM Release 1 term defined in [DRM]

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion.

	Content
	One or more Media Objects

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device.

	DRM Message
	An OMA DRM Release 1 term defined in [DRM]

	Forward Lock
	An OMA DRM Release 1 term defined in [DRM]

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over Protected Content

	Protected Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM Conformant Devices.

	Rights Object
	A collection of Permissions and other attributes which are linked to Protected Content.

	Separate Delivery
	A Release 1 term defined in [DRM].

	Superdistribution
	A mechanism that (1) allows a User to distribute Protected Content to other Devices through potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for the superdistributed Protected Content.


3.3 Abbreviations

	CEK
	Content Encryption Key

	DCF
	DRM Content Format

	DRM
	Digital Rights Management

	HTTP
	Hypertext Transfer Protocol

	OMA
	Open Mobile Alliance

	REL
	Rights Expression Language

	RI
	Rights Issuer

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	SCR
	Static Conformance Requirement

	WAP
	Wireless Application Protocol


4. Introduction

The purpose of this document is to provide use case tests for DRM Enabler Release 2.1.

The implementation of some features is optional for the Clients and/or the Servers in the DRM Enabler.  The tests associated with these optional features are marked as "(Includes Optional Features)" in this document.

5. DRM 2.1 Use Case Tests
5.1 Basic Download

5.1.1 DRM-2.1-eet-001
	Test Case Id
	DRM-2.1-eet-001

	Actors
	

	Test Object
	Client and Server

	Test Case Description
	The client downloads content using OMA DLOTA. The client requests rights for the downloaded content.

	Specification Reference
	[DLOTAv2-TS] Chapter 5.1.1.1, [DRM-v2.1] Section 5.2.1, 5.4.2.1

[DRMCF-v2.1] Section 5.2.1.1, 6.2.1, 6.2.2

	RD Reference
	[DRM_ARCH] Chapter 6.1.

	Preconditions
	· State:

· A RO to be delivered is stateless or there is no same entry in replay cache on the DRM Agent.
· The DRM Agent’s User Confirmation Whitelist contains no entry for this RI.
· The Dowload Descriptor and the DCF are co-delivered.

	Test Procedure
	1. The client initiates a browsing session with the Content Portal. The client selects a specific content from the content offerings on the portal. In addition the client may select the payment mode during the session. The client downloads the DRM content from the portal to a local storage.
Client device tries to use the DCF. 

User requests a RO for the DCF. 

If an xHTML page is presented the user selects a trigger to download.

User tries to access the DCF.

	Pass-Criteria
	1. The DCF is successfully deliverd to the client device using OMA DLOTA.
2. The client does not render the DCF and gives the user an option of obtaining the rights object. 

3. The DRM Agent connects to the DCF RightsIssuerURL. This either returns an RO Acquisition trigger; or an xHTML page which allows the user to obtain a ROAP trigger.

4. The client runs 4-pass Registration Protocol, in case it does not have an existing RI context. RI and DRM Agent successfully complete the 2-pass RO Acquisition Protocol and the RO is delivered successfully to the DRM Agent..
5. The DCF can be used in accordance with the associated rights.


Table 1: Basic download

5.1.2 DRM-2.1-eet-002 (Includes Optional Features)
	Test Case Id
	DRM-2.1-eet-003

	Actors
	

	Test Object
	DRM Agent, RI Server

	Test Case Description
	Client subscribes to a service which will push content and RO to the device in regular intervals.

	Specification Reference
	[DRM-v2.0] Chapter 5.1, section 5.1.7 and section 5.2.1

	RD Reference
	[DRM_ARCH] Chapter 6.1.

	Preconditions
	· State:

· No valid RI Context with the RI server under test exists on the DRM Agent.

· A RO to be delivered is stateless or there is no same entry in replay cache on the DRM Agent.
· The DRM Agent’s User Confirmation Whitelist contains no entry for this RI.

	Test Procedure
	1. Client subscribes to a service which will push content to the device in regular intervals. 
2. Server pushes the DCF and RO to the client device.

3. Client tries to use the received content.  

	Pass-Criteria
	1. Subscription is successful.
2. DCF delivery is successful. RO delivery using 1-pass ROAP is successful. The client runs 4-pass Registration Protocol, in case it does not have an existing RI context.
3. DRM Agent grants access to the DCF according to the RO.


Table 2: Subscription – Push Delivery of RO
5.1.3 DRM-2.1-eet-003 (Includes Optional Features)
	Test Case Id
	DRM-2.1-eet-005

	Actors
	

	Test Object
	DRM Agent, RI Server

	Test Case Description
	Client subscribes to a service that will push content to the device and initiate a pull of Rights Objects.

	Specification Reference
	[DRMDRM] Chapter 5.2.2, [DRMDCF] Chapter 5.2.2

	RD Reference
	[DRM_ARCH] Chapter 6.1.

	Preconditions
	· State:

· No valid RI Context with the RI server under test exists on the DRM Agent.

· A RO to be delivered is stateless or there is no same entry in replay cache on the DRM Agent.
· The DRM Agent’s User Confirmation Whitelist contains no entry for this RI.

	Test Procedure
	1. User subscribes to the service.

2. Server pushes DCF to the client device. The DCF contains a ‘silent’ header.

3. ROAP Registration Trigger is delivered to the device.

4. The user tries to access the DCF.

5. After successful completion of the ROAP, the user tries to use the content.

	Pass-Criteria
	1. Subscription succeeds.
2. DCF delivery is successful.

3. DRM Agent and Rights Issuer complete 4-pass Registration. The roap:RegistrationResponse contains the Domain Name Whitelist extension and specifies the domain name of the Silent-Rights-URL specified in the DCF.

4. DRM Agent silently (without user interaction) sends an HTTP GET to the Silent-Rights-URL found in DCF.

5. DRM Agent grants access to the DCF according to the acquired RO.


Table 3: Subscription – Pull Delivery of RO
5.2 Super Distribution

5.2.1 DRM-2.1-eet-110 (Includes Optional Features)
	Use Case Test Id
	DRM-2.1-eet-110

	Actors
	

	Test Object
	DRM Agent (client device B)

	Use Case Test Description
	To test “Superdistribution” functionality. The protected content is sent from one DRM Agent to another.  The rights object is obtained by ROAP session to the rights issuing service. 

	Specification Reference
	[DRM-v2.1] Section 15

	RD Reference
	[DRM_ARCH] Chapter 6.2.

	Preconditions
	· Equipment:

· Two terminals (A and B) each with a DRM Agent.

· One RI Server

· State:

· DRM Agent B has a valid RI Context with the RI.

· DRM Agent A has stored a DCF, which contains neither silent-header, preview-header or any ROs, on the terminal. The DCF contains a RightsIssuerURL. The RightsIssuerURL points to the RI and will return an RO Acquisition trigger or an xHTML page.

· A RO to be delivered is stateless or there is no same entry in replay cache on the DRM Agent.

	Test Procedure
	1. Client device A sends the DCF to client device B.

2. Client device B tries to use the DCF. 

3. User requests a RO for the superdistributed DCF. 

4. If an xHTML page is presented the user selects a trigger to download.

5. User tries to access the DCF. 

	Pass-Criteria
	1. Client device A is able to forward the DCF. Client device B receives the DCF.

2. The device B does not render the DCF and gives the user an option of obtaining the rights object. 

3. The DRM Agent connects to the DCF RightsIssuerURL. This either returns an RO Acquisition trigger; or an xHTML page which allows the user to obtain a ROAP trigger.

4. RI and DRM Agent successfully complete the 2-pass RO Acquisition Protocol and the RO is delivered successfully to the DRM Agent.

5. The DCF can be used in accordance with the associated rights.


Table 4: Superdistribution
5.3 Streaming Media

5.3.1 DRM-2.1-eet-130 (Includes Optional Features)
	Use Case Test Id
	DRM-2.1-eet-130

	Actors
	<Actors involved in the use case test, e.g. End User, Service Provider, etc>

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test SDP intitated Rights Object acquisition; and the subsequence packaging, streaming and rendering of a one-track PDCF (SelectiveEncryption enabled).

	Specification Reference
	[DRMCF-v2.0] Section 7.2.2

	RD Reference
	[DRM_ARCH] Chapter 6.3.

	Preconditions
	· Equipment:

· One terminal with a DRM Agent integrated with a player which is able to render streamable 3GP and/or 3GP2 PDCF files.

· One RI Server able to package streamable PDCF.

· A streaming server to stream the PDCF file

· State:

· The RI has a one-track 3GP (or 3GP2) file to be streamed as a PDCF. 
· The DRM Agent has a valid RI Context with the RI.
· There are no existing rights on the device for the PDCF to be streamed.

· A RO to be delivered is stateless or there is no same entry in replay cache on the DRM Agent.

	Test Procedure
	1. The user initiates the streaming. The server sends the Session Descriptor (SDP) with Selective Encryption set to 1 and the Encryption Parameter set to AES128CTR.

2. User requests a RO for the PDCF.

3. If an xHTML page is presented the user selects a trigger to download.

4. User resumes the streaming session. The PDCF is streamed and rendered.

	Pass-Criteria
	1. The device retrieves the SDP file. The DRM agent realises that there are no rights for the content (associated by the ContentID in the SDP file). The DRM Agent asks for user consent to acquire rights for the content.

2. The DRM Agent connects to the SDP RightsIssuerURL. This either returns an RO Acquisition trigger; or an xHTML page which allows the user to obtain a ROAP trigger.

3. The RI and DRM Agent successfully complete the 2-pass RO Acquisition Protocol and the RO is delivered successfully to the DRM Agent.

4. The streaming session is resumed, and the user is allowed to play the streamed track and the player is able to render it in accordance with the issued RO.


Table 5: Streaming Media
5.4 Domains

5.4.1 DRM-2.1-eet-140 (Includes Optional Features)
	Use Case Test Id
	DRM-2.1-eet-140

	Actors
	<Actors involved in the use case test, e.g. End User, Service Provider, etc>

	Test Object
	DRM Agent, RI server

	Use Case Test Description
	Trigger-initiated domain join without existing RI Context

	Specification Reference
	[DRMDRM] 5.1.8, 5.2.1, 5.4.4, 8

	RD Reference
	[DRM_ARCH] Chapter 6.4.

	Preconditions
	· State:

· The DRM Agent does not have a valid RI Context with the RI under test.

· There is a DCF stored on the terminal. 

· A RO to be delivered is stateless or there is no same entry in replay cache on the DRM Agent.

· The DRM Agent’s User Confirmation Whitelist contains no entry for this RI.

· Can be tested at the same time as

· Registration (4-pass ROAP)

· Domain Joining

· RO Acquisition

	Test Procedure
	1. The DRM Agent receives a JoinDomain trigger from the RI.

2. User gives consent to registration/domain join.

3. The DRM Agent receives a ROAcqusition (for a Domain RO for the DCF on the terminal) trigger from the RI.

4. User tries to access the DCF.

	Pass-Criteria
	1. The DRM Agent prompts the user for registration as a response for the JoinDomain trigger.

2. RI and DRM Agent complete 4-pass Registration and 2-pass Join Domain Protocols. 

3. RI and DRM Agent successfully complete a 2-pass ROAP for the Domain RO.

4. The DRM Agent grants access to the DCF according to the Domain RO.


Table 6: Domain Join
5.4.2 DRM-2.1-eet-142 (Includes Optional Features)
	Use Case Test Id
	DRM-2.1-eet-142

	Actors
	<Actors involved in the use case test, e.g. End User, Service Provider, etc>

	Test Object
	DRM Agent, RI server

	Use Case Test Description
	Domain RO Acquisition with existing RI Context.

	Specification Reference
	[DRM-v2.0] Section 5.1.8, 8.6.2

	RD Reference
	[DRM_ARCH] Chapter 6.4.

	Preconditions
	· State:

· There exists a valid RI Context on the DRM Agent with the RI server under test.

· The DRM Agent has a Domain Context with the RI under test.

· There is a domain DCF stored on the terminal. 

· A RO to be delivered is stateless or there is no same entry in replay cache on the DRM Agent.

· Can be tested at the same time as

· 6.13.1 Domain join without existing RI Context or

· 6.13.2 Domain join with valid RI Context or

· 6.13.3 Domain join with existing Domain Context.

	Test Procedure
	1. The DRM Agent receives a ROAcquisition trigger from the RI. 

2. User tries to access the DCF.

	Pass-Criteria
	1. RI and DRM Agent successfully complete a 2-pass ROAP for the Domain RO.

2. DRM Agent grants access to the DCF according to the RO.


Table 7: Domain RO Acquisition with existing RI Context
5.4.3 DRM-2.1-eet-146 (Includes Optional Features)
	Use Case Test Id
	DRM-2.1-eet-146

	Actors
	<Actors involved in the use case test, e.g. End User, Service Provider, etc>

	Test Object
	DRM Agent (two copies)

	Use Case Test Description
	To test if different devices related with the same domain are able to share DCFs.

	Specification Reference
	[DRM-v2.0] Section 8

	RD Reference
	[DRM_ARCH] Chapter 6.4.

	Preconditions
	· State:

· There exists a valid RI Context on both DRM Agents with the RI server under test.

· Both DRM Agents have a Domain Context with the RI under test.

· There is a domain DCF and RO stored on the first terminal. 

· The RO is stateless or there is no same entry in replay cache on the second terminal.

· Can be tested at the same time as

· Any of the other domain test cases.

	Test Procedure
	1. The user tries to use the DCF in the first terminal.

2. The DCF is superdistributed to the second terminal.

3. The user tries to use the DCF in the second terminal.

	Pass-Criteria
	1. The first DRM Agent grants access to the DCF according to the Domain RO.

2. The DCF is successfully superdistributed to the second DRM Agent. The DCF contains a copy of the Domain RO.  

3. The second DRM Agent grants access to the DCF according to the Domain RO.


Table 8: Sharing a DCF containing a RO between devices in the same domain
5.5 Export

5.5.1 DRM-2.1-eet-160 (Includes Optional Features)
	Test Case Id
	DRM-2.1-eet-160 REF _Ref190006297 \h 


	Actors
	

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test that a Rights Object with a Move permission is generated and used correctly.

	Specification Reference
	[SRM-TS] Appendix G

	RD Reference
	[DRM_ARCH] Chapter 6.5.

	Preconditions
	· Equipment:

· One RI Server
· One terminal with a DRM Agent
· SRM Agent
· State:

· A valid RI Context with the RI server under test exists on the DRM Agent.

· There is a DCF stored on the terminal.

· The RI has issued an RO for the DCF containing a Move permission with an associated count constraint set to 1.

· There is no same entry as the RO in replay cache on the DRM Agent.
· There exists a valid SAC Context on the DRM Agent with the SRM Agent under test.

· There exists a valid SAC Context on the SRM Agent with the DRM Agent under test.

	Test Procedure
	1. User requests an RO for the DCF residing on the terminal.

2. User tries to move the RO to the SRM

3. User tries to move the RO back to the terminal.

	Pass-Criteria
	1. RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered successfully to the DRM Agent.
2. The DRM Agent allows the Rights to be moved to the SRM.
3. The DRM Agent does not allow the Rights to be moved back to the terminal


Table 9: Move Permission
5.6 Unconnected Device Support

5.6.1 DRM-2.1-eet-160 (Includes Optional Features)
	Test Case ID
	DRM-2.1-eet-160

	Actors
	

	Test Object
	DRM Agents: Connected Device and Unconnected Device, RI server

	Test Case Description
	Device registration and domain establishment for Unconnected Device.

	Specification Reference
	[DRM-v2.0] Section 14 and 11.6

	RD Reference
	[DRM_ARCH] Chapter 6.6

	Preconditions
	· Equipment:

· DRM Agent (Connected Device)

· DRM Agent (Unconnected Device)

· RI Server 

· State:

· The Connected Device has a valid RI Context and is registered to a Domain.

· The Unconnected Device does not have a valid RI Context and is not registered to any Domain.

· The Unconnected Device has a local connection to the Connected Device over OBEX.  

	Test Procedure
	1. The user (Connected Device) initiates a browsing session to the RI and indicates that he wants to add an Unconnected Device to the same domain he is registered. 

2. The Connected Device receives a joinDomain ROAP trigger with “proxy” attribute set to “True”.

3. The Connected Device passes this ROAP trigger to the Unconnected using the OBEX connection.

4. The Unconnected Device receives the ROAP trigger and runs 4-pass Registration Protocol using the OBEX connection established with the Connected Device.

5. Upon successfully establishing an RI Context, the Unconnected Device sends JoinDomainRequest in the OBEX response to the Connected Device. 

	Pass-Criteria
	1. n/a 

2. The Connected Device successfully indicates the RI that it wants to add a new Unconnected Device to the domain.

3. n/a

4. The Connected Device successfully acts as a proxy between the RI and the Unconnected Device while 4-pass Registration Protocol is being run. The Unconnected Device is successfully registered. 

5. The Connected Device successfully acts as a proxy between the RI and the Unconnected Device while 2-pass JoinDomain Protocol is being run. The Unconnected Device successfully joins the domain. 


Table 10: Unconnected Device - Device registration and domain establishment
5.6.2 DRM-2.1-eet-162 (Includes Optional Features)
	Test Case Id
	DRM-2.1-eet-162

	Actors
	

	Test Object
	DRM Agents: Connected Device and Unconnected Device, RI server

	Test Case Description
	RO Acquisition with existing RI Context.

	Specification Reference
	[DRM-v2.0] Section 14 and 11.6

	RD Reference
	[DRM_ARCH] Chapter 6.6.

	Preconditions
	· Equipment:

· DRM Agent (Unconnected Device) that supports DRM Time

· DRM Agent (Connected Device)

· RI Server

· State:

· There exists a valid RI Context on the DRM Agent with the RI server under test.

· There is a domain DCF on the Unconnected Device.

· The Unconnected Device has a local connection to a Connected Device over OBEX.  

· A RO to be delivered is stateless or there is no same entry in replay cache on the Unconnected Device.

· Can be tested at the same time as:

· 6.16.1 Device registration and domain establishment

	Test Procedure
	1. User (Unconnected Device) requests a RO for an existing domain DCF.

2. User (Unconnected Device) tries to access the DCF.

	Pass-Criteria
	1. Unconnected device sends a RORequest message to the Connected Device over OBEX. The Connected Device successfully acts as a proxy between the RI and the Unconnected Device while 2-pass RO Acquisition Protocol is being run. 

2. The Unconnected Device grants access to the DCF according to the RO.


Table 11: Unconnected Device - RO Acquisition with existing RI Context
5.7 Metering

5.7.1 DRM-2.1-eet-170 (Includes Optional Features)
	Test Case ID
	DRM-2.1-eet-170

	Actors
	

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test the REL <tracked> element and the 2-pass Metering Report protocol.

	Specification Reference
	[DRM-v2.1] Sections 5.1.13, 5.2.1, 5.4.6 and 11
[DRMREL-v2.1] Section 5.5

	RD Reference
	[DRM_ARCH] Chapter 6.7.

	Preconditions
	· State:

· The DRM Agent has a valid RI Context with the RI which is valid for both the DRM Agent and the RI.

· The DRM Agent’s User Confirmation Whitelist does NOT contain an entry for this RI.

· User consent to collect Metering Information Metering has not been given for this RI.

· There is a DCF stored on the Device for which it does not have any valid ROs

· An RO to be delivered is stateless but contains a <tracked> element.

	Test Procedure
	1. An RO Acquisition trigger is delivered to the device from the RI.

2. User tries to consume the DCF multiple (2 or more) times.

3. The user gives consent to collect Metering Information.

4. A MeteringReport Trigger is delivered to the device from the RI

5. Repeat steps 2-4.

	Pass-Criteria
	1. Device and RI successfully complete 2-pass RO Acquisition.

2. The device prompts the user for consent to collect Metering Information.

3. The Device is able to consume the DCF multiple times

4. The DRM Agent and RI successfully complete the 2-pass MeteringReport protocol. The Metering Data recorded by the RI must indicate the content with a contentID corresponding to that of the DCF has been consumed the correct number of times (as per step 2).

5. The metering data reported the second time must contain only the consumption from the second set of usage attempts. User consent for collection of Metering Information must not be requested the second time.


Table 12: Metering Reporting for a single DCF
5.8 Uploading Rights

5.8.1 DRM-2.1-eet-180 (Includes Optional Features)
	Test Case Id
	DRM-2.1-eet-180

	Test Object
	DRM Agent, RI Server

	Actors
	

	Test Case Description
	To test that a DRM Agent can correctly upload a stateless RO to an RI by a device initiated 2-pass RO Upload protocol and that the RI can correctly re-issue such RO to another device belonging to the same user.

	Specification Reference
	[DRM-v2.1] Section 5.1.10, section 5.4.7 and Chapter 12

	RD Reference
	[DRM_ARCH] Chapter 6.8.

	Preconditions
	· Equipment

· One RI Server

· Two terminals (A and B) each with a DRM Agent. The terminals belong to the same user.

· State:

· Both DRM Agents have a valid RI Context with the RI Server under test.

· There is a DCF stored on terminal A and B (the same DCF).

· There are no existing ROs on either terminal for this DCF.

· An RO to be delivered is stateless but contains a Date Time constraint

	Test Procedure
	1. An ROAcquisition trigger is delivered to terminal A.  

2. Terminal A: User tries to consume the DCF.

3. Terminal A: User initiates the upload of the RO to the RI using a terminal specific interface.

4. Terminal A: User tries to consume the DCF.

5. An ROAcquisition trigger is delivered to terminal B.

6. Terminal B: User tries to consume the DCF

	Pass-Criteria
	1. Terminal A and the RI complete 2-pass RO Acquisition.

2. The DRM Agent grants access to the DCF according to the RO.

3. Terminal A and the RI complete the 2-pass RO Upload protocol. The RI indicates that an uploaded RO is available for download to another device.

4. The DRM Agent does NOT grant access to the DCF

5. Terminal B and the RI complete 2-pass RO Acquisition

6. The DRM Agent grants access to the DCF according to the RO


Table 13: RO Upload
5.9 Confirming RO Installation

5.9.1 DRM-2.1-eet-190 (Includes Optional Features)
	Test Case Id
	DRM-2.1-eet-190

	Test Object
	DRM Agent, RI Server

	Actors
	

	Test Case Description
	Test the 4-pass confirmed ROAP RO acquisition protocol. The DRM Agent will receive an RO from the RI via the 2-pass protocol and then confirm receipt of the RO using an additional 2 steps. 

	Specification Reference
	[DRM-v2.1] Chapter 5.1.2 and section 5.2.1

	RD Reference
	[DRM_ARCH] Chapter 6.9.

	Preconditions
	· State:

· RI Context on the DRM Agent with the RI server under test.

· There is a DCF stored on the terminal. 

· A RO to be delivered is stateless or there is no same entry in replay cache on the DRM Agent.

	Test Procedure
	1. RI sends RO Acquisition trigger to the DRM Agent.

2. RI and DRM agent complete the 2-pass RO acquisition protocol

3. The RO Response returned by the RI contains the ConfirmROInstallation extension. 

4. The device sends a ROAP ROConfirmRequest  to the RI. 

5. The RI returns and ROConfirm Response to the device. 

	Pass-Criteria
	1. DRM Agent prompts user for consent regarding the registration procedure.

2. RI and DRM Agent complete 4-pass confirmed RO Acquisition Protocol.

3. The DRM Agent grants access to the DCF according to the RO. 


Table 14: RO Acquisition with confirmation (4-pass) with existing RI context
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B.1 Test Environment Information
This section aims to describe in simple terms the Test Environment needed to perform this Enhanced Environment Test.

<More text>

B.1.1 More Headers

<More text>

B.1.1.1 Even More Headers
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Figure 1: Example Figure
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