OMA- EET-FUMO-V1_0-20080107-D
Page 2  V(33)


	[image: image3.png]



	

	Enhanced Environment Test for FUMO

	Draft Version 1.0 – 07 Jan. 2008

	Open Mobile Alliance

	OMA- EET-FUMO-V1_0-20080107-D

	
	


	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

41.
Scope

2.
References
5
2.1
Normative References
5
2.2
Informative References
5
3.
Terminology and Conventions
7
3.1
Conventions
7
3.2
Definitions
7
3.3
Abbreviations
7
4.
Introduction
9
5.
Firmware Management Object Use Case Tests
10
5.1
Server initiated download
10
5.2
User initiated download
11
5.3
Retry after download interruption
12
5.4
Download rejected by user
13
5.5
Download interrupted by user
14
5.6
2.5G MT call during download
15
5.7
3G MT call during download
16
5.8
Installation postponed
17
5.9
Installation unable due to low battery level
18
5.10
Power down during firmware package installation
19
5.11
Installation Finished
20
5.12
Stress update package installation
22
5.13
Data protection
22
5.14
Update package installation unable due to invalid or corrupted update package
23
5.15
OMA DM based download
24
5.16
Alternative download (I)
26
5.17
Alternative download (II)
28
5.18
Software Version Identification
29
5.19
Package Details support
30
Appendix A.
Change History (Informative)
32
A.1
Approved Version History
32
A.2
Draft/Candidate Version <current version> History
32
Appendix B.
<Additional Information>
33
B.1
Test Environment Information
33
B.1.1
More Headers
33



















Figures

3Figure 1: Example Figure




Tables

3Table 1: Test Information for <zzz> Use Case Test




1. Scope

This document describes in detail available use case tests for Firmware Update Management Object v1.0 http://www.openmobilealliance.org/..

These Use Case Tests are aimed to verify that implementations are performing according to the [FUMO v1.0] specifications in an end to end scenario (roaming included).
2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

The following numbering scheme is used:

xxx-y.z-con-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’con’
Indicating this test is a conformance test case
number
Leap number for the test case

Or

xxx-y.z-int-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’int’
Indicating this test is a interoperability test case
number
Leap number for the test case
If needed, describe or declare using appropriate normative references the additional conventions that are used.

DELETE THIS COMMENT
3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT>>

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

<This chapter should describe the introduction to the use case tests  specified in the document.>

The purpose of this document is to provide use case tests for <xxx> Enabler Release <y.z>.

<This part should give some introduction for the need of verification>

The implementation of some features is optional for the Clients and/or the Servers in the <xxx> Enabler.  The tests associated with these optional features are marked as "(Includes Optional Features)" in this document.

<List the items needed to test the enabler use cases, e.g.

The following items on an overall level are needed to adequately test the <xxx> enabler use cases:

An origin server configured to support…. 

A web page providing a link…

[Optional] A web page providing a link…

Detailed info will be put in the specific test cases description. >

< If possible this part of the document should describe any protocols used by this enabler, e.g.

The <xxx> enabler tests are carried out using <yyy> and/or <zzz> protocols. >

5. Firmware Management Object Use Case Tests
< Under this chapter the use case tests  should be grouped according to the Requirements Document key grouping as specified in the RD document for the Enabler. This is done for the ease of association of the use case teststo the corresponding RD requirements. >

<Use Case Tests  should not address anythingnot explicitly mentioned in the Specifications,ETR or RD documents. They should also not address any quality of service issues. The Pass/Fail verdict for a Use Case Test  should be clearly specified and not be open to interpretation.>

<If information for a heading of the test case is not available, please indicate that with 'Not Available' in the appropriate row of a use case test.>
<Section5.1 shows examples on headings for one use case test.  It should be replicated, as needed, for each use case test. >

5.1 
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5.1.1 Server initiated download


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that a firmware package is successfully downloaded for subsequent installation into the device.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	N/A
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate firmware download from server.
Step 2

Server sends a Notification Initiation Session Alert to device.
Step 3

Confirm messages in device to allow the download of the firmware package.
Step 4

Check that a progress status of the firmware download is indicated to the user, for expample, a progress bar indicating the % of the download.
Step 5
When the download completes, device should offer to the user the possibility to install the firmware update.
Step 6
Discard installation of firmware package when the download completes.


	Pass-Criteria
	Step 3

Firmware package download should proceed consistently in both 3G and 2.5G networks.
Step 4

A progress status indication of the download is shownto the user.
Step 5
User should be given the option to install the firmware package.



Table 2: Test Information for FUMO v1.0 Use Case Test

5.1.2 User initiated download


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that an update package is successfully downloaded and stored for subsequent installation into the device. The FUMO session is initiated by the user.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	N/A
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
 <State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate firmware download from the device using the appropriate menu option.
Step 2

Confirm messages in device to allow the download of the firmware package.
Step 3

Check that a progress status of the firmware download is indicated to the user, for expample, a progress bar indicating the % of the download.
Step 4
When the download completes, device should offer to the user the possibility to install the firmware package.
Step 5
Discard installation of firmware package when the download completes.


	Pass-Criteria
	Step 2

Firmware package download should proceed consistently in both 3G and 2.5G networks.
Step 3

Check that a progress status of the firmware download is indicated to the user, for expample, a progress bar indicating the % of the download.
Step 4
User should be given the option to install the firmware package.



Table 3: Test Information for FUMO v1.0 Use Case Test

5.1.3 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	








	
	





5.1.4 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	





	
	





5.1.5 Retry after download interruption


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the OMA DM client retries to download a firmware package after communication has been lost due RF connection loss.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate firmware download from server.
Step 2

Confirm messages in device to allow the download of the firmware package.
Step 3

When the download is in progress, move the device into an isolation box so that RF connection is lost.
Step 4

Take the device out of the box after a few minutes (2¿-3¿).
Step 5

Check that the DM client resumes the download at the same point where it was interrupted. It may take some time (two or more minutes) for the client to resume the download.
Step 6

When the download completes, confirm messages in device to install the new firmware.


	Pass-Criteria
	Step 5

Device should resume the download at the same point where it was interrupted when RF connection was lost.
Step 6

Firmware installation is executed succesfully



Table 6: Test Information for FUMO v1.0 Use Case Test

5.1.6 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	






	
	




5.1.7 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	











	
	







5.1.8 Download rejected by user


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the user may reject the download of the firmware package.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The user SHALL  be asked for confirmation to proceed before any software is updated. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate firmware package download from server.
Step 2

A message to confirm download of the firmware package is displayed to the user.
Step 3

Check that the start of the download may be rejected by the user.


	Pass-Criteria
	Step 3

User may reject the start of the firmware download.









Table 9: Test Information for FUMO v1.0 Use Case Test

5.1.9 Download interrupted by user


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the user may interrupt the download of the firmware package while it is on progress.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The user SHALL  be asked for confirmation to proceed before any software is updated. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
 <State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate firmware package download from server.
Step 2

Confirm messages in device to allow the download of the firmware package.
Step 3

Check that the download may be interrupted while it is in progress.








	Pass-Criteria
	Step 1

Step 2

Step 3

User may interrupt the firmware download while it is in progress.









Table 10: Test Information for FUMO v1.0 Use Case Test

5.1.10 2.5G MT call during download


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the download is not impacted due to an incoming call when the network selected in the device is 2.5G.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	N/A
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	The terminal Shall be  GPRS class A type

	Test Procedure
	Step 1

Check that 2.5G network is selected by the device.
Step 2

Initiate download of firmware package session from server.
Step 3

Confirm messages in device to allow the download of the firmware package.
Step 4

During the download, a mobile terminated call is placed.







	Pass-Criteria
	Step 1

Step 2

Step 3

Step 4

Download is not impacted and completes successfully.








Table 11: Test Information for FUMO v1.0 Use Case Test

5.1.11 3G MT call during download


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the download is not impacted due to an incoming call when the network selected in the device is 3G

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	N/A
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
 <State any configuration value that may be needed>

	Test Procedure
	Step 1

Check that 3G network is selected by the device.
Step 2

Initiate download of the firmware package from server.
Step 3

Confirm messages in device to allow the download of the update package.
Step 4

During the download, a mobile terminated call is placed.
Step 5

Finish the call.
Step 6

Check that the download continued in the background while the call was on course.





	Pass-Criteria
	Step 1

Step 2

Step 3

Step 4

Mobile terminated call can be placed while download is on course.
Step 5

Step 6

Download is not impacted and completes successfully.






Table 12: Test Information for FUMO v1.0 Use Case Test

5.1.12 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	













	
	












5.1.13 Installation postponed


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the device offers the user the possibility to postpone the installation of the firmware package.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The user SHALL  be asked for confirmation to proceed before any software is updated. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
 <State any configuration value that may be needed>

	Test Procedure
	Step 1

Just after the firmware package has been downloaded, check that the device offers the user the possibility to either start the installation immediately or postpone it.
Step 2

Chose the second option and postpone the installation a period of time (e.g. 1h)
Step 3

Check that an indication to start installation of firmware package is prompted to the user when the postponed period has expired.








	Pass-Criteria
	Step 1

Step 2

User may postpone the installation of the firmware package after it has been downloaded.
Step 3

Device prompts user to start the installation of the firmware package when the postponed period has expired.









Table 14: Test Information for FUMO v1.0 Use Case Test

5.1.14 Installation unable due to low battery level


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the device won't start an installation if the battery level is too low.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	 The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

A firmware package has been already downloaded into the device.
Battery level is below the two bar threshold (one or no bar).
Step 2

Start the installation of the firmware package by selecting the appropriate menu option in the device
Step 3









	Pass-Criteria
	Step 1

Step 2

Update package installation should not start. 
Message "Battery Low. Unable to Program" or similar should be prompted to the user.

NOTE: Depending on the device, if the battery level shows one or no bar and the device is plugged in the charger, the installation may proceed correctly.










Table 15: Test Information for FUMO v1.0 Use Case Test

5.1.15 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	












	
	













5.1.16 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	













	
	













5.1.17 Power down during firmware package installation


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the firmware package installation is restarted after a power down. Installation should be resumed at the point where it was when the power down occured.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

Step 2

Start the firmware package installation by selecting the appropriate menu option in the device.

Step 3

At any point in the installation, verify the installation progress and power down the device by removing the battery.

Step 4

Place the battery again.
Step 5

Progress status indication is displayed and the installation continues.






	Pass-Criteria
	Step 1

Step 2

Step 3

Step 4

Installation should be resumed at the same point where it was when the battery was revomed.
Step 5

Installation must proceed consistently







Table 18: Test Information for FUMO v1.0 Use Case Test

5.1.18 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	












	
	













5.1.19 Installation Finished


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that a successful installation could be finished.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The user SHALL be informed that the update/upgrade has been completed. (Use Case 5.3.1)
The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case,
<State any configuration value that may be needed>

	Test Procedure
	Step 1

A firmware package has been already downloaded into the device.

Step 2

Start the firmware package installation by selecting the appropriate menu option in the device.
Step 3

While the installation of the firmware package is in progress, check that a progress status indication is displayed to the user (e.g. a progress bar indicating the % of the download)
Step 4
Let the device return to normal operation after the installation has completed.

Step 5
When the terminal has returned to its normal state of operation, check if it notifies the server of the installation result.
Step 6

When the instalation has completed, check in the phone menu that the current software version in the device is the expected target version.
Step 7

Check in the appropriate menu option in the device that there is not any firmware package available for installation. NOTE: In some devices, the "Install firmware" menu option is grayed out while others make it dissapear.







	Pass-Criteria
	Step 1

A confirmation message to start the installation of the firmware package must be displayed.
Step 2

At the end of update package installation a message indicating that rewriting is completed should be prompted to the user. If the device needs rebooting, user should be also prompted.
Step 3

A progress status indication of the installation is shownto the user.
Step 4
When the device is active again, a message indicating that all processes are completed and that the device is ready for use must be prompted to the user.

Step 5
The terminal shall notify the server of the installation result once the installation process is concluded and the terminal has returned to its normal state of operation.
Step 6

Device must be updated with target software version.

Step 7
Device must delete the firmware package after it has been succesfully installed








Table 20: Test Information for FUMO v1.0 Use Case Test
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5.1.21 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	













	
	













5.1.22 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	














	
	













5.1.23 Stress update package installation


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the device can manage multiple firmware package installations consistently

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	N/A
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

Download and install firmware package multiple times.
Step 2

After each installation, check that the current software version in the phone is the expected target version.









	Pass-Criteria
	Step 1

Firmware package downloads and installations should proceed consistently.
Step 2

After every update package installation, software version in the phone should be the expected target version.










Table 24: Test Information for FUMO v1.0 Use Case Test

5.1.24 Data protection


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the user data and device settings are not modified after a firmware package installation.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	N/A
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

Previous to the download of the firmware package, add an item into the following user data areas: - Contacts data (Mandatory) - Schedule data (Optional) - Mail boxes (Mandatory) - My Items (Mandatory) - Rights objects (Mandatory) - Alarm settings (Mandatory)
Step 2

Make use of the clients in the device which potentially might been impacted by a change in the settings by starting a session with each of them (WAP, MMS, E-mail, IM, Streaming, Java, PTT clients, etc.)
Step 3
After the installation of the firmware package has been completed, check that the added items remain unaltered.









	Pass-Criteria
	Step 1

Step 2
Settings in the device remain unaltered after a firmware package installation.
Step 3
User data remains unaltered after a firmware package installation.










Table 25: Test Information for FUMO v1.0 Use Case Test

5.1.25 
	
	

	
	

	
	

	
	

	
	

	
	


	
	


	
	












	
	













5.1.26 Update package installation unable due to invalid or corrupted update package


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the device returns to normal operation and the device restores to the previous user configuration after attempting to install a corrupted/invalid package. A message informing the user that the update has failed should be prompted to the user.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	N/A
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
 <State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate download of an invalid/corrupted package from server.
Step 2

Confirm messages in device to allow the download of the firmware package.
Step 3

Wait for the download to complete.
Step 4

Check that the device disregards the invalid/corrupted package when it is attempted to be installed in the device.
Step 5

Check that the device returns to normal operation.
Step 6
Check that the configuration in the device is unaltered after an unsuccesfull installation (themes, ring tone, volume, modes, language,..)






	Pass-Criteria
	Step 1

Step 2

Step 3

Step 4

Device must disregard the invalid/corrupted package after it is attempted to be installed.
Step 5

Device must return to normal operation afterwards.
Step 6

Configuration in the device must remain unaltered after unsuccesful installation.






Table 27: Test Information for FUMO v1.0 Use Case Test
5.1.27 
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5.1.29 OMA DM based download


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the device supports the update package download mechanism based on OMA DM.

* This Use Case is applicable if the download mechanism for this device used in DTS is OMA DM.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	The DM Client SHALL support Large Object mechanism

	Test Procedure
	Step 1

Initiate firmware download from server.
Step 2

Confirm messages in device to allow the download of the firmware package.

Step 3

Install the firmware package when the download has completed.
Step 4

Let the device return to normal operation after the installation has finished.

Step 5

Open in the server the "DM Command Detail" of the performed FOTA operation.
Step 6

Check that the commands sequence corresponds with the following:
Replace x/Update/PkgData (for the download of the firmware package) 
Exec x/Update (for the installation of the firmware package)
Step 7

Check the timing of response related to the Exec command.
Step 8

Step 9



	Pass-Criteria
	Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Firmware package download proceeds succesfully.
Step 7

The response to an Exec command shall be transmitted to DM Server immediately (limit 15 seconds) after receipt of the Exec command.
Step 8

Step 9




Table 30: Test Information for FUMO v1.0 Use Case Test

5.1.30 Alternative download (I)


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the device supports the update package download mechanism based on alternative methods (OMA DL). Node in the FUMO tree used is x/Download.

* This TC is applicable if the download mechanism for this device used in DTS is alternative download method (OMA DL).

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate firmware download from server.
Step 2

Confirm messages in device to allow the download of the firmware package.
Step 3

Install the firmware package when the download has completed.
Step 4

Let the device return to normal operation after the installation has finished.
Step 5

Open in the server the "DM Command Detail" of the perormed FOTA operation.
Step 6

Check that the commands sequence corresponds with the following:
Replace x/Download/PkgURL (for the download of the firmware package) 
Exec x/Download (for the download of the firmware package)
Exec x/Update (for the installation of the update package)
Step 7

Check the timing of response related to the Exec command.

Step 8

Step 9



	Pass-Criteria
	Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Firmware package download proceeds succesfully.
Step 7

The response to an Exec command shall be transmitted to DM Server immediately (limit 15 seconds) after receipt of the Exec.
Step 8

Step 9




Table 31: Test Information for FUMO v1.0 Use Case Test

5.1.31 Alternative download (II)


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the device supports the update package download mechanism based on alternative methods (OMA DL). Node in the FUMO tree used is x/DownloadAndUpdate.

* This TC is applicable if the download mechanism for this device used in DTS is alternative download method (OMA DL).

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
 <State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate firmware download from server.
Step 2

Confirm messages in device to allow the download of the firmware package.
Step 3

Install the firmware package when the download has completed.
Step 4

Let the device return to normal operation after the installation has finished.
Step 5

Open in the server the "DM Command Detail" of the perormed FOTA operation.
Step 6

Check that the commands sequence corresponds with the following:
Replace x/DownloadAndUpdate/PkgURL (for the download of the firmware package) 
Exec x/DownloadAndUpdate (for the installation of the update package)
Step 7

Check the timing of response related to the Exec command.
Step 8

Step 9



	Pass-Criteria
	Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Firmware package download proceeds succesfully.
Step 7

The response to an Exec command shall be transmitted to DM Server immediately (limit 15 seconds) after receipt of the Exec.
Step 8

Step 9




Table 32: Test Information for FUMO v1.0 Use Case Test

5.1.32 Software Version Identification


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that an unique identification of the current software version in the device is provided.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The Device SHALL send an inventory of its installed software to the Device Management Server. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
 <State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate "DM Get Vital Signs" operation from server.
Step 2

Confirm messages in device to allow DM session.
Step 3

Check ./DevInfo/Man, ./DevInfo/Mod, ./DevDetail/HwV, ./DevDetail/SwV, ./DevDetail/FwV, ./DevDetail/OEM values in server.
Step 4








	Pass-Criteria
	Step 1

Step 2

Step 3

Values must be consistent and match with device specifications.
Step 4
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5.1.36 Package Details support


	Use Case Test Id
	FUMO-1.0-eet-xxx

	Actors
	End User, Network Operator

	Test Object
	DM Client, DM Server

	Use Case Test Description
	The purpose of this test is to check that the terminal supports both the PkgName Node and the PkgVersion Node in the FUMO Tree.

	Specification Reference
	<[REFERENCE EXAMPLE 1] Chapter x.> 

	RD Reference
	The Device SHALL send an inventory of its installed software to the Device Management Server. (Use Case 5.3.1)
The RD requirement (s) listed in this section should directly apply to this use case test Test Object. 

	Preconditions
	<List the preconditions needed to execute the test case
<State any configuration value that may be needed>

	Test Procedure
	Step 1

Initiate "Check All Settings" operation from server. 

Step 2

Confirm message in device to allow DM session.

Step 3

Analyze the DM Tree nodes and inside the firmware branch check the values corresponding to the following nodes:
./Fw/.../PkgName
./Fw/.../PkgSupport 



	Pass-Criteria
	Step 1

Step 2

The session shall start and it must be completed with success.
Step 3

The DM Tree must contain the two nodes indicated.
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Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>
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	21 Dec 2003
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If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
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B.1 Test Environment Information
This section aims to describe in simple terms the Test Environment needed to perform this Enhanced Environment Test.
<More text>

B.1.1 More Headers

<More text>

B.1.1.1 Even More Headers
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Figure 1: Example Figure
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