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1 Reason for Contribution

As requested by the IOP BRO group this contribution is provided as a basis for a decision on the impact of the Problem Reports raised during DRM 2.0 testing at test-fest 11 and earlier test fests.
Revision 01: Updated with comments from IOP BRO conference call.
2 Summary of Contribution

In this contribution each PR is identified; and the probable impact is noted.

3 Detailed Proposal

PR0004 SCR item DRM-DCF-CLI-2 in Client EICS has missing Requirements

This report was raised in May 2005. This PR is directly related to PR0013.

Summary:

The Problem Report describes an issue with the client conformance tables in the EISC regarding PDCF. IOP BRO WG received notification from BAC DLDRM on 1 November 2005 that this is not an issue. However, the same issue has been re-raised in PR0013; and ongoing discussion suggests that there is ambiguity in the conformance tables.

Impact on IOT:

None. This change only affects PDCF conformance; and as there is no test specification for PDCF the impact on validation is naught.

Recommendation:

 DLDRM to provide a revised analysis of this PR. It seems an update to the EISC is warranted at least to avoid ambiguity.
PR0007 Testcases with PDCF

This report was raised in June 2005. 

Summary:

The Problem Text of this report is accurate. There are no tests defined in the DRM ETS regarding PDCF.

Impact:

Without test cases for PDCF the specification cannot be validated. 

Recommendation:

IOP BRO to draft a test specification for PDCF. Initially an empty chapter will be added to the ETS to indicate that PDCF test cases are forthcoming. BAC DLDRM is requested to solicit member companies to provide resources to complete the task of writing a complete set of PDCF test cases.
PR0010 Client conformance test case 95 is unclear

This report was raised in September 2005 (Test Fest 10).

Summary:

This PR describes issues with an ambiguous Conformance test case. The ambiguity is in describing the DRM Agents required selection of rights objects. It is true that the specified test case con-95 is ambiguous. In fact this particular area of ambiguity applies not only to the specified test case; but also to other interoperability test cases. Some examples of similar ambiguity are: int-13, int14 and int-35.

Actually, test case con-95 was deleted in OMA-ETS-DRM-Conformance_Test_Client-V2_0-20051019-A.

Impact on IOT:

Minimal. However, it should be noted that ambiguous pass criteria can cause discrepancy in test results.

Recommendation:

The IOP BRO group should review both the Conformance and Interoperability test specifications with relation to pass criteria when multiple rights objects are installed on the device; and issue updated specifications with clarifications.

PR0011 Datetime stateful?

This report was raised in November 2005 (Test Fest 11).

Summary:

This PR describes a discrepancy in OMA-TS-DRM-DRM-V2_0_20050915-C regarding the definition of stateful constraints. The Problem Text of this PR is accurate. It is commonly agreed that DateTime constraints are NOT stateful.
BAC DLDRM is already working on this issue. CR0392 has been raised in DLDRM to resolve this issue.
Impact on IOT:

None. The test specifications already use the correct interpretation of stateful rights.

Recommendation:



BAC DLDRM to agree on the resolution of this PR. Probably be agreeing on CR0392.

IOP BRO to monitor the status of CR0392.
PR0012 VERY large JoinDomainResponse when not supporting HashChains, and the domain are in a late generation

This report was raised in November 2005 (Test Fest 11)

Summary:

This PR correctly identifies that the ROAP Join Domain protocol can cause extremely large messages to be delivered to a device (up to 1MB for a domain generation of 999). Naturally a message of this size can be problematic for embedded device implementations.
DLDRM is already working on this issue and CR0388 has been proposed as a solution.
Impact on IOT:

To be determined. A number of resolutions are possible; and depending on the resolution selection the IOT impact may vary. 

Recommendation:


BAC DLDRM to agree on this resolution to this PR. Probably by agreeing to CR0388.

IOP BRO to monitor the status of CR0388.
As an informative note that following solutions have been proposed within DLDRM:

· Limit the maximum number of domain generations to a smaller number; e.g. 99. This should be the preferred solution to minimise impact on IOT.

· Change the requirement for Hash Chain support from Optional to Mandatory. Hash chain support has already been verified by numerous vendors at test fests; therefore this change may be made without further testing. However, this change may have significant impact on client and server vendors; as today many do not support it.

· Modify the Join Domain protocol when hash chain support is not used. Two proposals have been made; one in which the requested generation is requested along with the preceding 4 generations. Alternativly a JoinDomainResponse may contain just one domain generation; i.e. the generation that was specifically requested.

PR0013 Problem with Optional/Mandatory fields in Client Conformance Requirements for the PDCF

This report was raised in November 2005 (Test Fest 11).

Summary:

This PR correctly identifies an ambiguity in the client conformance table of OMA-TS-DRM-DCF-V2_0-20050901-C. This PR is directly related to PR0004. Both PRs identify the same issue; though in different documents: EICS vs DCF specification.

Impact on IOT:

None. Currently there is no PDCF testing.

Recommendation:
BAC DLDRM to provide a revised analysis of this PR. It seems an update to the client conformance is warranted at least to avoid ambiguity.

IOP BRO should monitor this issue in BAC DLDRM; and if a change to the DCF conformance table is required; then update the EISC in accordance with that change.


PR0014 When processing silent or preview headers, the RI whose domain name whitelist should be checked is not known.

This report was raised in November 2005 (Test Fest 11).

Summary:

This PR identifies a potential conflict between OMA-TS-DRM-DRM-V2_0_20050915-C and OMA-TS-DRM-DCF-V2_0-20050901-C. Test fest experience has shown this oversight has not caused issues; and even the vendor raising the issue has stated it is not a problem for their client. The PR proposes a solution which would involve a change to the DCF specification; that would add a new mandatory requirement to the DCF specification; and break compatibility with existing DCF parsers and composers.

The DLDRM group discussed this issue briefly and the initial suggestion was that this issue may be ignored.

Impact on IOT:

To be determined. There is no impact on IOT if this issue is not addressed. However, if a specification change is made there may be changes to mandatory requirements.

Recommendation:

This PR should be passed to BAC DLDRM to make an evaluation of the importance of this issue; and/or to implement the appropriate resolution.

Depending on the resolution; IOP BRO should evaluate whether there is an impact on the test specifications; or IOT.

PR0015 Test says user is prompted before domain upgrade, but spec says user consent SHOULD NOT be obtained in this case.

This report was raised in November 2005 (Test Fest 11).

Summary:

This PR identifies an issue in OMA-ETS-DRM-Interoperability-V2_0-20050922-A test case int-40. In release 5 of the DRM specs the user consent requirements were changed for Domain Upgrade. Unfortunately the ETS used at the November test fest was not. However, CR115 corrected the ETS; and this issue is already resolved in OMA-ETS-DRM-Interoperability-V2_0-20051011-D.
Note precisely the same issue exists in test case int-39

Impact on IOT:

None? This may have been an issue at Test Fest 11; though it is likely most testers would have realized that the errors was in the ETS; rather than in the implementation.

Recommendation:


This issue may be closed. It is already resolved.
PR0016 KeyIdentifier nodes are not schema valid because of missing namespace declaration when document is in canonical form.

This report was raised in November 2005 (Test Fest 11).

Summary:

This PR identifies an issue with the canonicalization algorithm in the DRM specifications. This issue is accurate and has been in discussion within DLDRM for some weeks. A resolution has already been proposed by DLDRM. Please refer to: OMA-DLDRM-2005-0383-CR-ROAP-Schema-Validation-Fix

Impact on IOT:

Minimal. Assuming the CR0383 is agreed; then the change WILL affect interoperability. However, the change is relatively straight forward; and it is reasonable to assume it can be validated by review. Bi-lateral testing may be prudent.

Recommendation:

Monitor CR0383 in DLDRM and make a decision on the impact towards IOP after it is resolved.

PR0017 Ambiguity over constraint usage with respect to inheritance and top level/child constraints.

This report was raised in November 2005 (Test Fest 11).

Summary:

This PR suggests that the DRM specifications do not clearly state the requirements for stateful constraints within parent rights objects. Actually, these requirements are clearly stated in OMA-TS-DRM-DRM-V2_0_20050915-C section 9.5.2:


The DRM Agent MUST maintain the state of any stateful constraint relative to the Rights Object in which the

constraint appears, and not relative to any single Media Object.

The remainder of section 9.5.2 continues to elaborate in this requirement.

Additionally this PR suggests that the requirements for handling a top-level stateful constraint within the same rights object are not defined. This appears to be an accurate analysis. The OMA-TS-DRM-REL-V2_0-20050825-C specification does not clearly articulate whether a stateful top-level constraint applies uniquely to all permissions in the RO; or if it is shared with permissions in the RO.

Impact on IOT:

None. No changes are required for Parent Rights Objects. If a change is required to address the issue of top level constraints this has no impact on IOT as the interoperability test plan does not test these functionality.

Recommendation:

This PR should be passed to BAC DLDRM with the specific intention of investigating the issue of whether the requirements for top-level constraints are specified. It appears that some clarification may be needed to DRM2.0 spec, and possibly a new test case.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP BRO is recommended to review this contribution in conjunction with each of the identified Problem Reports; and then take action independently or with the assistance of the BAC DLDRM group.
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