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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

2. References
Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	“Enabler Relese Document for Client Side CS FW”, Open Mobile Alliance™, OMA-ERELD-Client Side CS FW-Vx_y, URL:http://www.openmobilealliance.org/

	[CSCSF-AD]
	“OMA Client Side Content Screening Framework Architecture”, Version 1.0, Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org/

	[CSCSF-TS]
	“OMA Client Side Content Screening Framework Technical Specification”, Version 1.0, Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org/


2.1 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™. OMA-Dictionary, URL:http://www.openmobilealliance.org/ 

	[EICAR]
	European Institute for Computer Anti-virus Research, www.eicar.org 

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Test fest
	Multi-lateral interoperability testing event

	
	


3.3 Abbreviations

	AD
	Architecture Document

	RD
	Requirements Document

	OMA
	Open Mobile Alliance

	EICAR
	European Institute for Computer Anti-virus Research

	xxx
	xxx

	
	


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler Client Side Content Screening Framework-1.0, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA Client-Side Content Screening Framework Architectural Document-1.0: Specifying the framework interfaces of the client side content screening framework
· OMA Client Side Content Screening Framework Technical Specification-1.0: Specifying the technical details of the framework interfaces of the client side content screening framework 
Generally, the testing activity should aim at validating the normal working behaviour of the enabler interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for Client Side Content Screening Framework-1.0.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler Client Side Content Screening Framework-1.0.
5. Test Requirements
OMA Client Side Content Screening Framework Enabler defines a scan interface CSFScanData (CSF-1) and a set of supporting interfaces for use by OMA and non-OMA enablers related to end-user content delivery and/or processing for content scanning. The enabler consists of a requirements document, an architecture document and a technical specification that defines the technical details of the scan interface.  
5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler Client Side Content Screening Framework-1.0.

5.1.1 Mandatory Test Requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the framework.
	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Invoking scan engine to scan content
	Required to test whether the invoking enabler provides data of the content as input to CSFScanData interface.

	
	Result of the scan returned by the scan engine
	Required to test whether the scan engine returns the result of the scan as output of CSFScanData interface.

	
	Status code 
	Required to test whether the scan engine returns status code for “success” as output of CSFScanData interface.

	ERROR FLOW
	Status code 
	Required to test whether the scan engine returns status code for “failure” as output of CSFScanData interface.


Table 1: Applicability Table for Enabler Specific Mandatory Test Requirements

5.1.2 Optional Test Requirements

Optional test requirements are covering optional features/functions of an Enabler.

If an optional requirement of the Enabler is implemented in the framework, this requirement SHALL be tested.

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Type of content
	Required to test whether the invoking enabler provides type of the content as input to CSFScanData interface.

	
	Name of threat
	Required to test whether the scan engine returns the name of threat detected as output of CSFScanData interface.

	
	Severity level
	Required to test whether the scan engine returns the severity level as output of CSFScanData interface.

	ERROR FLOW
	Last error code 
	Required to test whether the scan engine returns the last error code that has been set as output of CSFGetLastError interface.


Table 2: Applicability Table for Enabler Specific Optional Test Requirements

5.2 Backwards Compatibility

This enabler is the first OMA released version of Client Side Content Screening Framework. There are no previous releases of Client Side Content Screening Framework that this enabler needs to be compatible with. 

5.3 Enabler Dependencies

This enabler has no dependencies on other Enablers. 
5.4 Guidance

The test requirements require a test harness for testing the CSF interfaces. Whilst there is no requirement on the format of the test harness, it is expected that the test harness will be an enabler such as the browser. In addition, it is expected that the ability of the scan engine to correctly flag content will be tested using test contents based on EICAR, which is the European Institute for Computer Anti-virus Research standard for test content. The EICAR content can be accessed from www.eicar.org [EICAR]
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA
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