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1 Reason for Change

This CR is raised to resolve issues discovered during a recent review by IOP-BRO on the DRM ETS for Interoperability. In addition, various comments on test case specification errors have been provided informally to the group. These changes are incorporated in this change request.

Included with this CR; is the updated ETS document: OMA-ETS-DRM-Interoperability-V2_0-20051214-D.doc.

This updated document includes the changes proposed in CR 0115 (IOP-Browsing).

2 Impact on Backward Compatibility

N/a

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are requested to review this CR and the updated ETS; and approve the changes.

6 Detailed Change Proposal

Change 1:  Clerical changes

Numerous clerical changes including spelling and grammatical corrections have been incorporated.

Change 2:  6.2.5 1-pass RO Acquisition without existing RI context

In this test case there are two alternative pass criteria provided. 

In the case when the DRM Agent attempts to make use of the riURL to register with the RI the pass criteria are entirely incorrect. The change clarifies that the DRM Agent must use HTTP GET to obtain a ROAP Trigger to initiate the activation protocol. Please refer to the requirements in OMA-TS-DRM-DRM-V2_0-20050915-C section 5.1.8, 5.3.9, and 9.3.1.3.

In the second pass criteria there is a simple clerical error in that the DRM Agent will obviously not grant access to an RO; it must not grant access to the DCF.

Change 3:  6.17 PDCF

A new (empty) section is added to the specification; to indicate that this specification will eventually incorporate test cases for the PDCF file format.

Change 4:  6.6.1 Multiple ROs with satisfied constraints

The pass criteria of this test case are ambiguous. It does not allow for the case that one of the delivered ROs may expire; and therefore content access should be granted by another one of the delivered ROs.

The change clarifies the pass criteria.

Change 5:  6.6.2 Multiple ROs with satisfied and unsatisfied constraints

The pass criteria of this test case are ambiguous. It does not allow for the case that one of the delivered ROs may expire; and therefore content access should be granted by another one of the delivered valid ROs (if any).

The change clarifies the pass criteria.

Change 6:  6.12.2 Updated Parent Rights Object

The test procedure and pass criteria imply that the DRM Agent should replace an already installed Rights Object with a newly downloaded one. This is impossible behavior. There is in fact no ability in DRM 2.0 to “update” a Rights Object. 

The CR adjusts the test procedure and pass criteria to provide a clear and correct interpretation of what should happen when a new Parent Rights Object is received on a device. (This test case tests the typical subscription renewal scenario).

Please note that a CR (OMA-DLDRM-2005-0367-Rights-Object-identifier) is to be introduced in the DRM specifications 6th release to clarify this behavior.

Change 7:  6.8.1 DCF-initiated RO Acquisition

The test case implies the use of the DCF RightsIssuerURL in initiating Rights Object activation; however the test case is not specific about this. The SCR Reference states that the test case is testing DRM-DCF-CLI-7; which is the DCF Textual Headers. Clearly the test case is intended to use the DCF RightsIssuerURL to initiate the Rights Object acquisition. 

This CR adds additional preconditions stating that the DCF must have a have a valid Rights Issuer URL; and adds an additional pass-criteria that the DRM Agent must use this RightsIssuerURL to obtain the rights.

Change 8:  6.8.2 RO acquisition with TransactionID

The same issues described in Change 7: apply in this test case.

Additionally, the pass criteria neglect to mention the requirement that the DRM Agent must have user consent before being allowed to perform transaction-tracking operations. This CR adds this additional pass criteria.

Change 9:  6.10.7 System constraint

In this test case the test procedure and pass criteria are incorrect. According to the current procedure the user will still be able to use the DCF in step 4; because the previously delivered RO will still be valid. 

The CR changes the test procedure; such that the not supported system RO is delivered first.

Change 10:  6.10.3 Datetime constraint

The test pre-conditions include a statement requiring the RO to be stateless or for the RO not to be in the Replay Cache. The pre-conditions also require the RO to contain only a <datetime> constraint. <datetime> is not a stateful constraint; therefore the pre-condition is unnecessarily stated.

The CR removes the precondition regarding replay cache.

Change 11:  “DRM Agent without DRM Time”

The test case int-31 requires a device that does not have DRM Time. However, according to the DRM normative text only an unconnected device may not support DRM Time:

Please refer section 6.3 of OMA-TS-DRM-DRM-V2_0-20050915-C:
“Connected Devices MUST support DRM Time.”

Therefore; this test case is re-written to be applicable to unconnected devices; and moved to the end of the ETS; within section 6.16 (Unconnected Devices). This is now test case int-52.

Change 12:  New Test Case: “Top Level Constraints”

To “fill-in” the gap left after moving test case int-31; this CR adds a new test case (int-31) to test the REL top-level constraint functionality.

Change 13:  6.11 Preview & 6.14 Silent Header

There are some small inconsistencies in the test pre-conditions. Additionally, the pass-criteria int-32 and int-44 do not test the important criteria that a DRM Agent “MUST add the domain name of the silent or preview URL to the list of authorized domain names for that RI” (quote: DRM-DRM 5.2.2).

The CR; clarifies the pre-conditions of test cases int-32, int-33, int-44 and int-45 and additionally adds the pass criteria to test the above mandatory requirement.

Change 14:  Specification References to “user consent”

The DRM specifications were updated to clarify the user consent requirements in OMA-DLDRM-2005-0292R02_User_Confirmation_Clarifications. After this CR all user consent requirements were relocated to this section of the document. The ETS has not been updated to reflect the location of these requirements.

This CR corrects the Specification References in: 6.2.5, 6.3, 6.13.1, 6.13.2, 6.13.4, and 6.14.1
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