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1 Reason for Change

During TestFest 11 we realized a problem with test case DRM-2.0-int-39 from the Enabler Test Specification. The test can not be executed with a device that implements the current version of the DRM specification (OMA-TS-DRM-DRM-V2_0-20050915-C). Unfortunately the DRM spec was changed, but the ETS wasn’t.
Chapter 8.7.2.1 in the DRM specification says:

After the Device verifies the signature of the Domain RO, it MUST compare the <domainID> field within the

Domain RO with the Domain identifiers for any valid Domain Contexts already established with the RI that issued

the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

…..

2. The Domain baseID of the <domainID> field matches the Domain baseID of a stored Domain identifier

in a valid Domain Context already established with the RI, but the Domain Generation of the RO is

greater than the Generation of the stored domain ID. The device MAY attempt to upgrade the Domain by

sending a ROAP-JoinDomainRequest to the riURL in the Domain Context. The Device may have to

obtain user consent to contact the RI, section 5.1.8 defines when explicit user consent is required.

If the Domain upgrade is successful, the Device MAY install the Domain RO. Otherwise the Device

SHALL NOT install the Domain RO.

The DRM Agent can not install a domain RO for an upgraded domain if the Agent itself does not have a domain context for the upgraded domain.
If we accept this and let the Agent upgrade the domain context by sending a JoinDomain request to the riUrl from the domain context of the lower generation domain, step one of the test procedure (do not allow access to the DCF) can not be performed. Also step two (receive JoinDomain trigger) is superfluous then.
As the device MAY upgrade the domain this way but not MUST, we get a second possible result for the test case:

Without the upgraded domain context the device may not install the RO and the test step for accessing the DCF must fail.

We suggest changing the test case to test whether the device can automatically upgrade the domain context by using the riUrl from a lower generation domain context.

Also the test case may be passed if the device does not automatically upgrade the domain. But in this case the domain RO may not be installed an access to the DCF must be denied.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We propose that the group should approve this CR and include the revised text within the next version of the Enabler Test Specification for DRM - Interoperability.

6 Detailed Change Proposal

6.13.3 Domain upgrade

6.13.3.1 New Domain RO delivered before domain upgrade
	Test Case Id
	DRM-2.0-int-39

	Test Object
	DRM Agent, RI Server

	Test Case Description
	Automatically initiated domain upgrade with valid RI Context and existing Domain Context for this RI.
A Domain RO is delivered before the DRM Agent has upgraded the domain. 

	Specification Reference
	[DRMDRM] 5.1.8, 5.2.1, 5.4.4, 8.7.2.1

	SCR Reference
	DRM-CLI-CMN-005, DRM-CLI-CMN-015, DRM-CLI-CMN-016, DRM-CLI-CMN-033, DRM-CLI-CMN-037, DRM-CLI-CD-059, DRM-CLI-UD-067

DRM-SERVER-012, DRM-SERVER-018, DRM-SERVER-020, DRM-SERVER-022, DRM-SERVER-024



	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· DRM Agent.

· RI Server.

· State:

· The DRM Agent has a valid RI Context with the RI under test.

· The DRM Agent has a Domain Context with the RI under test.

· There is a DCF stored on the terminal.

· The RI has upgraded the domain by changing the Domain Key (first 17 digits of the previously stored domainId are the same) and incrementing the Domain Generation by one.

· There is a Domain RO stored on the terminal with an upgraded domain key.

· User has not given permission for silent communication.

· Can be tested at the same time as

· 6.13.1 Domain join without existing RI Context or

· 6.13.2 Domain join with valid RI Context.

	Test Procedure
	1. User tries to access the DCF using a RO that matches the upgraded domain key. The domain key in the DRM Agent has not been upgraded yet.

2. 

	Pass-Criteria
	
1. RI and DRM Agent complete 2-pass Join Domain Protocol which has been automatically initiated by the DRM Agent. 
2. The DRM Agent grants access to the DCF.

OR

1. The DRM Agent does not attempt to automatically upgrade the domain.

2. The DRM Agent does not grant access to the DCF (and discards the DomainRO).
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