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1 Reason for Change

This CR is raised to resolve issues discovered during a review of the DRM ETS for Client Conformance. In particular an attempt is made to bring the ETS up to date with the latest January 2006 release of the DRM 2.0 normative specifications.

The initial revision is not intended to be the final revision – it is intended as a consolidated set of review comments to be considered for clarification in a later revision of this CR.

2 Impact on Backward Compatibility

N/a

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are requested to review this CR and consider the issues identified.

6 Detailed Change Proposal

For now this section simply provides comments on a variety of test cases

Change 1:   DRM-2.0-con-2 

The concept of "user initiated" ROAP is not specified in the normative DRM specifications. It is likely that the a DRM agent can not execute such a test. I think it would be more beneficial to test one of the mechanisms such as "automatic Join Domain" during "Domain RO installation" in the case of expired RI context.

Change 2:   DRM-2.0-con-6 

This test case seems to effectively duplicate con-5. Perhaps it would be better to test the non-default behavior in handling non-Success ROAP responses; e.g. NotRegistered. Update test case or new test case?

Change 3:   DRM-2.0-con-9 

There are numerous problems with this test case. 

    1. Con9b is not testable because if the RI context has expired the DRM Agent will not initiate the JoinDomain protocol with the RI.

    2. Presumably con-9a is testable; using the 1-pass RO Acquisition protocol.

    3. The requirement quoted in the Specification reference - regarding checking RI context expiry time - applies only to the Registration protocol. 

Therefore I propose that this case should be re-written such that the 4-pass registration results in the RI sending an RI certificate with a notAfter field BEFORE the current DRM Time. 

Change 4:   DRM-2.0-con-10, 11, 12, 13, 14 

The test precondition in these test cases is: "DRM Agent does not have validation data for the certificate chain." I don't exactly know what it means be "validation data"; however it seems to me to be an irrelevant pre-condition. In one case the signature is missing, in another the signature is wrong. The results of these cases should not be dependent on the DRM agent state.

However, as these tests require that the RI (or conformance tool) issue always a Certificate Chain; it would probably be ideal if the test "pre-condition" stated the DRM Agent does not support certificate caching; and initiates a ROAP session without the "Peer Key Identfier" extension.

Change 5:   DRM-2.0-con-14 

The test case function is OK; but there are a few problems:


- The specification reference to "Certificate Chain" is irrelevant...


- The title does not accuratly describe the test function; I propose:



"RI Trust Anchor not in DRM Agents Trusted Authorities""


- Test Procedure has duplicate expanations of the same functionality; 

Change 6:   DRM-2.0-con-17 - 28 

Seems to me these test cases are OCSP test cases not DRM test cases - perhaps should be tested as part of OCSP Conformance tests. Or, perhaps these tests reduce the need to run the OCSP ETS...

Will "the vendor" be providing an OCSP responder as part of the Conformance test tool? 

Change 7:   DRM-2.0-con-29 

I think this test procedure/pass criteria could be clarified that the Agent MUST send a Regisration Request with a SessionID. Actually this is Mandatory; but it may be confused because of a somewhat contradictory requirement "The Session ID can be present only if the Rights Issuer could detect the session identifier in the registration request."



Change 8:   DRM-2.0-con-40,41,42 

In these test cases the Pass-Criteria should also include a requirement that the device notifies the user that the RO verification fails.

Change 9:   DRM-2.0-con-46, 48, 51, 57

The Pass-Criteria "discards the Device RO" may be a little strict. I don't believe there is any specific requirement that a DRM Agent should "discard" an RO for which it cannot verify the signature. I read "discard" to mean the RO should be deleted from the DCF -- but I don't think that is required; e.g. perhaps the RO is useful to the user on another device... 

Suggest pass-criteria:

- "The DRM Agent does not install the Device RO".

Change 10:   DRM 2.0-con-46 - 50

Personally I think these test cases add very little value ofer the proceeding tests cases 40-45. A DRM Agent will almost certainly parse ROREsponse in the same manner regardless of whether it is delivered in a DCF or via ROAP. i.e. I propose we could delete one or the other of the tests to reduce the number of tests cases.

Change 11:   DRM 2.0-con-56

The term "invalid RI ID" in the Test Procedure is ambiguous. Really the test case should be testing the agents behaviour if the RIId does not match the RIId in the JoinDomainRequest. Hence I propose that the test procedure is clarified:

-
DRM Agent sends a Join Domain Request.

-
DRM agent receives Join Domain Response that holds a Protected DomainKey with a mismatched RI ID.

Change 12:  DRM 2.0 con 58

The Pre-condition states: "DRM agent has no valid RI context "

The Test Procedure states: "does not correspond to any of the valid RI contexts stored in the device."

I think the pre-condition should be changed to state that the device should have at least one RI context installed. 

Also, this test case is redundant; as the the DRM Agent would not be able to verify the DomainRO signature without a valid RI context for the issuing RI.

Change 13:  DRM 2.0 con 61

I think the Specification Reference for this test case is incorrect. The reference should be:

Section 5.3.9:

The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. In the case of a Rights Object intended for a Device, .... In the case of a Rights Object intended for a Domain, it will be of the type <roap:domainID> element, identifying the correct Domain key. 

Change 14:  DRM 2.0 con 62

The Specification Reference is incorrect. The DomainIdentifier format is defined as follows:

Section 5.4.4.1.2

The following schema fragment defines the roap:DomainIdentifier type. The last three characters (digits) represent the Domain Generation (see section 8.8 for further information). The other, preceding characters represent the Domain baseID. RIs will always respond with the Domain Key corresponding to the most recent Domain Generation and, if hash chains are not supported, all earlier Domain Keys for this Domain too.
In addition I think it would be useful if this test pre-conditions specified that the DRM Agent should have a valid Domain Context installed – and that the procedure should specify in what way the generation is invalid. The pass-criteria implies that the agent may try to  upgrade the domain; which actually means the generation is valid; it is just a higher generation than the domain context installed in the agent. To be consistent with the Test Case title perhaps the generation should be 999 (which is invalid). Then we could also quote:
Section 8.8
If the Domain Generation value reaches 999 the Domain becomes obsolete

I don’t see any explicit need to test Domain Upgrade as part of the conformance ETS – it is tested in the Interoperability ETS.

Change 15:  DRM-2.0-con-63

The test case title is misleading. The test case appears to be testing the cast when a device receives a DomainRO without having the domain context installed. The Domain BaseID is not “invalid”; it is simply not one of the domainIDs currently installed on the device. Propose to re-title the test case to:

“Install Domain RO; Device not in the domain”.

Then the Pass Criteria can be clarified to more clearly depict the device requirements; e.g:

- The DRM Agent does not install the Domain ROThe test case title is misleading. The test case appears to be testing the cast when a device receives a DomainRO without having the domain context installed. The Domain BaseID is not “invalid”; it is simply not one of the domainIDs currently installed on the device. Propose to retitle the test case to:

“Install Domain RO; Device not in the domain”.

Then the Pass Criteria can be clarified to more clearly depict the device requirements; e.g:

· The DRM Agent does not install the Domain RO

OR

- The DRM Agent sends a HTTP GET Request to the roap:ROPayload and handles the response.

Change 16:  DRM 2.0 con 72, 73

The test cases for DeviceNonce do not verify all the requirements of section 5.3.10:
"Nonce values MUST be at least 14 octets long. Devices MUST at least support nonce values 14 octets long."


I suggest we add an additional pass criteria:

- “The generated nonces are at least 14 octets in length”.
Change 17:  DRM 2.0 con 74 – Wrong permissions for an image object

I think it would be more testable if the Test Procedure was:

- User tries to display the image DCF

Then the pass criteria should be:


- The DRM Agent does not allow the user to display the image DCF.

Change 18:  DRM 2.0 con 75, 76 – Wrong permissions for an XXX object

As per Change 17 comments… 

Change 19:  DRM 2.0 con 78 - Export permissions ("move") for DCFs with stateless rights object

a) The title of this test case is misleading. An RO containing an <export> permission with mode=”move”; MUST be stateful rights. Suggest the test case be renamed to:

“Export permissions (“move”) for rights with stateless permissions”.

b) It should be clarified in the test pre-conditions that the constraint is valid.

Change 20:  DRM 2.0 con 81 Export permissions ("copy") for DCFs with stateful rights object

The 3rd step of the test procedure and it’s corresponding pass criteria are ambiguous to me:

“User tries to use the exported content in the DRM Agent where the content was exported.”

“The user can use the content, according to the RO and original state information, in the DRM Agent. The state information is changed according to the usage.”
In this case there are two devices; the OMA DRM 2.0 device; and a second device. I believe we should only test the DRM 2.0 device.  Therefore I propose that the test case should be updated to clarify that the Rights should be exported according to the ORIGINAL state information. However on the DRM 2.0 device after exporting the device can only consume content according to the updated state information.

The way read this procedure now it seems to suggest that the state is reset after exporting: “…according to the RO and original state information…”

I propose this procedure:

1. User tries to use the DCF in the DRM Agent.

2. User tries to export the DCF and RO from the device. 

3. User tries to use the exported content in the DRM Agent from where the content was exported.
And these pass-criteria:

1. The DRM Agent allows the user to use the DCF according to the RO. The state information is changed according to the usage (e.g. counter is decreased).

2. The DRM Agent allows the user to export the DCF and RO from the device. The state information is not exported; and the target system receives the consumption rights as per the original RO (without export).
3. The user can continue to use the content on the original device, according to the updated state information from step 1.
Change 21:  DRM 2.0 con 83 - Instant Preview

The test case is more or less OK; but could use some additional clarifications.


Preconditions

· The DCF should clearly specified to be a multipart DCF with an unencrypted content container box.

· The preview-uri; should be “preview-element-uri”

· The preview-element-uri in the encrypted content object should point to the secondary media object which is not encrypted.

Test Procedure

· User accesses DCF and gets informed that there is an embedded preview element.
Actually, I think there is no requirement to inform a user before accessing an embedded preview…
Pass Criteria

· DRM Agent allows UNLIMITED access to the embedded preview content.

Change 22:  DRM 2.0 con 84 – Preview without existing RI context

This test case is both incorrect and redundant. Test case DRM 2.0 int 32 tests this case. I suggest it should be deleted.

If we decide to leave the test case some updates are required. 

Preconditions: “The DRM Agent does not have an existing RI Context with the RI server specified by the RightsIssuerURL.” A DRM Agent is never required to check for an existing RI context according to the RightsIssuerURL. If a preview-rights-url is present the agent should check whether the RI domain name is in the Whitelist… nothing more.
Test Procedure: “User tries to access DCF and the DRM Agent prompts the user whether she wants to register.”
Actually, the agent should prompt whether the user wishes to Acquire Rights for the Content OR download rights from the Preview URL. There is no requirement in this case that the agent should prompt for registration.

Test Procedure: “After user consent has been given, the DRM Agent sends an HTTP Request to the RightsIssuerURL found in the DCF.” If the user elected to acquire rights; the DRM Agent should launch a browsing session with the RightsIssuerURL; rather than sending a HTTP Request. Alternativly the user may elect to download the preview rights where the DRM Agent should send a HTTP GET to the preview-rights-url.

+ more changes.

Change 23:  DRM 2.0 con 86 - Erroneous Timed-Count constraint

This test case requires some clarification. It should be clarified that the <count> and <timedcount> constraints are included in the SAME permission.

Change 24:  DRM 2.0 con 89 – Erroneous Accumulated constraint

This test case currently tests a case when an accumulated duration is zero. I think it would be more beneficial to test cases where the accumulated duration is formatted badly.

Change 25:  Recommendation for additional test cases

a) Add a test case to test the case when a permission (e.g. <play> contains an unsupported constraint).
Title: Unknown Constraint
Spec Reference:
REL Section 5.5:
For a permission to be granted all its constraints MUST be fulfilled. If a constraint is not understood or cannot be enforced by the consuming device the parent permission is invalid and MUST NOT be granted.
b) We should have a test case to test verification of an attempt to install a DomainRO after a DomainContext is expired.
Title: Install Domain RO; Expired Domain Context:
Spec Reference: 
Section 8.7.2.1:
”The <domainID> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain RO.”
”If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this Domain.”
c) We should have a test case to verify that a DRM Agent continues to grant access to a DCF according to Domains Ros AFTER the domain is expired.
Title: Domain RO consumption after Domain expiry
Spec Reference: 
Section 3.2
Domain Context Expiry Time - An absolute time after which the Device is not allowed to install ROs for this Domain. Usage of ROs installed before the expiry time are not affected by the expiry.
Section 8.3:
A Device MAY continue to consume Domain ROs that belong to a Domain where the Domain Context has expired.  See section 8.7.2.1 for the procedures for installing Domain ROs.
d) Add test cases to test the case when a Rights Object contains multiple permission elements; for example an RO may contain two <play> permissions granting different permissions over the same content. A complex set of Rights Objects could be constructed to test the Rights Object order of evaluation requirements in DRMREL 5.9.

e) Add test cases to test the REL concept of “expression linking”. See DRMREL 5.4.1:
” The <asset> elements specified within the <permission> element enable expression linking allowing its sibling permission elements in the same <permission> element to apply to DRM Content referenced by <asset> elements contained in an <agreement> element (i.e., outside a <permission> element). The link is established through the use of the “id” and “idref” attributes specified in sections 5.2.2.1 and 5.2.2.2.”
f) Add some tests to check a DRM Agents handling of mandatory DCF requirements; e.g.: 5.2.1.7 TextualHeadersLength: “A Device MUST support textual headers of at least 2048 bytes total length”
g) Add a test to verify the DRM Agent can support the maximum number of domain generations 998.
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