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1 Reason for Contribution

We would like to share our review comments on the current “OMA-ETS-DRM-Conformance_Test_Client-V2_0-20051114-A” and the pending CR “OMA-IOP-BRO-2006-0018-DRM-Client-Conformance-ETS-updates” as well.
2 Summary of Contribution

Shaping the DRM 2.0 Client Conformance ETS.
3 Detailed Proposal

Conf Client review comments

(A) “missing” definition?

It might be beneficial to make "missing whatever" more explicit. Shall this mean that an element or attribute is present but has no value (e.g. sessionID="") or that an element or attribute is missing? Missing value could be simply invalid values. This would make the "missing" test a duplicate of the "invalid" test. Missing elements or attributes on the other hand could render the whole document invalid. Please refer to “B”.
(B) XML validation side-effect issue
What if a test case requires modifying the XML in such a way that the XML becomes invalid and the client will reject the XML while validating the XML document? This way, it might be difficult to raise the expected error.

(C) Domain RO with Group Key or with Parent/Child test cases?
These combinations might be tested as well – probably as part of new (optional?) Interoperability tests. Please refer also to “E” below.
(D) “Receiving RO as a separate object” test case?
An area which is also not covered by any test cases so far is the installation of a “standalone” protected RO (e.g. Domain RO and also signed Device RO) which could have been delivered via e.g. plain HTTP (without ROAP).
The DRM spec currently says “The Device MUST support receiving a Domain RO as a separate object” (besides in a ROAP-ROResponse message or inside a DCF).
Please refer also to “Regarding change #10” below.
(E) Guideline for differentiating conformance test cases
We suggest providing clear guidelines - adapted to DRM 2.0 - to be able to differentiate whether a test case should be part of the interoperability or the conformance test specs.
OMA-ORG-IOP_Process-V1_3-20050712-A section defines:

Conformance as “Adherence to the normative requirements described in the appropriate technical specifications (according to the intent of the specification authoring body)” and

Interoperability as “The ability of the elements (product, content, bearers) of a service chain to provide a consistent, predefined service to meet a specific expectance criteria”.

(See also section 9.12.1 Conformance Testing and 9.12.2 Interoperability Testing).
(F) con-39

The requirement "DRM agent has no cached OCSP responses" is meant for the server, not the client.
CR review comments

Regarding change #1 (con-2)

We agree to drop this test.
Regarding change #2 (con-6)

There is a small difference in having no attribute at all (not only no attribute value but no attribute) and having an attribute with an unexpected value. Therefore, this test is not a duplicate of con-5. Instead of simply stating "status != Success" it would be beneficial to explicitly distinguish an unexpected but valid state, an invalid state (e.g. DomainFull as reply in riHello) and undefined status (e.g. FooBar). The latter might be not that interesting to test because it should have been caught by validating the XML message anyhow. If not distinguishing the former, it would be enough to explicitly test for Status "Abort".
Regarding change #3 (con-9)

Agreed.

Regarding change #4 (con-10 to 14)

We think, the "not having validation data" precondition means that the DRM agent is not able to validate the RI certificate in any other way but walking up the provided chain, that is has no other stored certificates. We agree that this condition could probably be removed. We further agree that it would be important to explicitly state that the DRM agent must not signal certificate caching.
Regarding change #5 (con-14)

Agreed.

Regarding change #6 (con-17 to 28)

While you are right that these tests deal with "broken" OCSP responses, it's not the OCSP response that shall be tested but the reaction of the DRM agent in the context of the ROAP so these tests are valid for the client. We see no real benefit in extracting them into another document.
Regarding change #7 (con-29)

We disagree and do not think that this test description is confusing. 
Regarding change #8 (con-40 to 42)

In order to enable automated tests, we would prefer if the test spec does not explicitly require checking user confirmation as pass criteria. Just think about core DRM agent implementations that shall be automatically testable without any user interaction.
Regarding change #9 (con-46, 48, 51, 57)

Our reading of "discard" was "disregard" with the meaning of "ignore". We don't think, it meant "deleting" or "removing".  So we agree that stating "not install" is better.
Regarding change #10 (con-46 to 50)

Test con-45 also installs from DCF, so you meant probably 40-44 instead of 40-45? We would agree that a typical DRM agent would probably use the same code to perform RO installation regardless of the source but that is nothing that should be assumed in a testing framework.
Please refer also to “D” above.
Regarding change #11 (con-56)

We always considered “invalid RI ID” as something that doesn't fit the XML schema (e.g. a base64 value that is too short or a value that isn't correctly base64 encoded). But your idea seems to be a much more useful test.
Regarding change #12 (con-58)

We do not think that the precondition should be changed since other additional non-matching RI contexts are not essentially required for this test case.
Regarding change #13 (con-61)

It should not harm to add the reference to section 5.3.9 as well.
Regarding change #14 (con-62)

No other test case specifies what invalid means, so we do not think that this test case should do so (an invalid domain generation would be e.g. XXX).

We suggest testing the case of an obsolete domain in a separate test case.
Regarding change #15 (con-63)

Reading invalid as "not conforming to the XML schema" means that the domain ID is either too short or too long. We do not think that this test case means a valid but unknown domain ID.
We suggest testing automatic joining (which is not mandatory) in a separate test case.
Regarding change #16 (con-72, 73)

We would really like to see these tests to be restricted to invalid nonces and not requiring something that is difficult or nearly impossible to test automatically: shutting down the system while performing one test.

Furthermore, we see no point where the spec requires that nonces must all be different. They are just random numbers which are typically (or generally) unique but need not to.
Our definition of a Nonce is: “A short living mostly unique and unpredictable identifier used to detect and protect against replay attacks.”
Regarding changes #17, 18 (con-74 to 76)

We like the way these test cases are written.
Regarding change #19 (con-78)

We agree and suggest changing the title of con-79 too.
Regarding change #20 (con-81)

Agreed. We should only test the OMA DRM 2.0 device.
Regarding change #21 (con-83)

Agreed, but how shall we test unlimited access in a limited time span? ;-)

We would not recommend introducing this as explicit pass criteria.
Regarding change #22 (con-84)

We agree to drop this test.
Regarding change #23 (con-86)

According to our understanding this group of tests shall test each constraint type separately. So con-86 should test only timed-count and we recommend referring to the timer attribute of the timed-count element and using "zero or negative" (as in the previous test case con-85).
Regarding change #24 (con-89)

We agree that it should be like con-88.
Regarding change #25

We will not comment on these suggestions for additional test cases for the time being because we recommend fixing the existing test cases first.

We recommend doing this separately and considering also our comments mentioned before (please refer to “C” and “D” above and section 5 below).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This contribution is for review by the groups. We recommend incorporating our comments in a new revision of the initial CR draft (OMA-IOP-BRO-2006-0018) to the current DRM 2.0 Client Conformance ETS without introducing new test cases.

We propose to consider the introduction of new test cases afterwards in a following revision based on a solid gap analysis and other member input regarding useful but still missing test cases.
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