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1 Reason for Contribution

An IOP-BRO review of the DRM client Conformance ETS revealed that some Mandatory requirements of DRM 2.0 are not tested. This Input contribution proposes some new test cases to provide test coverage of these mandatory requirements.

2 Summary of Contribution

a) Add a test case to test the case when a permission (e.g. <play> contains an unsupported constraint).
Title: Unknown Constraint
Spec Reference:
REL Section 5.5:
For a permission to be granted all its constraints MUST be fulfilled. If a constraint is not understood or cannot be enforced by the consuming device the parent permission is invalid and MUST NOT be granted.
b) We should have a test case to test verification of an attempt to install a DomainRO after a DomainContext is expired.
Title: Install Domain RO; Expired Domain Context:
Spec Reference: 
Section 8.7.2.1:
”The <domainID> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain RO.”
”If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this Domain.”
c) We should have a test case to verify that a DRM Agent continues to grant access to a DCF according to Domains Ros AFTER the domain is expired.
Title: Domain RO consumption after Domain expiry
Spec Reference: 
Section 3.2
Domain Context Expiry Time - An absolute time after which the Device is not allowed to install ROs for this Domain. Usage of ROs installed before the expiry time are not affected by the expiry.
Section 8.3:
A Device MAY continue to consume Domain ROs that belong to a Domain where the Domain Context has expired.  See section Error! Reference source not found. for the procedures for installing Domain ROs.
d) Add test cases to test the case when a Rights Object contains multiple permission elements; for example an RO may contain two <play> permissions granting different permissions over the same content. A complex set of Rights Objects could be constructed to test the Rights Object order of evaluation requirements in DRMREL 5.9.

e) Add test cases to test the REL concept of “expression linking”. See DRMREL 5.4.1:
” The <asset> elements specified within the <permission> element enable expression linking allowing its sibling permission elements in the same <permission> element to apply to DRM Content referenced by <asset> elements contained in an <agreement> element (i.e., outside a <permission> element). The link is established through the use of the “id” and “idref” attributes specified in sections x.x.x  and x.x.x.”
f) Add some tests to check a DRM Agents handling of mandatory DCF requirements; e.g.: 5.2.1.7 TextualHeadersLength: “A Device MUST support textual headers of at least 2048 bytes total length”
g) Add a test to verify the DRM Agent can support the maximum number of domain generations 998.

h) User Content / User Notification test cases. The user consent test cases are fairly well tested in the Interoperability ETS; but there is no testing of a DRM Agent’s requirements to display notification messages to the users (e.g. test of riAlias, etc).

i) Add a test case to test the DRM Agents handling of a JoinDomainTrigger in the case when the domain Generation is 999. This is an invalid domain. Refer Section 8.8: If the Domain Generation value reaches 999 the Domain becomes obsolete

The following test cases were proposed by Core Media inOMA-IOP-BRO-2006-0021-DRM-Client-Conformance-ETS-review.

j) An area which is also not covered by any test cases so far is the installation of a “standalone” protected RO (e.g. Domain RO and also signed Device RO) which could have been delivered via e.g. plain HTTP (without ROAP).
The DRM spec currently says “The Device MUST support receiving a Domain RO as a separate object” (besides in a ROAP-ROResponse message or inside a DCF).
k) Domain RO with Group Key or with Parent/Child test cases.

Additional test case ideas added in Revision 01 (proposed by Core Media)

l) 2 RIs, two different times, RO must be rendered using the correct time.

3 Detailed Proposal

This section lists proposed new test cases.

7.1 Install Domain RO, Expired Domain Context

	Testcase ID
	DRM-2.0-con-1 

	Test Object
	DRM Agent

	Test Case Description
	See section header

	Specification Reference
	[DRM-v2.0] 8.7.2.1

”The <domainID> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain RO.”
”If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this Domain.”

	SCR Reference
	DRM-CLI-CMN-015, DRM-CLI-CMN-034

	Preconditions
	PKI : Model A

State:

· DRM Agent and RI Server have established a valid RI Context

	Test Procedure
	· The DRM agent establishes a 2-pass Join Domain protocol.

· Wait until the Domain Context is expired

· The DRM agent receives a RO Response containing a Domain RO with a <domainID> that matches the Domain identifier in the Domain Context already established, but this Domain Context is expired



	Pass-Criteria
	· The DRM agent abort the protocol, without installing the Domain RO

	Test Case Deployment

	
	RI Hello processing
	
	Join Domain Response processing

	
	Reg. Response processing
	
	Leave Domain Response processing

	a
	RO Response processing
	
	


7.2 Domain RO consumption after Domain expiry

	Testcase ID
	DRM-2.0-con-2 

	Test Object
	DRM Agent

	Test Case Description
	See section header

	Specification Reference
	[DRM-v2.0] 

Section 3.2
Domain Context Expiry Time - An absolute time after which the Device is not allowed to install ROs for this Domain. Usage of ROs installed before the expiry time are not affected by the expiry.


Section 8.3:
A Device MAY continue to consume Domain ROs that belong to a Domain where the Domain Context has expired.  See section Error! Reference source not found. for the procedures for installing Domain ROs.


	SCR Reference
	DRM-CLI-CMN-034, DRM-CLI-CMN-035

	Preconditions
	PKI : Model A

State:

· DRM Agent and RI Server have established a valid RI Context

· DRM Agent and RI Server have established a Domain Context

	Test Procedure
	· The DRM agent receives a RO Response containing a Domain RO with a <domainID> that matches the Domain identifier in the Domain Context already established

· Wait until the Domain Context is expired

· The user tries to use the DCF according to the Domain RO

	Pass-Criteria
	· The DRM agent continues to grant access to the DCF according to the Domain ROs

	Test Case Deployment

	a


	DCF rendering
	
	

	
	
	
	

	
	
	
	


7.3 Domain Upgrade, Domain generation number set to 998

	Testcase ID
	DRM-2.0-con-3 

	Test Object
	DRM Agent

	Test Case Description
	See section header

	Specification Reference
	[DRM-v2.0] 8.8

A Rights Issuer may upgrade a Domain if, for example, a Domain Key has been compromised or if a Device in the Domain has been revoked. This will probably be a rare event, but may be necessary as a last resort to stop DRM Content from leaking out of the system in the clear.

In order to upgrade a Domain, an RI MUST change the Domain Key and MUST increment the Domain Generation by one. If the Domain Generation value reaches 999 the Domain becomes obsolete.  An RI MUST NOT issue ROs for an obsolete Domain and MUST NOT allow new Devices to join an obsolete Domain. 

	SCR Reference
	DRM-CLI-CMN-015, DRM-CLI-CMN-033

	Preconditions
	PKI : Model A

State:

· The DRM Agent and RI Server have established a valid RI Context

· The DRM Agent and RI Server have established a valid Domain Context

· The Domain key has been compromised

	Test Procedure
	· The DRM agent receives a Join Domain Trigger (from the RI Server for the domain update) with a <roap:domainID> element which refers to a domain generation number 998  

	Pass-Criteria
	· The DRM agent sends a Join Domain Request  containing the same <roap:domainID>

	Test Case Deployment

	
	Registration Trigger
	a


	Join Domain Trigger

	
	RO Acquisition Trigger
	
	Leave Domain Trigger

	
	
	
	


7.4 DCF with a ContentID of 256 bytes length

	Testcase ID
	DRM-2.0-con-4 

	Test Object
	DRM Agent

	Test Case Description
	See section header

	Specification Reference
	[DRMCF-v2.0] 5.2.1.5

A Device MUST support ContentIDs of at least 256 bytes

	SCR Reference
	Error! Style not defined.-CLI-6

	Preconditions
	PKI : Model A

State:

· The DRM Agent and RI Server have established a valid RI Context

	Test Procedure
	· The DRM agent downloads a DCF which contains a ContentID field that lengths 256 bytes

· The DRM agent and the RI complete the 2-pass Rights Objects Acquisition protocol

	Pass-Criteria
	· The DRM agent is able to register the DCF content on the mobile

· The DRM agent can use the DCF content according to the RO

	Test Case Deployment

	A
	DCF rendering
	
	

	
	
	
	

	
	
	
	


7.5 DCF with a RightsIssuerURL of 256 bytes length

	Testcase ID
	DRM-2.0-con-5 

	Test Object
	DRM Agent

	Test Case Description
	See section header

	Specification Reference
	[DRMCF-v2.0]  5.2.1.6

A Device MUST support RightsIssuerURLs of at least 256 bytes.

	SCR Reference
	Error! Style not defined.-CLI-6

	Preconditions
	PKI : Model A

State:

· The DRM Agent and RI Server have established a valid RI Context

	Test Procedure
	· The DRM agent downloads a DCF which contains a RightsIssuerURL field that lengths 256 bytes

· The DRM agent and the RI complete the 2-pass Rights Objects Acquisition protocol

	Pass-Criteria
	· The DRM agent is able to register the DCF content on the mobile

· The DRM agent can use the DCF content according to the RO

	Test Case Deployment

	a

a
	DCF rendering
	
	

	
	
	
	

	
	
	
	


7.6 DCF with a TextualHeaders field of 2048 bytes length

	Testcase ID
	DRM-2.0-con-6 

	Test Object
	DRM Agent

	Test Case Description
	See section header

	Specification Reference
	[DRMCF-v2.0] 5.2.1.7 

A Device MUST support textual headers of at least 2048 bytes total length.

	SCR Reference
	Error! Style not defined.-CLI-6, Error! Style not defined.-CLI-7

	Preconditions
	PKI : Model A

State:

· The DRM Agent and RI Server have established a valid RI Context

	Test Procedure
	· The DRM agent downloads a DCF which contains a TextualHeaders field that lengths 2048 bytes

· The DRM agent and the RI complete the 2-pass Rights Objects Acquisition protocol

	Pass-Criteria
	· The DRM agent is able to register the DCF content on the mobile

· The DRM agent can use the DCF content according to the RO

	Test Case Deployment

	A
	DCF rendering
	
	

	
	
	
	

	
	
	
	


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review the proposed new test cases; and potentially provide additional cases.

Please forward any new test cases or suggestions to sulaiman.thompson@beepscience.com; and the new cases can be consolidated in this document.
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