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	Doc to Change:
	OMA-ETS-OCSP-Mobile-Profile-V1_0-20050913-A
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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Alex Deacon, VeriSign, Inc., alex@verisign.com

	Replaces:
	OMA-IOP-BRO-2006-0031R01-OCSP-ETS-CR


1 Reason for Change

The last test fest uncovered several issues with the OCSP ETS document, mostly in regard to the classification of tests as either conformance or interoperability.  This CR address these issues in addition to fixing a few clerical bugs found in the process.  
See the proposed draft ETS with Change Bars attached to this CR for further details.  

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author requests that the group review and agree to the contents of this CR.  
6 Detailed Change Proposal

Change 1:  Change the classification of several tests from interop to conformance
Move the following tests from the interoperability section the conformance section (new section 6)

Section 5.4 - OCSP-1.0-int-04 becomes Section 6.1 – OCSP-1.0-con-01
Section 5.5 - OCSP-1.0-int-05 becomes Section 6.2 – OCSP-1.0-con-02
Section 5.6 - OCSP-1.0-int-06 becomes Section 6.3 – OCSP-1.0-con-03
Section 5.10 - OCSP-1.0-int-10 becomes Section 6.4 – OCSP-1.0-con-04
Section 5.11 - OCSP-1.0-int-11 becomes Section 6.5 – OCSP-1.0-con-05
Renumber interoperability case ID’s as appropriate.  

i.e. - 
5. Interoperability Test Cases
5.1 Valid certificate

	Test Case Id
	OCSP-1.0-int-01

	Test Object
	Client/server

	Test Case Description
	Client generates request for a valid certificate. Client receives and processes a response with a “good” status

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2,

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-022, OCSP-C-003b

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response, clients validates OCSPResponse and reports back a “good” response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Should not contain a RequestorName field (this is an optional requirement)

d. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request to server specified in the OCSPAIA URL contained within the “valid” certificate. 

3. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Reports a “good” status. 


5.2 Revoked certificate

	Test Case Id
	OCSP-1.0-int-02

	Test Object
	Client /server

	Test Case Description
	Client generates request for a revoked certificate.  Client receives and processes a response with a “revoked” status

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2and 5.4.2 

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-023

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “revoked” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “revoked” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response, clients validates OCSPResponse and reports back a “revoked” response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request to server specified in the OCSP AIA URL contained within the “revoked” certificate. 

3. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Reports a “revoked” status. 


5.3 Unknown certificate

	Test Case Id
	OCSP-1.0-int-03

	Test Object
	Client /server

	Test Case Description
	Client generates a request for a certificate unknown by the responder.  Client receives and processes a response with an “unknown” status.  

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2and 5.4.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-020, OCSP-C-024, OCSP-C024a

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “unknown” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “unknown” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response, clients validates OCSPResponse and reports back a “unknown” response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request to server specified in the OCSP AIA URL contained within the “unknown” certificate. 

3. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Reports a “unknown” status.


5.4 Valid certificate containing a nonce

	Test Case Id
	OCSP-1.0-int-04

	Test Object
	Client/server

	Test Case Description
	Client generates a request for a valid certificate that contains a nonce.  Client receives and processes a response with a “good” status but that does not contain a nonce.  

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2and 5.4.1

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-021

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest that contains a nonce and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response, clients validates the OCSPResponse that does not contain a nonce and after determining although the nonce is not present the response is still valid (fresh) based on the local time in the clock and the validity values in the response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Includes a randomly generated nonce in an nonce extension

d. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request to server specified in the OCSPAIA URL contained within the “valid” certificate. 

3. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Determines nonce is not present

d. Checks that the response is still fresh based on the local time in the clock and the validity values in the response


5.5 Signed request for a valid certificate

	Test Case Id
	OCSP-1.0-int-05

	Test Object
	Client/server

	Test Case Description
	Client generates a signed request for a valid certificate. Client receives and processes a response with a “good” status

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1 and 5.5.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-003, OCSP-C-003a

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Client has a key and cert it can use to sign request

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates a signed OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response, clients validates OCSPResponse and reports back a “good” response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Signs OCSPRequset

d. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request to server specified in the OCSPAIA URL contained within the “valid” certificate. 

3. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Reports a “good” status. 


5.6 Generation of a request for avalid certificate with a nonce

	Test Case Id
	OCSP-1.0-int-06

	Test Object
	Client/server

	Test Case Description
	Client generates a request for a valid certificate that contains a nonce. Client receives and processes a response with a “good” status also containing a nonce

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1 and 5.5.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-004, OCSP-C-013

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity. 

	Test Procedure
	4. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

5. Client generates OCSPRequest that contains a nonce and formats request into HTTP GET request, sends to server and waits for response

6. Upon receiving response, clients validates OCSPResponse (including the nonce) and reports back a “good” response

	Pass-Criteria
	4. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Includes a randomly generated nonce in an nonce extension

d. Properly formats HTTP GET message (base64 and url-encoded)

5. Clients sends GET request to server specified in the OCSPAIA URL contained within the “valid” certificate. 

6. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Ensures that the nonce it placed in the request matches the nonce it received in the response.  

d. Reports a “good” status. 


5.7 Request with base64 and url encoded

	Test Case Id
	OCSP-1.0-int-07

	Test Object
	Client/server

	Test Case Description
	Client generates an OCSPRequest message that, when base64 and url-encoded, has a length of over 255 characters.  Client receives and processes a response with a “good” status.

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1 and 5.5.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-034

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity.

	Test Procedure
	1. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest that is longer thatn 255 characters, formats request into HTTP POST request, sends to server and waits for response

3. Upon receiving response, clients validates OCSPResponse and reports back a “good” response

	Pass-Criteria
	1. Client properly generates a large (perhaps signed and with unknown but non-critical request extensions) OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Properly formats HTTP POST message (base64 and url-encoded)

2. Clients sends POST request to server specified in the OCSPAIA URL contained within the “valid” certificate. 

3. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Reports a “good” status. 


5.8 Valid certificate via TLS
	Test Case Id
	OCSP-1.0-int-08

	Test Object
	Client/server

	Test Case Description
	Client generates request for a valid certificate and sends it via TLS. Client receives and processes a response with a “good” status.

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1 and 5.5.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-032

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA and has the ability to accept an incoming TLS request.  

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response, clients validates OCSPResponse and reports back a “good” response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request over TLS to server specified in the OCSPAIA URL contained within the “valid” certificate. 

3. Client properly processes returned OCSPResponse from server

d. Parse/process incoming OCSPResponse
e. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

f. Reports a “good” status. 


6. Conformance Test Cases

6.1 Valid certificate with unknown extentions

	Test Case Id
	OCSP-1.0-con-01

	Test Object
	Client/server

	Test Case Description
	Client generates request for a valid certificate. Client receives and processes a response with a “good” status that contains unknown but non-critical extensions in the response.

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-015, OCSP-C-016

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “good” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Server responds with an OCSP Response that contains enough non-critical unknown extension such that the size of the response if close to 3000bytes large.  

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “good” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response, clients validates OCSPResponse and reports back a “good” response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request to server specified in the OCSP AIA URL contained within the “good” certificate. 

3. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Clients does not fail because of the large response and the existence of the non-critical and unknown extensions. 

c. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

d. Reports a “good” status. 


6.2 Valid certificate with expired status

	Test Case Id
	OCSP-1.0-con-02

	Test Object
	Client/server

	Test Case Description
	Client generates request for a valid certificate. Client receives and processes a response with a “good” status but that has expired

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2, 5.4.1 and 5.4.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-017, OCSP-C-022a

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Server responds with an OCSP Rresponse “good” OCSPResponse that has expired (i.e. no longer valid) 

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response, clients validates OCSPResponse and reports back a “good” response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request to server specified in the OCSPAIA URL contained within the “valid” certificate. 

3. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Reports that the response has expired and can’t be trusted.  


6.3 Valid certificate but delayed response

	Test Case Id
	OCSP-1.0-con-03

	Test Object
	Client/server

	Test Case Description
	Client generates request for a valid certificate. Client does not receive a response in a timely manner and thus times out and retries after a documented period of time.

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2and 5.4.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-025, OCSP-C-026, OCSP-C-027

	Tool
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2and 5.4.3

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server is not available on/to the network

	Test Procedure
	1. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

	Pass-Criteria
	1. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Properly formats HTTP GET message (base64 and url-encoded)

2. Clients sends GET request to server specified in the OCSPAIA URL contained within the “valid” certificate. 

3. Client does not receive a response from the server in a timely manner and resends the request to the server after a set amount of time.   


6.4 Nonce mismatch

	Test Case Id
	OCSP-1.0-con-04

	Test Object
	Client/server

	Test Case Description
	Client generates a request for a valid certificate that contains a nonce. Client receives and processes a response with a “good” that contains a nonce that does not match the nonce in the request

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1, 5.5.2 and 5.4.1

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-019

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity. 

	Test Procedure
	7. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

8. Client generates OCSPRequest that contains a nonce and formats request into HTTP GET request, sends to server and waits for response

9. Upon receiving response, clients validates OCSPResponse (including the nonce) and after determining that the nonce values do not match reports back that the response is not valid

	Pass-Criteria
	7. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Includes a randomly generated nonce in an nonce extension

d. Properly formats HTTP GET message (base64 and url-encoded)

8. Clients sends GET request to server specified in the OCSPAIA URL contained within the “valid” certificate. 

9. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify sha1WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Attempts to match the nonce values

d. Because nonce values do not match, client reports that the response is not valid.   


6.5 Valid certificate not signed with sha1WithRSAEncryption

	Test Case Id
	OCSP-1.0-con-05

	Test Object
	Client/server

	Test Case Description
	Client generates request for a valid certificate. Client receives and processes a response with a “good” status signed with a signature algorithm other than sha1WithRSAEncryption 

	Specification Reference
	[OCSPMP] Chapters 5.1, 5.2, 5.3 and sections 5.5.1 and 5.5.2

	SCR Reference
	OCSP-C-001, OCSP-C-002, OCSP-C-005, OCSP-C-006, 0CSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP –C-028, OCSP-C-029, OCSP-C-030, OCSP-C-031, OCSP-C-033, OCSP-C-035, OCSP-C-037

OCSP-C-11a

	Tool
	None

	Test code
	None

	Preconditions
	· Equipment:

· 1 client/1 server

· State:

· Client trusts test root and has access to “valid” certificate

· Server configured with response signing key and associated certificate issued from test intermediate CA

· Both client and server have network connectivity. 

	Test Procedure
	1. Presented with the “valid” certificate, client determines URL of server based on OCSP AIA extension within it.

2. Client generates OCSPRequest and formats request into HTTP GET request, sends to server and waits for response

3. Upon receiving response signed with a signature algorithm other than sha1WithRSAEncryption,  a clients validates OCSPResponse and reports back a “good” response.  

	Pass-Criteria
	4. Client properly generates OCSPRequest
a. Uses SHA1 Algorithm

b. Does not truncate hash values

c. Should not contain a RequestorName field (this is an optional requirement)

d. Properly formats HTTP GET message (base64 and url-encoded)

5. Clients sends GET request to server specified in the OCSP AIA URL contained within the “valid” certificate. 

6. Client properly processes returned OCSPResponse from server

a. Parse/process incoming OCSPResponse
b. Verify md5WithRSAEncryption signature on response using certificate contained with OCSPResponse structure (delegation support)

c. Reports a “good” status. 


Change 2:  Update IOPPROC reference from Version 1.1 to Version 1.3
	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, OMA-IOP-Process-V1_3, http://www.openmobilealliance.org/


Change 3:  Fix the incorrect ERELD reference
	[ERELD]
	“Enabler Release Document for OCSP”, Open Mobile Alliance™, OMA-ERELD-OCSP-V1_0, http://www.openmobilealliance.org/


Change 4:  Fix typo (Charpter)
Global replace Charpter ( Chapter
Change 5:  Update Document Status

Update title page from Approved to Candidate status.  
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