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1 Reason for Contribution

The OCSP enabler has had limited formal testing. There have been ongoing attempts to test OCSP in-conjunction with DRM 2.0 as part of the OMA Test Fest programme. Although it is possible to test some aspects of OCSP using a DRM 2.0 client/server; it is necessary to understand some key points.

The purpose of this contribution is to provide a basic guideline on how to test the OCSP ETS using a DRM 2.0 server in conjunction with a DRM 2.0 client.
REVISION 01: Incorporated comments from Alex Deacon at Verisign regarding OCSP-1.0-int-02.
2 Summary of Contribution

Each OCSP ETS test case is identified and commented regarding it’s relevant to testing with DRM 2.0. In addition specific requirements for the Certificate Authority are noted. 

It assumed in this document that at a Test Fest the CA (and hence OCSP Responder) is remotely administered; i.e. there is no OCSP Responder “team” at the Test Fest.

The OCSP Client is a combination of both the DRM 2.0 Rights Issuer and DRM 2.0 Agent. At a test fest a DRM server team may be paired with a DRM client team to test as an OCSP Client.

3 Detailed Proposal

The test cases identified in this section refer to OMA-ETS-OCSP-Mobile-Profile-V1_0_20050913-A. Readers should note that this ETS is currently under revision (see OMA-IOP-BRO-2006-0031-OCSP-ETS-CR). In particular some test cases currently identified as Interoperability test cases are actually Conformance test cases; and hence are generally not testable in a Test Fest. The reason for this is that conformance test cases typically require either the OCSP Responder or OCSP Client to malfunction in order to test the other.

In general it is accepted that validating of the OCSP ETS Pass Criteria requires manual inspection of the generated OCSP Request and Response. This may be achieved by looking at DRM Server/Client logs or by using tools such as OpenSSL. 

	Test Case Id
	Title 
	Testable
	Comments

	OCSP-1.0-int-01
	Valid Certificate
	Yes
	Testable using ROAP 4-pass registration. The RI should not have an OCSP response cached for the device certificate.

	OCSP-1.0-int-02
	Revoked certificate
	Yes
	The CA must provide a mechanism to revoke issued certificates. It is convenient if the CA also allows certificates to be un-revoked. There are two approaches:
i) Obtain a second certificate that is immediately revoked. Use that certificated for just this test case.

ii) CA provides a mechanism to allow testers to revoke & un-revoke certificates in real time (1). 

(1) Verisign allows testers to revoke their own certificates; but these cannot be un-revoked except by the CA administrator. Alex Deacon (alex@verisign.com) at Verisign is their CA Administrator. He is willing to work closely with test fest participants to revoke or un-revoke your certificates. Make sure you contact Alex in advance if you plan to run this test case.

	OCSP-1.0-int-03
	Unknown certificate
	Yes
	The DRM Agent should be configured with a certificate that is not known to the CA. The CA may provide a number of “unknown” certificates. Alternatively it is suggested to use OpenSSL to generate an arbitrary certificate derived from the Device-CA.

	OCSP-1.0-int-04
	Valid certificate with unknown extensions
	No
	This is a conformance test case.

	OCSP-1.0-int-05
	Valid certificate with expired status
	No
	This is a conformance test case.

	OCSP-1.0-int-06
	Valid certificate but delayed response
	No
	This is a conformance test case

	OCSP-1.0-int-07
	Valid certificate containing a nonce
	No
	Not applicable to DRM V2. If there is a nonce in the request there must be a nonce in the response.

	OCSP-1.0-int-08
	Signed request for a valid certificate
	Optional
	OCSP-C-003a (signed requests) is an optional requirement. Although it is not mandatory that Rights Issuers support this test case some may.

	OCSP-1.0-int-09
	Generation of a request for a valid certificate with a nonce
	Yes
	It is convenient to test this at the same time as executing 4-pass Registration in DRM2.0-int-09 (Device Time Synchronization); i.e. the Device Time and the RI time are different. Then we can be sure that the RI will request a fresh OCSP nonce-based response.

	OCSP-1.0-int-10
	Nonce mismatch
	No
	This is a conformance test case

	OCSP-1.0-int-11
	Request with base64 and url encoded
	Optional
	This test case is testable if the Rights Issuer can generate Base64 encoded OCSP Requests greater than 255 characters in length. There are two suggested methods of generating a “long” OCSP request: 1) Sign the request; 2) Add a non-critical extension to the request containing a large value.

	OCSP-1.0-int-12
	Valid certificate via TLS
	Optional
	Testable if the RI supports HTTPS. Rights Issuers are not required to support this test case.

	OCSP-1.0-int-13
	Valid certificate not signed with sha1WithRSAEncryption
	No
	This is a conformance test case.


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Test Fest participants are encouraged to use this document as a guideline during OMA Test Fests.
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