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1 Reason for Contribution

This document is being submitted as a proposed first draft for the Client Side Content Screening Framework ETS. 
2 Summary of Contribution

The contribution proposes and outline and relevant tests for the CSCSF test specification. The outline is a proposal from member companies. 
3 Detailed Proposal

Previous Notes:
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In CSCSF the scan engine works (interacts) with the implementation of the CSCSF Enabler (the Enabler from now and on) through an interface (CSF-1) identified as one of the main elements to be tested in this ETS. This scan engine can be a piece of software (for example, an antiviruses software, a parser for HTML documents) that is requested for analising received content from the Enabler. 

For testing purposes the scan engine can be changed for a test tool, this is, instead software analising the content from the Enabler and returning the result of the scanning, the test tool will return the desired result matching the input content and the test case under execution. This test tool should also analyse the request from the Enabler implementation to check the process and the implementation is succesful in both ways:

1. The input content received in the Enabler triggers the scanning proccess depending on the content type (the request to the engine/test tool could be different if the content is an e-mail, a HTML document, an executable file, etc.).

2. The result of the scanning process (in fact, the result given by the test tool) must be understood by the Enabler which should take an action with the received content:

a. Do nothing if the content is correct;

b. Or request the scan engine (the test tool) for more information and (optionally) give the user the chance to abort or continue the process.

Evidently, the test tool acting as the scan engine does not have to effectively analyse the content; the returned result given to the Enabler can be configured for each test case. Finally, this test tool may generate a log file with the result of the perfomed tests for checking purposes.

1.1. Scanning process in pull method

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that a document (whatever be the type) is scanned in a proper way if it was received in a pull method.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

	SCR Reference
	CSCSF-CE

CSCSF-SE-

CSCSF-

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return a suitable result for the scanning process triggered by the implementation of the CSCSF Enabler for a given input content.It is highly recommended to have a log analyzer to log traffic between the Client and the PPG.

	Test Procedure
	1. A user decides to retrieve a document from the network (i.e. an e-mail from the e-mail server using the e-mail client in the terminal).

2. A user receives the document desired from the source.

3. The receiving enabler passes the document to the scan engine when it is received.

4. Terminal device MAY show an advice of scanning proccess (OPTIONAL)Send the push message to the Client and when the Client displays reception feedback of the push message, choose download push message.

	Pass-Criteria
	1. The receiving enabler (in the device) warns the end user that the document contains a threat for the client device.

2. Depending on the severity level of the threat included in the content, the terminal MAY give the user the chance to continue or to abort (OPTIONAL).

3. The Test tool log file MAY include information saying that the scanning process for the input content was succesful.


1.2. Scanning process in push method

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that a document (whatever be the type) is scanned in a proper way if it was received in a push method.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

	SCR Reference
	CSCSF-CE-

CSCSF-SE

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return a suitable result for the scanning process triggered by the implementation of the CSCSF Enabler for a given input content.

	Test Procedure
	1. A user receives a document from any source (from the network or from a local enviroment such as BlueTooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning proccess (OPTIONAL)Send the push message to the Client and when the Client displays reception feedback of the push message, choose download push message.

	Pass-Criteria
	1. The receiving enabler (in the device) warns the end user that the document contains a threat for the client device.

2. Depending on the severity level of the threat included in the content the terminal MAY give the user the chance to continue or to abort (OPTIONAL).

3. The Test tool log file MAY include information saying that the scanning process for the input content was successful.


2. Scanning different types of content

2.1. Scanning an HTML document

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that if a received HTML document contains a threat in it, the client will screen it in a proper way.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return an advice of threat for an HTML document as input. 

The content from the content source MUST be a HTML document.

	Test Procedure
	1. A user uses the browser enabler to access a particual Web page, or HTML document.

2. Browser retrieves the Web page.

3. Terminal device MAY show an advice of scanning proccess (OPTIONAL)

	Pass-Criteria
	1. Browser warns the end user that the HTML document may cause the terminal to misbehave.

2. The browser in the terminal MAY give the user the chance to continue or to abort (OPTIONAL).

3. The Test tool log file MAY include information saying that the scanning process for the input content was succesful.


2.2. Scanning an E-mail address

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that if a suspicious e-mail address addresses to a premium site the client will screen it in a proper way.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return an advice of threat for an e-mail address as input
The content from the content source MUST contain an e-mail address.

	Test Procedure
	1. A user wants to access to an e-mail using the e-mail client software.

2. The e-mail client passes the content to the scan engine for content before displaying.

3. Terminal device MAY show an advice of scanning process (OPTIONAL).

	Pass-Criteria
	1. Email client warns the end user that the message contains a threat or a link to a premium site.

2. The e-mail client in the terminal device MAY give the user the chance to continue or to abort (OPTIONAL).

3. The Test tool log file MAY include information saying that the scanning process for the input content was successful.


2.3. Scanning an URL address

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that if a suspicious URL address addressing to a malicious content is selected by the user, the client screens it in a proper way.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return an advice of threat for an URL address as input.
The content from the content source MUST contain an URL address.

	Test Procedure
	1. A user wants to access to an URL (via Web page, for example).

2. The browser enabler passes the URL to the scan engine before accessing the URL content.

3. Terminal device MAY show an advice of scanning process (OPTIONAL)-

	Pass-Criteria
	1. Browser warns the end user that the URL addresses to a premium site.

2. The browser of the terminal MAY give the user the chance to continue or to abort (OPTIONAL).

3. The Test tool log file MAY include information saying that the scanning process for the input content was successful.


2.4. Scanning a phone number

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that if a received phone number has a malicious intent, then the client screens it in a proper way.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal shall use content scanning functionality to detect and screen malicious content.

The test tool is previously set up (instead of the scan engine) and it is assumed that it returns always the suitable result for the scanning process triggered by the Enabler for the input content. It is highly recommended to have a log analyzer to log traffic between the Client and the PPG.

	Test Procedure
	1. TO BE COMPLETED Send the push message to the Client and when the Client displays reception feedback of the push message, choose download push message.

	Pass-Criteria
	1. TO BE COMPLETED


2.5. Scanning received text data

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that if a received text data document contains a threat in it the client will screen it in a proper way.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return an advice of threat for text data as input.
The content from the content source MUST be text data.

	Test Procedure
	1. A user receives a text data message from any source (from the network or from a local environment such as Bluetooth connection).

2. The receiving enabler passes the text data message to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning process (OPTIONAL)Send the push message to the Client and when the Client displays reception feedback of the push message, choose download push message.

	Pass-Criteria
	1. The receiving enabler (in the device) warns the end user that the text data contains a threat for the client device.

2. The receiving enabler (in the device) MAY give the user the chance to continue or to abort (OPTIONAL).

3. The Test tool log file MAY include information saying that the scanning process for the input content was successful.


2.6. Scanning any other type of document 

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that if a received document contains a threat in it the client will screen it in a proper way.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return an advice of threat for any type of document as input.
The content from the content source MAY be any type of document.

	Test Procedure
	1. A user receives a document (any type not checked before) from any source (from the network or from a local environment such as Bluetooth connection).
2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning process (OPTIONAL).Send the push message to the Client and when the Client displays reception feedback of the push message, choose download push message.

	Pass-Criteria
	1. The receiving enabler (in the device) warns the end user that the document contains a threat for the client device.

2. The receiving enabler (in the device) MAY give the user the chance to continue or to abort (OPTIONAL).

3. The Test tool log file MAY include information saying that the scanning process for the input content was successful.


3. Name of the detected threat is returned (OPTIONAL)

	Test Case ID
	

	Test Object
	Client device

	Test Case Description 

and Purpose
	Verify that if a received document contains a known threat in it the client will screen it in a proper way, and returns the name of it.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

CSCSF-SE-005

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return the name of a threat. 

	Test Procedure
	1. A user receives a document (any type) from any source (from the network or from a local environment such as Bluetooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning process (OPTIONAL)

	Pass-Criteria
	1. The receiving enabler (in the device) warns the end user that the document contains a threat for the client device.

2. The receiving enabler (in the device) shows the name of the threat to the user.

3. The receiving enabler (in the device) MAY give the user the chance to continue or to abort (OPTIONAL).

4. The Test tool log file MAY include information saying that the scanning process for the input content was successful and the name of the threat, that SHALL match the one showed to the user.


4. Severity level is returned after scanning (OPTIONAL)

4.1. Warning the user about a Low Severity Level

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Verify that if the Severity Level of the threat detected is Low, the client will request the user the option to process or not the content.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

CSCSF-SE-006

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return a low severity level warning. 

	Test procedure
	1. A user receives a document (any type) from any source (from the network or from a local environment such as Bluetooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning process 

	Pass -Criteria
	1. The receiving enabler (in the device) warns the end user that the document contains a threat for the client device.

2. The receiving enabler (in the device) shows the severity level of the threat, which SHALL be ‘LOW’.

3. The receiving enabler (in the device) MAY give the user the chance to continue or to abort.

4. The Test tool log file MAY include information saying that the scanning process for the input content was successful.


4.2. Warning the user and do not process the content if the Severity Level is Medium

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Verify that if the Severity Level of the threat detected is Medium, the client will not process the content and could request the user the option to remove or not the content.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

CSCSF-SE-006

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return medium severity level warning.

	Test procedure
	1. A user receives a document (any type) from any source (from the network or from a local environment such as Bluetooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning process.

	Pass -Criteria
	1. The receiving enabler (in the device) warns the end user that the document contains a threat for the client device.

2. The receiving enabler (in the device) shows the severity level of the threat, which SHALL be ‘MEDIUM’.

3. The receiving enabler (in the device) MAY give the user the chance to remove or not the content.

4. The Test tool log file MAY include information saying that the scanning process for the input content was successful.


4.3. Do not process the content and remove it automatically if the Severity Level is High

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Verify that if the Severity Level of the threat detected is High, the client will reomve automatically the content if stored.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-004

CSCSF-SE-003

CSCSF-SE-004

CSCSF-SE-006

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return a high severity level warning.

	Test procedure
	1. A user receives a document (any type) from any source (from the network or from a local enviroment such as BlueTooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning proccess (OPTIONAL)When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. The receiving enabler (in the device) warns the end user that the document contains a threat for the client device.

2. The receiving enabler (in the device) shows the severity level of the threat, which SHALL be ‘HIGH’.

3. The receiving enabler (in the device) MUST remove the content automatically.

4. The Test tool log file MAY include information saying that the scanning process for the input content was succesful.


5. Error in scanning proccess

5.1. Operation cancelled

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Check if the scan engine can cancel an operation of content scanning, whatever be the reason.

Verify that the client can retrieve and display (optional) the last error status from the scan engine.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

[CSCSF-TS] Section 5.2.1

[CSCSF-TS] Section 5.2.1.4

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-002

CSCSF-SE-003

CSCSF-SE-004

CSCSF-SE-007

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return the proper return code for “Cancelled operation”. 

	Test procedure
	1. A user receives a document (any type) from any source (from the network or from a local enviroment such as BlueTooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning proccess (OPTIONAL)Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. The receiving enabler (in the device) receives a cancelation of the scanning process.

2. The receiving enabler (in the device) shows the user the cancelation of the scanning process.

3. The receiving enabler (in the device) MAY give the user the chance to continue without scanning or to abort (OPTIONAL).

4. The Test tool log file MAY include information saying that the scanning process for the input content was cancelled.


5.2. Failed to access data

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Check if the scan engine can cancel an operation of content scanning if the scan engine fails to access data, and verify that the client can retrieve and display (optional) this error from the scan engine.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

[CSCSF-TS] Section 5.2.1

[CSCSF-TS] Section 5.2.1.4

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-002

CSCSF-SE-003

CSCSF-SE-004

CSCSF-SE-007

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return the proper return code for “Access data failed”. 

	Test procedure
	1. A user receives a document (any type) from any source (from the network or from a local enviroment such as BlueTooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning proccess (OPTIONAL)Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. The scan engine can not complete the scanning process.

2. The receiving enabler (in the device) MAY show the user a message with the failure indication of the scanning process.

3. The terminal MAY give the user the chance to continue without scanning or to abort (OPTIONAL).

4. The Test tool log file MAY include information saying that the scanning process for the input content failed accessing the data.


5.3. Invalid Input parameter

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Check if the scan engine can cancel an operation of content scanning, if the input parameters are wrong in the invocation, and vrify that the client can retrieved and display (optional) this type of error.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

[CSCSF-TS] Section 5.2.1

[CSCSF-TS] Section 5.2.1.4

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-002

CSCSF-SE-003

CSCSF-SE-004

CSCSF-SE-007

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return the proper return code for “Invalid input parameter”.

	Test procedure
	1. A user receives a document (any type) from any source (from the network or from a local enviroment such as BlueTooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning proccess (OPTIONAL)Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. The the device can not complete the scanning process

2. The receiving enabler (in the device) MAY show the user a message with the failure indication of the scanning process.

3. The receiving enabler (in the device) MAY give the user the chance to continue without scanning or to abort (OPTIONAL).

4. The Test tool log file MAY include information saying that an error occurred during the scanning process due to an invalid input parameter.


5.4. Insufficient resources

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Check if the scan engine can stop an operation of content scanning, if the reason is the lack of memory, and verify that the client can retrieved and display (optional) this error status from the scan engine.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

[CSCSF-TS] Section 5.2.1

[CSCSF-TS] Section 5.2.1.4

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-002

CSCSF-SE-003

CSCSF-SE-004

 CSCSF-SE-007

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return the proper return code for “Lack of resources”.

	Test procedure
	1. A user receives a document (any type) from any source (from the network or from a local enviroment such as BlueTooth connection).

2. The receiving enabler passes the document to the scanning engine when it is received.

3. Terminal device MAY show an advice of scanning proccess (OPTIONAL)Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. The device can not complete the scanning process.

2. The receiving enabler (in the device) MAY show the user a message with the lack of resources in the scanning process.

3. The receiving enabler (in the device) MAY give the user the chance to continue without scanning or to abort (OPTIONAL)

4. The Test tool log file MAY include information saying that an error occured during the scanning process due to the lack of resources.


5.5. Internal error

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Check if the scan engine can stop an operation of content scanning, if the reason is internal error, and verify that the client can retrieved and display (optional) this error status from the scan engine.

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

[CSCSF-TS] Section 5.2.1

[CSCSF-TS] Section 5.2.1.4

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-002

CSCSF-SE-003

CSCSF-SE-004

CSCSF-SE-007

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	OMA and non-OMA enablers residing in the mobile terminal SHALL use content scanning functionality to detect and screen malicious content.

The Test tool MUST be installed in the terminal and it SHALL interact with the CSCSF Enabler implementation acting as the Scan engine.

The Test tool SHALL be configured to return the proper return code for “Internal error”. 

	Test procedure
	1. A user receives a document (any type) from any source (from the network or from a local enviroment such as BlueTooth connection).

2. The receiving enabler passes the document to the scan engine when it is received.

3. Terminal device MAY show an advice of scanning proccess (OPTIONAL)Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. Client device cannot complete the scanning process.

2. The receiving enabler (in the device) MAY show the user a message with the internal error in the scanning process.

3. The receiving enabler (in the device) MAY give the user the chance to continue without scanning or to abort (OPTIONAL).

4. The Test tool log file MAY include information saying that an internal error occurred during the scanning process.


6. Testing Supporting Interfaces (OPTIONAL)

6.1. Virus Database Update Interface

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Verify that the scan engine can update the Virus Database if it is out of date and the process is triggered previously.

	Specification Reference
	[CSCSF-AD] Section 

[CSCSF-TS] Section 6.2.1

	SCR Reference
	

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	The implementation of the Virus Database allows the user to update it.

	Test procedure
	1. The terminal notifies the user that the virus database that is resident in the device is out of date (OPTIONAL).

2. The user has the chance to update the database (or to postpone the process).Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.

When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. The virus database is updated, and the terminal SHOULD notify it to the user.

2. The Test tool log file MAY include information saying that the virus database is succesfully updated.


6.2. Scan Engine Configuration Interface (SET method)

	Test Case ID
	

	Test Object
	Client device

	Test Case Description and Purpose
	Verify that the scan engine can be configured, and the user can change the value of a parameter as desired.

	Specification Reference
	[CSCSF-AD] Section 

[CSCSF-TS] Section 6.3.1

	SCR Reference
	

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	The implementation of the Scan Engine allows the user to configure it.

The user MAY change some values of the Scan Engine configuration.

	Test procedure
	1. The user wants to change a value of a Scan Engine parameter of the terminal device.

2. The user chooses the parameter and tries to set a value for it.Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. The Scan Engine changes succesfully the value of the parameter that the user selected.

2. The Test tool log file MAY include information saying that the pamameter configured in the scan engine is succesfully updated.


6.3. Scan Engine Configuration Interface (GET method)

	Test Case ID
	

	Test Object
	Client device

	Test Case Test Case Description and Purpose
	Verify that the scan engine can be configured, and the user can retrieve the value of a parameter that was set up.

	Specification Reference
	[CSCSF-AD] Section 

[CSCSF-TS] Section 6.3.2

	SCR Reference
	

	Tool
	CSCSF Test tool

	Test Code/Files
	None

	Preconditions
	The implementation of the Scan Engine allows the user to configurate it.

The user MAY retrieve some values of the Scan Engine configuration.

	Test procedure
	1. The user wants to know the value of a parameter from the Scan Engine of the terminal device.

2. The user chooses the parameter and tries to get its value.Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.When the Device connects to the PPG the Message that was waiting for the device is retrieved.

	Pass -Criteria
	1. The Scan Engine returns succesfully the value of the parameter that the user selected and the terminal shows it in a proper way.


>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is that IOP BRO use the contents of this input contribution as the contents for the draft CSCSF ETS. 
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