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1 Reason for Contribution

This input contribution is proposed to extend DRM 2.0 Interoperability tests cases by adding some tests regarding PDCF format.
This contribution only contains tests cases for streamable PDCF. 

2 Summary of Contribution

This contribution is composed of tests cards for PDCF streamable format. They should be added in a future version of the DRM 2.0 Interoperability tests cases.
3 Detailed Proposal

DRM-2.0-int-1: This test aims at testing one-track PDCF streaming, when SelectiveEncryption is set to 1, i.e. some packets are encrypted and other are unencrypted.
	Test Case ID
	DRM-2.0-int-1 

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test a one-track PDCF streamable packaging and rendering, SelectiveEncryption enabled 

	Specification Reference
	[DRMCF-v2.0] Section 7.2.1, 7.2.2

	SCR Reference
	[DRMCF-v2.0] DRM-CLI-DCF-25, DRM-CLI-DCF-28 

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent integrated with a player which is able to render streamable 3GP and PDCF files.

· One RI Server able to package streamable PDCF.

· A streaming server to stream the PDCF file

· Testing file

· An unprotected, one-track streamable 3GP file 

	Test Procedure
	1. The server packages the one-track 3GP audio file 

2. The user chooses a streamable track on the Content Portal

3. The user buys the licence to play the one-track protected 3GP

4. The user requests the streamable protected 3GP

	Pass-Criteria
	1. The Server is able to protect the one-track streamable 3GP file into PDCF file using AES128CTR encryption mode 

2. The Device retrieves a SDP file (the Selective Encryption is set to 1 and the Encryption Parameter is set to AES128CTR).

3. The DRM agent and the RI successfully complete a 2-pass ROAP and the RO is delivered to the DRM agent

4. The server delivers the RTP packets. The user is allowed to play the streamed track and the player is able to render it.


DRM-2.0-int-2: This test aims at testing one-track PDCF streaming, when SelectiveEncryption is set to 0 (ie every packet is encrypted) but the DRM agent receives some packets where the encryption indicator is “false”.

	Test Case ID
	DRM-2.0-int-2 

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test a one-track PDCF streamable packaging and rendering, SelectiveEncryption disabled (every packets are encrypted)

	Specification Reference
	[DRMCF-v2.0] Section 7.2.1, 7.2.2

	SCR Reference
	[DRMCF-v2.0] DRM-CLI-DCF-25, DRM-CLI-DCF-28

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent integrated with a player which is able to render streamable 3GP and PDCF file.

· One RI Server able to package streamable PDCF.

· A streaming server to stream the PDCF file

· Testing file

· An unprotected, one-track streamable 3GP file 

	Test Procedure
	1. The server packages the one-track 3GP audio file 

2. The user chooses a streamable track on the Content Portal

3. The user buys the licence to play the protected 3GP

4. The user requests the streamable protected 3GP

	Pass-Criteria
	1. The Server is able to protect the one-track streamable 3GP file into PDCF file using AES128CTR encryption mode 

2. The Devices retrieves an SDP file (the Selective Encryption is set to 0 and the Encryption Parameter is set to AES128CTR).

3. The DRM agent and the RI successfully complete a 2-pass ROAP and the RO is delivered to the DRM agent

4. The server delivers the RTP packets. The DRM agent discards the packets where the encryption indicator is “false”


DRM-2.0-int-3: This test aims at testing the attempt to use a one-track protected PDCF whereas the DRM agent has no licence associated to this track 

	Test Case ID
	DRM-2.0-int-3 

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test a one-track PDCF streamable packaging and rendering, no license for the track

	Specification Reference
	[DRMCF-v2.0] Section 7.2.2

	SCR Reference
	[DRMCF-v2.0]  DRM-CLI-DCF-25, DRM-CLI-DCF-27, DRM-CLI-DCF-28

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent integrated with a player which is able to render streamable 3GP and PDCF file.

· One RI Server able to package streamable PDCF.

· A streaming server to stream the PDCF file

· Testing file

· An unprotected, one-track streamable 3GP file 

	Test Procedure
	1. The server packages the one-track 3GP audio file 

2. The user chooses a streamable track on the Content Portal

3. The user requests the streamable protected 3GP

	Pass-Criteria
	1. The Server is able to protect the one-track streamable 3GP file into PDCF file using AES128CTR encryption mode 

2. The Devices retrieves an SDP file (the Selective Encryption is set to 1 and the Encryption Parameter is set to AES128CTR). The DRM agent realises that there is no license associated to the ContentID in the SDP file. It connects to the RightsIssuerURL in the SDF file to acquire a license. The DRM agent and the RI successfully perform a 2-pass RO acquisition protocol. 

3. The server delivers the RTP packets. The user is allowed to play the streamed track and the player is able to render it.


DRM-2.0-int-4: This test aims at testing multi-track PDCF streaming, when SelectiveEncryption is set to 1, i.e. some packets are encrypted and other are unencrypted.
	Test Case ID
	DRM-2.0-int-4 

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test a multi-track PDCF streamable packaging and rendering, SelectiveEncryption enabled 

	Specification Reference
	[DRMCF-v2.0] Section 7.2.1, 7.2.2

	SCR Reference
	[DRMCF-v2.0] DRM-CLI-DCF-25, DRM-CLI-DCF-28 

	Tools
	None

	Test Code
	None

	Preconditions
	· Equipment:

· One terminal with a DRM Agent integrated with a player which is able to render streamable 3GP and PDCF files.

· One RI Server able to package streamable PDCF.

· A streaming server to stream the PDCF file

· Testing file

· An unprotected, multi-track streamable 3GP file 

	Test Procedure
	5. The server packages the multi-track 3GP audio file 

6. The user chooses a streamable content on the Content Portal

7. The user buys the licence to play all tracks of the multi-track protected 3GP

8. The user requests the streamable protected 3GP

	Pass-Criteria
	5. The Server is able to protect the multi-track streamable 3GP file into PDCF file using AES128CTR encryption mode 

6. The Device retrieves a SDP file (the Selective Encryption is set to 1 and the Encryption Parameter is set to AES128CTR).

7. The DRM agent and the RI successfully complete a 2-pass ROAP and the RO is delivered to the DRM agent

8. The server delivers the RTP packets. The user is allowed to play the every streamed track and the player is able to render it.


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

n/a
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