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1 Reason for Contribution

Following up our initial feedback beginning of February 2006 (OMA-IOP-BRO-2006-0021-DRM-Client-Conformance-ETS-review) discussed at the OMA Paris meeting, we would like to share our additional review comments on the current “OMA-ETS-DRM-Conformance_Test_Client-V2_0-20060207-C” based on feedback from implementation perspective and beta testing so far.
Besides that we would like to encourage everybody to start thinking about new test cases beyond the 155 ones currently specified (“OMA-IOP-BRO-2006-0026R01-New-Test-Cases-DRM-Client-Conformance-ETS”).
CoreMedia suggests to follow the pragmatic approach of "test (tool) first", e.g. deciding about complex (new) functionality in the ongoing specification work (within the DLDRM group, e.g. SCE, SRM, BCAST 1.0 XBS, DRM 2.1 etc) which deserves a "reference implementation" way before the first TestFest could be scheduled.
2 Summary of Contribution

Shaping the DRM 2.x Client Conformance ETS.
3 Detailed Proposal

Conf Client review comments

(A) Test Case 86
This test case cannot fail. But it should.

DRM REL 2.0 spec says: If the timer attribute is invalid (0 is invalid), then the timed-count constraint will be handled in the same way as the count constraint.

With setting the timed-count constraint to 2 in this test case the device IS ALLOWED to use the content.
(B) New “positive” Test Case “00a”

We added a new positive test case that allows devices to register, download a DCF, acquire a RO and use the content just to make sure that the device will work in principle and doesn’t just succeed all other test cases by mistake (due to other error). 

Having this test case has been shown as being useful.

 (C) Test Case 63

“Invalid domain” should be named “unknown domain”. This is a well formed domain base name plus three-digit generation which happens to be unknown to the device, not a non-well-formed domain ID.
(D) Test Case 74

Typing error in Pass-criteria (“diplay”); should be “display”.
(E) Test Case 77a

The test explicitly mentions the DISPLAY permission. It would be either generalized to any content consumption or there should be additional test cases for PLAY and EXECUTE permissions.
 (F) Test Case 70

Preconditions: "... - GUID of RO is not in the <GUID> replay cache or <GUID> replay cache." must be replaced by "... - GUID of RO is not in the <GUID> replay cache or <GUID,RITS> replay cache."
Note the additional “RITS” parameter.

Client vendor evaluation comments

(A) replay cache size
Test Case 69 requires a fully filled replay cache. DRM Spec. 9.4.2 "It is RECOMMENDED that each replay cache is able to store at least 100 entries."

It seems to be impractical to do a test 100 times to try to fulfil the pass criteria.

One solution would be to set the client’s cache size to 1. But client vendors do not want to modify their production code to be able to run these tests. Therefore, we need some better solution.

 (B) ROAP extensions

Some tests (for example 10) require that certain ROAP extensions are NOT sent by the device.

Again, one solution would be modifying the clients to not send them but client vendors do not want to modify their production code. Another solution would be to ignore the sent extension on the server side but this could irritate clients which assume that they have sent an extension, the server otherwise MUST respond to. Therefore, this solution doesn’t look optimal either.

In any case, the test spec should clearly state in each applicable test case that an extension MUST be suppressed.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This contribution is for review by the groups. We recommend incorporating our comments in a new revision of the current DRM 2.0 Client Conformance ETS without introducing new test cases.

We propose to consider the introduction of new test cases after the official CoreMedia DRM Client Conformance Test Tool (CTT) acceptance in a following revision based on a solid gap analysis and other member input regarding useful but still missing test cases.
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