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1 Reason for Contribution

The purpose of this contribution is to define a minimum set of test cases that can be used 
a) 
 as a gating criteria for DRM 2.0 agents into OMA Test Fests.

This contribution is derived based on additional inputs from Viaccess and Core Media. 
2 Summary of Contribution

The contribution identifies test cases in the DRM Conformance Test Client ETS. The criteria for selecting these test cases is:

· Test cases that relate to Mandatory features

· Testing these cases will provide an adequate level of confidence that a DRM Agent will be able to execute the DRM Interoperability ETS. 

Specifically it should be noted this minimum set of test cases does not consider requirements related to Domains or 1-Pass RO Acquisition.

It should be noted that the Conformance test cases are mostly negative tests; and therefore there is no assurance that a DRM agent that passes these tests will be able to successfully execute the Interoperability tests.

3 Detailed Proposal

	Test Case ID(s)
	Test Case Title

	1a
	ROAP trigger with expired RI context

	5a, 5b, 5c
	Missing Status attribute in ROAP Response

	6a, 6b, 6c
	Status != Success in ROAP Response

	8a, 8b
	Invalid Signature in ROAP Response

	11a
	Invalid signature in certificate chain of ROAP resonse

	14a
	RI Trusted Anchor not in DRM Agent's Trusted Authorities

	16a, 16b
	OCSP Handling / Missing OCSP response in ROAP response

	18a
	OCSP Handling / Invalid signature in OCSP response

	23a
	OCSP Handling / Recovation Status OCSP response = 'revoked'

	30a
	Invalid Session ID in registration response

	32a
	Invalid Device ID in ROAP response; 2 pass RO acquisition and Join Domain.

	35a
	Missing Device Nonce in ROAP response

	38a
	Invalid RI ID in ROAP response

	39a
	DRM Time Synchronise Triggered by Reg. Response

	40a
	Install Device RO from RO Response; Invalid Signature

	
	

	48a
	Install Device RO from DCF; Invalid MAC element

	
	

	
	

	68a
	Replay protection – Stateful RO with RITS; In Replay cache

	74a
	Wrong permissions for an image object

	83a
	Instant Preview

	85a
	Erroneous Count Constraint

	86a
	Erroneous Timed-Count Constraint

	87a
	Erroneous Datetime Constraint

	88a
	Erroneous Interval Constraint

	89a
	Erroneous Accumulated Constraint

	90a
	Error in inheritance model: Reference to non-existing Parent rights object.


TOTAL: 31 Test Cases

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The SWG is recommended to review this contribution; and use it as the basis of a formal set of guidelines for “minimal” DRM 2.0 Conformance Test Tool execution.










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

