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1 Reason for Change

This CR is raised to resolve and improve the DRM 2.0 Interoperability ETS.
Revision 01:

· Added Change 07 (new test cases for Multiple PKIs)

· Updated PDCF test cases to apply to both 3GP and 3GP2 files.
· Added new PDCF test case “PDCF Super Distribution (Transaction Tracking)”
2 Impact on Backward Compatibility

None. This change does introduce new test cases, which will help to provide more comprehensive testing of DRM 2.0.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are requested to review this CR and agree the revised ETP.

6 Detailed Change Proposal

This section describes the changes. The exact changes are shown in the attached ETS document.

Change 1:   New Test Cases: PDCF
The ETS is updated to include test cases for PDCF and 3GP streaming. Section 4 (introduction) is updated to reflect the necessary changes to the test environment; i.e. the inclusion of a 3GP streaming server.

5 test cases are added for non-streamable PDCF:
· One-track PDCF with NULL encryption

· One-track encrypted PDCF

· Multi-track encrypted PDCF
· PDCF Super Distribution (Transaction Tracking)
· Multi-track PDCF with rights for only one track

5 test cases are added for streamable PDCF:

· One-track PDCF without selective encryption

· SDP initiated RO acquisition

· Multi-track PDCF

· Group RO for PDCF

· Domain RO in the PDCF
Some of the new PDCF test cases are derived from the input contributions from Viaccess: 

· OMA-IOP-BRO-2006-0033-DRM-2.0-non-streamable-PDCF--tests-cases
· OMA-IOP-BRO-2006-0054-DRM-2.0-streamable-PDCF-Tests-Cases


Change 2:  DRM-2.0-int-4

This test case is ambiguously named “Registration of a DRM Agent”. In fact, this test case tests both 4-pass registration, and 2-pass RO-Acquisition. The test case is renamed to “Registration and RO Acquisition”. Also the test case description is updated to explain the test more accurately.

Change 3:  User Confirmation Whitelist

In DRM 2.0 there is the concept of a User Confirmation Whitelist. This is a list of domain names (of Rights Issuers); for which the DRM Agent need never request user consent before connecting. Hence, in any test case where user consent is required, it is a pre-condition that the RI under test is not in the DRM Agent’s User Confirmation Whitelist. A pre-condition is added to numerous test cases:

The DRM Agent’s User Confirmation Whitelist contains no entry for this RI.
Test cases affected: int-4, int-5, int-6, int-8, int-33, int-37, int-45, int-46

Change 4:  DRM-2.0-int-5

The current test case “RO Acquisition with existing RI Context” completely duplicates the testing defined in test case DRM-2.0-int-4. It is literally exactly the same.

This CR proposes to change DRM-2.0-int-5 into a new and different test case. A simple scenario which is not otherwise explicitly tested in the ETS is the case when a DRM Agent re-registers with an RI. This scenario is interesting because it enables testing of the Peer Key Identifier and OCSP Caching mechanisms defined in the ROAP 4-pass protocol.

In the attachment DRM-2.0-int-5 is re-written, with the title: “Registration with existing RI Context”.

NOTE there is still some overlap in this test case with the functionality defined in DRM-2.0-int-9 (Device Time Synchronization). In that case however the initiation of re-registration is implicit rather than explicit.

Change 5:  User Consent for RO Acquisition

There is a problem in numerous test cases with respect to the requirement to request User Consent prior to the DRM Agent executing the 2-pass RO Acquisition protocol. All User Consent requirements are specified in DRM-DRM section 5.1.8. There is no requirement for a DRM Agent to ask for user consent prior to initiating RO acquisition.

The following test cases are updated, and the test step, and pass criteria are corrected:

DRM-2.0-int-4, DRM-2.0-int-9, DRM-2.0-int-37, DRM-2.0-int-38, DRM-2.0-int-41

Change 6:  DRM-2.0-int-11 – Stateful group rights

The test case DRM-2.0-int-11 is valid; but as it is currently defined does not acutely test the expected functionality. Currently the group rights object which is to be delivered for the group bound DCFs is stateless. Hence during consumption there is no way to be sure that the Group RO is in fact granting access to the group DCFs.

This CR proposes to change the Rights Object used in this test case to a stateful one (count=3). In this way, the pass criteria can more accurately determine that the DCFs “can be used in accordance with the associated RO”.
Change 7:  New Test Cases: Multiple PKIs

Three new test cases are added to test the likely scenario that DRM Agents and/or Rights Issuers may have certificates issued by more than one certificate authority. The test cases are.

· Device with two certificates

· RI with two certificates

· Device and RI each with two certificates

The execution of these test cases in a test fest will require the participation of two certificate authorities (e.g. Verisign and CMLA). Participating servers and clients will have to apply for certificates from both CAs.

Change 8:  DRM-2.0-int-19 – RO acquisition with TransactionID

The test case as currently defined requires 3 terminals (devices). It is not really necessary to have 3 terminals to test this functionality, and the requirement to have 3 terminals at a test event can be prohibitive for some vendors. 

In this CR the test case is re-written with equivalent functionality but requiring only 2 terminals (A and B).
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