Doc# OMA-Template-InputContribution-20060101-I.doc[image: image3.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-IOP-BRO-2006-0089-Proposed outline for CSCSF ETG
Input Contribution



Input Contribution

	Title:
	Proposed Outline for CSCSF ETG
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	IOP BRO

	Submission Date:
	6 June 2006

	Source:
	Nicola Vote, McAfee
+81 3 5428 1354

Nicola@mcafeemobile.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

This input proposes an outline for the Client Side Content Screening Framework Enabler Test Guidelines. 
2 Summary of Contribution

It is proposed that the IOP BRO review the contents and approve for incorporation into CSCSF ETG template.
3 Detailed Proposal

First proposed addition: 
4. Enabler Test Guidelines

The Client Side Content Screening Framework [CSCSF-TS] defines technical details of interfaces and interaction mechanism necessary for implementing the OMA Client Side Content Screening Framework to screen malicious content at the mobile terminal.  The specification addresses specific requirements enumerated in [CSCSF-RD] and adheres to the architecture described in [CSCSF-AD].  Internal mechanism of the content scanning entity (such as the scan engine, scanning rules, and updating of such engine and rules) are out of the scope of the work. 

The test requirements for this enabler are defined in the Enabler Test Requirements [CSCSF-RD] document which covers the mandatory and optional interfaces specified on the CSCSF specifications. The tests focus on the minimum requirements to ensure interoperability. The purpose of the test is to check that the CSCSF enabler can successfully make the API calls specified in the CSCSF TS, and can process the result. How the result is processed will depend on the defined specification of the CSCSF test harness. For example, a browser will process the result in a different way to an email client. For the purposes of simplicity, the browser as a reference CSCSF test harness, as it is assumed that the most common application that will implement CSCSF is the browser. 

To test the interoperability of the CSCSF application programming interface, a series of tests have been designed to simulate the expected functionality when a CSCSF enabler makes an API call to the CSCSF interface. The API call that the CSCSF enabler makes to the CSCSF interface will return the expected result and corresponding parameters. 

The CSCSF ETS describes tests that aim at validating the normal working behaviour of the CSCSF API call, as well as testing the error conditions. 
4.1 Minimal Test Configuration

The minimum test configuration is as follows:

· A test harness consisting of test samples and test contents

· A CSCSF enabler e.g. a browser application that has implemented functionality to make a CSCSF API call

· A scan engine emulator that provides the CSCSF interface

Second proposed addition:

5. Enabler Test Requirements

5.1 Test Infrastructure Requirements

CSCSF test harness consists of:

1. test contents (TC)

2. scan engine emulator (SEE) that CSCSF enabler interfaces via the CSCSF interface 
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Figure 1: Test Infrastructure Requirements for CSCSF
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Figure 2: Malicious and Benign Content Flow

The test contents include samples which are made up of document types (HTML, unknown, etc) that the scan engine would return expected results. Examples of expected results would be benign or malicious.

5.2 Enabler Execution Flow

(To be added) 

5.3 Test Content Requirements

It is expected that the ability of the scan engine to correctly flag content will be tested using test contents based on EICAR, which is the European Institute for Computer Anti-virus Research standard for test content. The EICAR samples can be accessed from www.eicar.org. EICAR samples emulate malicious content in different formats. 

The test content databases will include signature definitions that are used against a particular test content sample. The signature definitions will include 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that IOP BRO consider this input as the initial proposal for the CSCSF ETG document.
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