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1 Reason for Contribution

This input proposes an outline for the Client Side Content Screening Framework Enabler Test Guidelines. 

2 Summary of Contribution

It is proposed that the IOP BRO review the contents and approve for incorporation into CSCSF ETG template.

3 Detailed Proposal

First proposed addition: 

4.2 Minimal Participation Guidelines

A minimum of 3 Client and 3 Servers are needed to perform meaningful testing at an OMA Test Fest.

4.3 Minimal Pre-Test Guidelines

This section is intended as a guideline for teams participating in the Set-Up / Pre-Test day at an OMA Test Fest. It details a recommended set of test cases that the Trusted Zone require participating companies to perform during the Pre-Test Day. The order the tests are listed is only intended as advice to participating teams and not necessarily to indicate that the sequence of execution is mandatory.

The results of running the tests contained in this document are purely an indicator to the Trusted Zone of how well prepared for the Test Fest the teams involved in the Pre-Test Session are. These results will be considered across all Pre-Test Sessions that a team will perform during the Pre-Test Day, and will NOT be included in any Product Test Report or Enabler Test Report generated as a result of participation in the event. Participating Teams are requested to execute the test cases listed below. All test cases in the list are Mandatory and must be attempted, although the sequence of execution is not important. Participating teams should execute the Registration test first.
4.4.1 Content Types
	Test Case
	Test Case Description
	Test Area

	Section 2.1- Scanning an HTML document
	Verify that if a received HTML document contains a threat in it, the client will screen it in a proper way.
	CSF-Interface 1

	Section 2.2 - Scanning an E-mail address
	Verify that if a suspicious e-mail address addresses to a premium site the client will screen it in a proper way.
	CSF-Interface 1

	Section 2.3 - Scanning an URL address
	Verify that if a suspicious URL address addressing to a malicious content is selected by the user, the client screens it in a proper way.
	CSF-Interface 1

	Section 2.5 - Scanning received text data
	Verify that if a received text data document contains a threat in it the client will screen it in a proper way.
	CSF-Interface 1

	Section 2.6 - Scanning any other type of document
	Verify that if a received document contains a threat in it the client will screen it in a proper way.
	CSF-Interface 1


4.4.2 Error in Scanning Process
	Test Case
	Test Case Description
	Test Area

	Section 5.1-Operation cancelled
	Check if the scan engine can cancel an operation of content scanning, whatever be the reason, and verify that the client can retrieve and display (optional) this error from the scan engine.
	CSF-Interface 7

	Section 5.2 - Failed to access data
	Check if the scan engine can cancel an operation of content scanning if the scan engine fails to access data, and verify that the client can retrieve and display (optional) this error from the scan engine.
	CSF-Interface 7

	Section 5.3 - Invalid Input parameter
	Check if the scan engine can cancel an operation of content scanning, if the input parameters are wrong in the invocation, and vrify that the client can retrieved and display (optional) this type of error.
	CSF-Interface 7

	Section 5.4 - Insufficient resources
	Check if the scan engine can stop an operation of content scanning, if the reason is the lack of memory, and verify that the client can retrieved and display (optional) this error status from the scan engine.
	CSF-Interface 7

	Section 5.5 - Internal error
	Check if the scan engine can stop an operation of content scanning, if the reason is internal error, and verify that the client can retrieved and display (optional) this error status from the scan engine.
	CSF-Interface 7


Test Limitations

5.4.1 Physical

Describe any physical limitations that will constrain testing. 
None
5.4.2 Resources

Describe any limitations, either human, machine or software availability, that will impact or restrict testing. 

A limitation will be the ability of the Scan Engine in updating the virus database with enough frequency. No matter at all that fact in the test cases described in Section 4.1, but this ability MUST be needed in the normal performance and SHOULD be checked within the test fest in order to be sure that the scan engine has the newest information about threats.
5.5 Test Restrictions

Describe any restrictions placed on testing by OMA or any other appropriate body.
The test content MUST include any type of threat known by the Scan Engine. That means that the Scan Engine has to be set up previously with the information about the threat (no matter in which content type will be included), in order to be able to screen it. Relaised that no information about the threat means no action in the interface. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that IOP BRO consider this proposal as text to be included in the current version of the CSCSF ETG document.
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