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 1: Major Change
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	Source:
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	Replaces:
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Reason for Change
Test cases included in OMA-ETS-DL-OTA-V2_0-20060613-D don’t cover all requirements of DLOTA 2.0 Enabler Test Requirement so this change request proposes two new test cases related with use of the WAP TLS profiles (mandatory and optional cipher suites) to be included in OMA-ETS-DL-OTA-V2_0-20060613-D. 
Note that proposed changes are interoperability test cases and they do not exist in OMA-ETS-DL-OTA-V2_0-20060613-D; that’s the reason why no section of the OMA-ETS-DL-OTA-V2_0-20060613-D is specified in the Detailed Change Proposal.
Impact on Backward Compatibility

N/A

Impact on Other Specifications

N/A

Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

IOP review and approval.

Detailed Change Proposal

>>>>>>>>>>>> New proposed section >>>>>>>>>>>>

WAP TLS Profile (Mandatory cipher suite)
	Test Case Id
	DL-OTA-2.0-int-XXXX

	Test Object
	Client and Server

	Test Case Description
	Verify whether the Download Descriptors and Media Object ciphered by the Server (using WAP TLS Profile mandatory cipher suites) are downloaded and installed (optional) properly. 

	Specification Reference
	[DLOTAv2-TS] Chapter 8.4

	SCR Reference
	DLOTA-C-056 (M)

	Tool
	

	Test code
	

	Preconditions
	· DownloadNotifyURI is included in the Download Descriptor for sending the Server the Download Notification.

· The Client and Server MUST support Server authentication.

· A TLS tunnel MUST be established by the Client using a HTTP CONNECT method.

· A TLS connection MUST be established with a TLS message exchange prior the Media Object is requested. 
· The Download Server MUST implement the following cipher suites in coding the Download Descriptor and the Media Object:

       TLS_RSA_WITH_3DES_EDE_CBC_SHA.
· The Download Agent MUST implement the following cipher suites:

       TLS_RSA_WITH_3DES_EDE_CBC_SHA.
Note: As a TLS connection is used for Server Authentication, the authenticated download must also be confidentiality and integrity protected.


	Test Procedure
	1. The User decides to retrieve a Media Object using the Download Agent. 

The Download Agent begins to retrieve the Media Object, if there is enough memory available.

2. User verifies that the Media Object is successfully retrieved.

	Pass-Criteria
	3. The Server receives the request and sends the Download Descriptor and afterwards the Media  Object.

4. The Download Completion Notification is recevied in the Server.

The Download Agent is able to run and/or install the Media Object downloaded  ciphered by the Server using the TLS profile configured.


WAP TLS Profile (Optional cipher suite)

	Test Case Id
	DL-OTA-2.0-int-XXXX

	Test Object
	Client and Server

	Test Case Description
	Verify whether the Download Descriptors and Media Object ciphered by the Server (using WAP TLS Profile optional cipher suites) are downloaded and installed (optional) properly

	Specification Reference
	[DLOTAv2-TS] Chapter 8.4

	SCR Reference
	DLOTA-C-057 (M)

	Tool
	

	Test code
	

	· Preconditions
	· DownloadNotifyURI is included in the Download Descriptor for sending the Server the Download Notification.

· The Download Descriptor and the Media Object are co-delivered.
· The Client and Server MUST support Server authentication.

· A TLS tunnel MUST be established by the client using a HTTP CONNECT method.

· A TLS connection MUST be established with a TLS message exchange prior the Media Object was requested.

· The Download Server MUST implement the following cipher suites in coding the Download Descriptor and the Media Object:
·        TLS_RSA_WITH_AES_128_CBC_SHA [RFC3268].
· The Download Server SHOULD implement the following cipher suites:

       TLS_RSA_WITH_AES_128_CBC_SHA [RFC3268].
Note: As a TLS connection is used for Server Authentication, the authenticated download must also be confidentiality and integrity protected.



	Test Procedure
	5. The User decides to retrieve a Media Object using the Download Agent. 

The Download Agent begins to retrieve the Media Object, if there is enough memory available.

User verifies that the Media Object is successfully retrieved.

	Pass-Criteria
	6. The Server receives the request and sends the Download Descriptor and afterwards the Media  Object.

7. The Download Completion Notification is recevied in the Server.

The Download Agent is able to run and/or install the Media Object downloaded  ciphered by the Server using the configured TLS profile..











NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

