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1 Reason for Change

Some test cases in the ETS lack description. A proposed description is provided in order to move the ETS towards completeness.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the CR.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

(6.4.2) Server authentication

	Test Case Id
	DL-OTA-2.0-int-number

	Test Object
	Client and Server

	Test Case Description
	Verify whether Server Authentication is executed properly

This is done by first adding the server Certificate in the client, then connecting to the server using HTTPS in the URI used, in order to indicate that TLS should be used for the connection.

	Specification Reference
	[DLOTAv2-TS] Chapter 8.2 

	SCR Reference
	DLOTA-C-053 (M)

DLOTA-S-034 (M)

	Tool
	none

	Test code
	none

	Preconditions
	· The Server must accept the https:// prefix as a means to set up a TLS connection
· The Server certificate is downloaded into the client before the test case is executed.

	Test Procedure
	1. The User selects a URI that points to a download descriptor in a download server and uses https:// as a prefix in order to use TLS
2. The Download server sets up a TLS connection and delivers the download descriptor to the client. 

The Media Object is downloaded 

	Pass-Criteria
	3. The server sets up a TLS connection

The Download transaction is performed in full over this connection


Table 69:Server authentication Interoperability Test
Change 2:  Another change

(6.4.3) Confidentiality Protection

Proposal: delete this test case! It is tested by the next test case (SCRs added there). A test of these SCRs would overlap the tests done in the next test case.
	Test Case Id
	DL-OTA-2.0-int-number

	Test Object
	Client and Server

	Test Case Description
	Verify whether confidentiality protection is processed properly

This is done by attemting to ….

	Specification Reference
	[DLOTAv2-TS] Chapter 8, 8.4 

	SCR Reference
	DLOTA-C-056 (M)

DLOTA-S-036 (M)

	Tool
	none

	Test code
	none

	Preconditions
	The Server ….

	Test Procedure
	Client tries to …

	Pass-Criteria
	Client is able to….


Table 70:Confidentiality Protection Interoperability Test
Change 3:  Etc

(6.4.4) WAP TLS Profile (Mandatory Cipher Suites)

	Test Case Id
	DL-OTA-2.0-int-XXXX

	Test Object
	Client and Server

	Test Case Description
	Verify whether the Download Descriptors and Media Object ciphered by the Server (using WAP TLS Profile mandatory cipher suites) are downloaded and installed (optional) properly. 

	Specification Reference
	[DLOTAv2-TS] Chapter 8.4

	SCR Reference
	DLOTA-C-056 (M)

DLOTA-C-057 (M), 
DLOTA-C-058 (M)
DLOTA-S-036 (M),

DLOTA-S-037 (M), 
DLOTA-S-038 (M)

	Tool
	

	Test code
	

	Preconditions
	· DownloadNotifyURI is included in the Download Descriptor for sending the Server the Download Notification.

· The Client and Server MUST support Server authentication.

· A TLS tunnel MUST be established by the Client using a HTTP CONNECT method.

· A TLS connection MUST be established with a TLS message exchange prior the Media Object is requested. 
· The Download Server MUST implement the following cipher suites in coding the Download Descriptor and the Media Object:

       TLS_RSA_WITH_3DES_EDE_CBC_SHA.
· The Download Agent MUST implement the following cipher suites:

       TLS_RSA_WITH_3DES_EDE_CBC_SHA.
Note: As a TLS connection is used for Server Authentication, the authenticated download must also be confidentiality and integrity protected.

	Test Procedure
	4. The User decides to retrieve a Media Object using the Download Agent. 

The Download Agent begins to retrieve the Media Object, if there is enough memory available.

User verifies that the Media Object is successfully retrieved.

	Pass-Criteria
	5. The Server receives the request and sends the Download Descriptor and afterwards the Media  Object.

The Download Completion Notification is received in the Server.

The Download Agent is able to run and/or install the Media Object downloaded  ciphered by the Server using the TLS profile configured.


Table 71:WAP TLS Profile (Mandatory Cipher Suites) Interoperability Test
Change 4:   etc

(6.4.5) WAP TLS Profile (Optional Cipher Suites)

	Test Case Id
	DL-OTA-2.0-int-XXXX

	Test Object
	Client and Server

	Test Case Description
	Verify whether the Download Descriptors and Media Object ciphered by the Server (using WAP TLS Profile optional cipher suites) are downloaded and installed (optional) properly

	Specification Reference
	[DLOTAv2-TS] Chapter 8.4

	SCR Reference
	DLOTA-C-059 (O)
DLOTA-S-038 (M)

	Tool
	

	Test code
	

	Preconditions
	· DownloadNotifyURI is included in the Download Descriptor for sending the Server the Download Notification.

· 
· The Client and Server MUST support Server authentication.

· A TLS tunnel MUST be established by the client using a HTTP CONNECT method.

· A TLS connection MUST be established with a TLS message exchange prior the Media Object was requested.

· The Download Server MUST implement the following cipher suites in coding the Download Descriptor and the Media Object:

       TLS_RSA_WITH_AES_128_CBC_SHA [RFC3268].
· The Download Server SHOULD implement the following cipher suites:

       TLS_RSA_WITH_AES_128_CBC_SHA [RFC3268].
Note: As a TLS connection is used for Server Authentication, the authenticated download must also be confidentiality and integrity protected.

	Test Procedure
	6. The User decides to retrieve a Media Object using the Download Agent. 

The Download Agent begins to retrieve the Media Object, if there is enough memory available.

User verifies that the Media Object is successfully retrieved.

	Pass-Criteria
	7. The Server receives the request and sends the Download Descriptor and afterwards the Media  Object.

The Download Completion Notification is received in the Server.

The Download Agent is able to run and/or install the Media Object downloaded ciphered by the Server using the configured TLS profile.


Table 71:WAP TLS Profile (Optional Cipher Suites) Interoperability Test
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