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1 Reason for Change

This CR is raised to resolve bugs in the candidate DRM 2.0 Interoperability ETS. The problems being resolved in this CR were reported to IOP-BRO after the previous IOP ETS reached candidate. Additional errors were and clarifications during the recent Test Fest 16.  In particular this CR will resolve DRM 2.0 Problem Reports:

· PR0027 – Test int-56 requires selectiveEncryption to be 0
· PR0030 – Test case DRM-2.0-int-15 needs to clarify meaning of 'single RO for multipart DCF.
2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are requested to review this CR and agree the revised ETS.

6 Detailed Change Proposal

This section describes the changes. The exact changes are shown in the attached ETS document.

Change 1:  DRM-2.0-int-8 "1-pass RO Acquisition without existing RI Context" 

The first precondition should state "no RI context with the RI server..."; not "no valid RI context with....". The outcome of the test could be different if the RI context has simply expired. In the case of expired RI Contexts the DRM Agent may initiate ROAP 4-Pass registration to renew the RI Context. This is not the purpose of this test.

Change 2:  DRM-2.0-int-15 "Single RO for Multipart DCF"

This change is the resolution to PR0030. PR Text is:

“An issue came up during TestFest 16 where a client and a server had a disagreement on what 'single RO' for a multipart DCF means. The client team maintained 'single RO' refers to a single 'protectedRO' node, with multiple assets to give rights for each content object in the DCF. The server team argued that 'single RO' could also mean a single roResponse node, but it could contain multiple 'protectedRO' nodes. 

However, a single roResponse with multiple protectedRO's is a distinctly different case than a single protectedRO with multiple assets. 

Test case DRM-2.0-int-15 should be updated to specify which one of these cases is meant.  Whichever one is decided, a second test case could be added which tests the other scenario.”
In response to the PR: The ETS precondition states “an RO” which is singular. An ROResponse is not a Rights Object. The term Rights Object is used in the specification to refer to either:

· A Protected RO

· An <asset> <permission> pair granting access to content.

It is clear that the intention of the specification refers to a multi-asset RO. We can agree that there should be a test case for an ROResponse containing multiple ROs.

This CR proposes to clarify that the pre-condition refers to a multi-asset RO. No new test cases will be added by this CR, so it is proposed to defer the inclusion of new test cases until the DRM 2.1 IOP ETS.

Change 3:  DRM-2.0-int-54 "RI with two certificates"

BAC-DLDRM had agreed a "Bug Fix" to DRM 2.0 that will invalidate this test case. Currently the test case has the precondition that:
"The Rights Issuer has two RI certificate chains; and two device trust anchors. Each certificate chain is issued by a different certificate authority and they each have a unique subjectPublicKeyInfo."
According to the bug fix (which is important for security reasons) a Rights Issuer MUST use the same key pair between different trust models; hence the precondition is rewritten:
"The Rights Issuer has two RI certificate chains; and two device trust anchors. Each certificate chain is issued by a different certificate authority but they have the same subjectPublicKeyInfo."
 The relevant DRM 2.0 CR is: OMA-DLDRM-2006-0288R01-CR_Support_for_multiple_PKIs
Change 4:  DRM-2.0-int-55 "Device and RI each with two certificates"

As per the previous change, the same problem with respect to the RI Key pair exists as described for int-54 test case.  The change in RI Public Key interpretation essentially makes int-55 a duplicate of int-53 and int-54. Therefore this CR proposes a different test case to test more interesting functionality.

The new test case is:

Title: “Certificate chains from different trust models”

Description:  " Tests the capability of the ROAP protocol to allow registration in the case that the RI and Device have certificates from different trust models, but do trust the “other” trust model. Essentially Device has a certificate chain from PKI_A and additionally trusts PKI_B, RI has chain from PKI_B and additionally trusts PKI_A. The RI and Device should be able to trust each other even though they have certificate chains from different trust authorities. "
Change 5:  DRM-2.0-int-56 "One-track PDCF with NULL encryption"

This change is the resolution to PR0027. PR Text is: “PDCF-Spec requires selectiveEncryption to be true (1). IOP test int-56 however require to set it to false (0).  This is a conflict.”
The PR is correct and test case is wrong.  OMA-TS-DRM-DCF-V2_0-20060303-A section 7.1.3.2 "Access Unit Format" describes the OMADRMAUFormatBox and states: 

"SelectiveEncryption : Describes the use of Selective Encryption. This bit should be set to 1 in this version of the specification."

The primary purpose of the test case is to test PDCF with NULL encryption. Therefore the SelectiveEncryption indicator is not important to the outcome of the test. Therefore this CR recommends removing the test pre-condition relating to selective encryption.

Change 6:  DRM-2.0-int-63 "One track PDCF without selective encryption"

As per the change to int-56 this test case should be updated to mandate that selective encryption must be enabled. It is expected in PDCF Streaming that Selective Encryption is always enabled.  Refer to OMA-DLDRM-2006-0429-CR_PDCF_odaf_default_values_and_Selective_Encryption
This CR proposes to update the test case to remove the references to selective encryption.
Title: “One track Streaming PDCF”

Description: “To test packaging, streaming and rendering of a one-track PDCF”

Change 7:  DRM-2.0-int-64 "Domain RO in PDCF" and int-65 “Group RO for PDCF”

The test cases int-64 and int-65 are intended to test the ability of PDCF to support the OMA DRM Domains and Groups features. The current test cases are written and included in the Streamable PDCF part of the test specification. We have realised that OMA DRM 2.0 PDCF does not support these features in the streaming session. Therefore these test cases should be moved to the non-streamable PDCF test cases. 

The test cases are now int-61 and int-62. They are identical except they apply to non-streamable PDCF rather than streaming PDCF.
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