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1 Reason for Change

The changes here reflect comments sent to the OMA reflector or to the IOP CSCSF Champion directly. The changes are clerical, and intended to clarify any inconsistencies, unclear statements or incomplete sections. 
If the changes are not approved, inconsistencies will remain and may cause confusion among readers. 
2 Impact on Backward Compatibility

There is no impact on backwards compatibility. 
3 Impact on Other Specifications

Wording changes are made to align with wording in OMA Client Side Content Screening Framework Enabler Test Guidelines (OMA-ETG-Client_Side_CS_FW-V1_0_0-20061221-D). A separate change request is submitted for the ETG, but should be considered at the same time as this CR. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The changes are considered with CR XX and approved for inclusion in OMA-ETS-Client_Side_CS_FW-V1_0_0-20061218-D
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change
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Change 2:  Another change
3.2 Definitions

	For the purposes of this document, the terms and definitions given in [OMA-DICT] apply and the following also apply:
Client Side Content Screening
Content screening performed at the mobile terminal.
Client Side Content Screening Framework
An abstract conceptual structure used as the basis for constructing interaction model between OMA/non-OMA enablers and content scanning functionality through a set of interfaces with the ultimate goal of bringing forth content screening capability to the mobile terminal.
Content 
Data or code delivered to an end-user and/or end-user’s terminal.
Content Scanning

The actual operation of looking at the data to determine whether it is a potential candidate for screening and level of severity if found to be as such.  What this operation consist of would vary according to how content scanning functionality is implemented and falls outside the scope of this document.
Content Scanning Functionality
Content scanning performed for OMA/non-OMA enabler wishing to determine whether a content under consideration is undesirable or not.  This performance is accessed by a set of interfaces specified by the content screening framework.
Content Screening
The act of protecting an end-user and/or end-user’s terminal from undesirable content by blocking access to the said content.  This act may be in the form of warning message, confirmation of deletion, notification of deletion, silent deletion without notification, etc.  Exact detail would vary according to severity level reported, I/O capability of mobile terminal, user preferences, etc.
Mobile Terminal
A device that receives content as part of its normal running operation.
Scan Engine
Component of client side content screening framework that performs content scanning service to OMA/non-OMA enablers related to end-user content delivery and/or processing.
Scan Engine Emulator

A reference implementation designed to provide an application programming interface for a Client Side Content Screening Enabler to interface with for the purpose of conducting the conformance test cases specified in the OMA Client Side Content Screening Enabler Test Specification [ETS_Client_Side_CS_FW].
Screening Action

The act of blocking an undesirable content (see ‘Content Screening’).


	

	
	


Change 3:  Another change
4. Client Side CS FW Conformance Test Cases

4.2 CSCSF-1.0-con001-Invoking the CSFScanData (CSF-1) to scan content

	Test Case ID
	CSCSF-1.0-con001-Invoking the CSFScanData (CSF-1) to scan content

	Test Object
	CSCSF invoker e.g. OMA enabler 

	Test Case Description 

And Purpose
	Verify that the CSCSF invoker can call CSFScanData interface to scan content. 

	Specification Reference
	[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001
CSCSF-CE-003

CSCSF-SE-001

CSCSF-SE-004

	Tool
	CSCSF test harness, Scan Engine Emulator

	Test Code/Files
	Valid test document

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect test content flagged as benign. The invoker SHALL select benign flagged test content for passing to through the interface.    

	Test Procedure
	1. The CSCSF invoker passes a valid test document, which is flagged as benign, through the interface. 
2. The interface returns a status code and scan result

	Pass-Criteria
	1. The status code is 0, and the scan result is 0. 


Table 1: Test Information for Invoking the CSFScanData (CSF-1) to scan content test case
4.3 CSCSF-1.0-con002-Invoking the CSFScanData (CSF-1) to scan content of unknown type

	Test Case ID
	CSCSF-1.0-con001-Invoking the CSFScanData (CSF-1) to scan content of unknown type

	Test Object
	CSCSF invoker e.g. OMA enabler 

	Test Case Description 

And Purpose
	Verify that the CSCSF invoker can call CSFScanData interface to scan content and receive the result.  

	Specification Reference
	 [CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001
CSCSF-CE-003

CSCSF-SE-001

CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF test harness, Scan Engine Emulator

	Test Code/Files
	Valid test document flagged as benign

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect test content flagged as benign. The invoker SHALL select benign flagged test content of unknown type for passing to through the interface.    

	Test Procedure
	1. The CSCSF invoker passes a valid test document, which is flagged as benign, through the interface. The CSCSF invoker sets the content type as 0. 
2. The interface returns a status code and scan result

	Pass-Criteria
	2. The status code is 0, and the scan result is 0. 


Table 2: Test Information for Invoking the CSFScanData (CSF-1) to scan content of unknown type
4.4 CSCSF-1.0-con003-Invoking the CSFScanData (CSF-1) to scan a HTML document that is benign
	Test Case ID
	CSCSF-1.0-con002-Invoking the CSFScanData (CSF-1) to scan an HTML document that is benign

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid HTML document that is flagged as benign

	Specification Reference
	 [CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001

CSCSF-SE-003

CSCSF-SE-004

	Tool
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect HTML test content. The invoker SHALL select benign flagged content for passing through to the interface.

	Test Code/Files
	Valid HTML test content, flagged as benign

	Preconditions
	

	Test Procedure
	1. The CSCSF invoker passes a valid HTML test content, which is flagged as benign, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.     The status code is 0, and the scan result is 0. 


Table 3: Test Information for invoking the CSFScanData (CSF-1) to scan a HTML document that is benign
4.5 CSCSF-1.0-con004-Invoking the CSFScanData (CSF-1) to scan a HTML document that is flagged malicious

	Test Case ID
	CSCSF-1.0-con004-Invoking the CSFScanData (CSF-1) to scan an HTML document that is malicious

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid HTML document that is flagged as malicious, and receive the returning code. 

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF invoker, scan engine enabler, test harness

	Test Code/Files
	Valid HTML test content flagged as malicious 

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect HTML test content. The invoker SHALL select malicious flagged content for passing through to the interface.

	Test Procedure
	1. The CSCSF invoker passes a valid HTML test content, which is flagged as malicious, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.  Status code is 0, and scan result is 1. 


Table 4: Test Information for invoking the CSFScanData (CSF-1) to scan a HTML document that is flagged malicious
4.6 CSCSF-1.0-con005-Invoking the CSFScanData (CSF-1) to scan a URL that is benign
	Test Case ID
	CSCSF-1.0-con005-Invoking the CSFScanData (CSF-1) to scan a URL that is benign

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid URL that is flagged as benign

	Specification Reference
	 [CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect HTML test content. The invoker SHALL select benign flagged content for passing through to the interface.

	Test Code/Files
	Valid URL test content flagged as benign

	Preconditions
	

	Test Procedure
	1. The CSCSF invoker passes a valid URL test content, which is flagged as benign, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.     The status code is 0, and the scan result is 0. 


Table 5: Test Information for invoking the CSFScanData (CSF-1) to scan a URL that is benign
4.7 CSCSF-1.0-con006-Invoking the CSFScanData (CSF-1) to scan a URL that is flagged malicious

	Test Case ID
	CSCSF-1.0-con006-Invoking the CSFScanData (CSF-1) to scan a URL that is malicious

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid URL that is flagged as malicious, and receive the returning code. 

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001

CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF invoker, scan engine enabler, test harness

	Test Code/Files
	Valid URL test content flagged as malicious

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect URL test content. The invoker SHALL select malicious flagged content for passing through to the interface.

	Test Procedure
	1. The CSCSF invoker passes a valid URL test content, which is flagged as malicious, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.  Status code is 0, and scan result is 1. 


Table 6: Test Information for invoking the CSFScanData (CSF-1) to scan a URL that is malicious
4.8 CSCSF-1.0-con007-Invoking the CSFScanData (CSF-1) to scan an email that is benign
	Test Case ID
	CSCSF-1.0-con007-Invoking the CSFScanData (CSF-1) to scan an email that is benign

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid email that is flagged as benign

	Specification Reference
	 [CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001
CSCSF-CE-003

CSCSF-SE-001

CSCSF-SE-003

CSCSF-SE-004

	Tool
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect email test content. The invoker SHALL select benign flagged content for passing through to the interface.

	Test Code/Files
	Valid email test content flagged as benign 

	Preconditions
	

	Test Procedure
	1. The CSCSF invoker passes a valid email test content, which is flagged as benign, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.     The status code is 0, and the scan result is 0. 


Table 7: Test Information for invoking the CSFScanData (CSF-1) to scan an email that is benign
4.9 CSCSF-1.0-con008-Invoking the CSFScanData (CSF-1) to scan an email that is flagged malicious

	Test Case ID
	CSCSF-1.0-con008-Invoking the CSFScanData (CSF-1) to scan an email that is malicious

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid email that is flagged as malicious, and receive the returning code. 

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF invoker, scan engine enabler, test harness

	Test Code/Files
	Valid email test content flagged as malicious 

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect email test content. The invoker SHALL select malicious flagged content for passing through to the interface.

	Test Procedure
	1. The CSCSF invoker passes a valid email test content, which is flagged as malicious, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.  Status code is 0, and scan result is 1. 


Table 8: Test Information for invoking the CSFScanData (CSF-1) to scan an email that is flagged malicious
4.10 CSCSF-1.0-con009-Invoking the CSFScanData (CSF-1) to scan a phone number that is benign
	Test Case ID
	CSCSF-1.0-con007-Invoking the CSFScanData (CSF-1) to scan a phone number that is benign

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid phone number that is flagged as benign

	Specification Reference
	 [CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect phone test content. The invoker SHALL select benign flagged content for passing through to the interface.

	Test Code/Files
	Valid phone number test content flagged as benign

	Preconditions
	

	Test Procedure
	1. The CSCSF invoker passes a valid phone number test content, which is flagged as benign, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.     The status code is 0, and the scan result is 0. 


Table 9: Test information for invoking the CSFScanData (CSF-1) to scan a phone number that is benign
4.11 CSCSF-1.0-con0010-Invoking the CSFScanData (CSF-1) to scan a phone number that is flagged malicious

	Test Case ID
	CSCSF-1.0-con008-Invoking the CSFScanData (CSF-1) to scan a phone number that is malicious

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid phone number that is flagged as malicious, and receive the returning code. 

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF invoker, scan engine enabler, test harness

	Test Code/Files
	Valid phone number test content flagged as malicious 

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect phone number test content. The invoker SHALL select malicious flagged content for passing through to the interface.

	Test Procedure
	1. The CSCSF invoker passes a valid phone number test content, which is flagged as malicious, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.  Status code is 0, and scan result is 1. 


Table 10: Test information for invoking the CSFScanData (CSF-1) to scan a phone number that is flagged malicious
4.12 CSCSF-1.0-con011-Invoking the CSFScanData (CSF-1) to scan a text document that is benign.

	Test Case ID
	CSCSF-1.0-con011-Invoking the CSFScanData (CSF-1) to scan a text document that is benign

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid text document that is flagged as benign

	Specification Reference
	 [CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect text document test content. The invoker SHALL select benign flagged content for passing through to the interface.

	Test Code/Files
	Valid text document test content flagged as benign 

	Preconditions
	

	Test Procedure
	1. The CSCSF invoker passes a valid text document test content, which is flagged as benign, through the interface.
2. The interface returns a status code and scan result

	Pass-Criteria
	1.     The status code is 0, and the scan result is 0. 


Table 11: Test information for invoking the CSFScanData (CSF-1) to scan a text document that is benign
5.12    CSCSF-1.0-con012-Invoking the CSFScanData (CSF-1) to scan a text document that is malicious.

	Test Case ID
	CSCSF-1.0-con0012-Invoking the CSFScanData (CSF-1) to scan a text document that is malicious

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid text document that is flagged as malicious, and receive the returning code. 

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF invoker, scan engine enabler, test harness

	Test Code/Files
	Valid text document test content flagged as malicious

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect text document test content. The invoker SHALL select malicious flagged content for passing through to the interface.

	Test Procedure
	1. The CSCSF invoker passes a valid text document test content, which is flagged as malicious, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.  Status code is 0, and scan result is 1. 


Table 12: Test information for CSFScanData (CSF-1) to scan a text document that is malicious

5.13   CSCSF-1.0-con013-Receive severity threat level (OPTIONAL)

	Test Case ID
	CSCSF-1.0-con0013-Receive severity threat level

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid text document that is flagged as malicious, and receives the appropriate severity level code

	Specification Reference
	 [CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003
CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF invoker, scan engine enabler, test harness

	Test Code/Files
	Valid test content flagged as malicious 

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect test content. The invoker SHALL select malicious flagged content for passing through to the interface. The scan emulator SHALL return a severity level code of the same level as the test content. 

	Test Procedure
	1. The CSCSF invoker passes a valid test content, which is flagged as malicious, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.  Status code is 0, and scan result is 1. The severity code is the same as the code of the test code. 


Table 13: Test information for receiving a security threat level (optional)
5.14   CSCSF-1.0-con014-Receive the name of the threat (OPTIONAL)

	Test Case ID
	CSCSF-1.0-con0014-Receive the name of the threat 

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler passes a valid test content that is flagged as malicious, and receives the appropriate name of the threat

	Specification Reference
	[CSCSF-AD] Section 6.4.1

[CSCSF-AD] Section 6.4.2

[CSCSF-TS] Section 5.1.1

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF invoker, scan engine enabler, test harness

	Test Code/Files
	Valid test content flagged as malicious,

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL contain signature definitions to detect test content. The invoker SHALL select malicious flagged content for passing through to the interface. The scan emulator SHALL return the name of the threat to the invoker.

	Test Procedure
	1. The CSCSF invoker passes a valid test content, which is flagged as malicious, through the interface. 

2. The interface returns a status code and scan result

	Pass-Criteria
	1.  Status code is 0, and scan result is -1. The expected name of threat is returned. 


Table 14: Test information for receiving the name of the threat (optional)
5.15  CSCSF-1.0-con015-Retrieve Set Error (OPTIONAL)
	Test Case ID
	CSCSF-1.0-con0015-Invoke CSF-7 to retrieve last error code 

	Test Object
	CSCSF invoker

	Test Case Description 

and Purpose
	Verify that the enabler invokes CSF-7 GetLastError to retrieve the last set error. 

	Specification Reference
	 [CSCSF-TS] Section 5.1.2

	SCR Reference
	CSCSF-CE-001

CSCSF-CE-003

CSCSF-SE-001
CSCSF-SE-003

CSCSF-SE-004

	Tool
	CSCSF invoker, scan engine enabler, test harness

	Test Code/Files
	Valid test content flagged as setting an error 

	Preconditions
	The Scan Engine Emulator SHALL be present and SHALL set an error if the status code is -1. 

	Test Procedure
	1. The CSCSF invoker invokes CSF-7 to retrieve last error set. 

2. The interface returns an error code.

	Pass-Criteria
	1.  Interface returns one of the error codes specificed in CSCSF TS. 


Table 15: Test information for retrieving set error (optional)
6. CSCSF Interoperability Test Cases

There is no interoperability tests defined for the Client Side Content Screening Framework due to the fact that the specification defines the API calls between an enabler and the CSCSF interface, both of which will be implemented in the client terminal. 

Change 4:  etc
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