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Reason for Change
Based on our early adaptor experience (and following the spirit of OMA-IOP-BRO-2007-0023-INP_BCAST_Smartcard_Profile_test_cases) we would like to provide these new test cases for the BCAST Smartcard Profile as a starting point for prototype/bi-lateral IOP testing (not necessarily only under the OMA umbrella). We assume that the first official OMA BCAST 1.0 TestFest will not be scheduled in the first half of 2007. 
Impact on Backward Compatibility

n/a
Impact on Other Specifications

n/a
Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

This contribution is for review by the groups. We recommend incorporating our additional test cases in a new revision of the BCAST 1.0 (IOP) ETS.

Detailed Change Proposal

Smartcard Profile

LTKM reception and decryption

	Test Case Id
	

	Test Object
	Terminal / Smartcard / BSM

	Test Case Description
	Test that an LTKM can be successfully received over UDP by the terminal and decrypted by the smartcard.

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context.

	Test Procedure
	BSM pushes an LTKM over UDP to the terminal. The terminal receives the LTKM. The terminal sends the LTKM to the smartcard. The smartcard accepts the LTKM and stores the appropriate data.

	Pass-Criteria
	Reception and decryption of LTKM, storage of SEK


STKM reception and decryption

Valid TEK ID
	Test Case Id
	

	Test Object
	Terminal / Smartcard / BSD/A

	Test Case Description
	Test that an STKM stream can be successfully received by the terminal and decrypted by the smartcard. 

	Preconditions
	SEK is stored on the smartcard, TEK ID is in SEK validity range.

	Test Procedure
	BSD/A broadcasts an STKM stream, encrypted with SEK. The terminal receives a STKM. The terminal sends the STKM to the smartcard. The smartcard returns the TEK.

	Pass-Criteria
	Reception and decryption of STKM


Invalid TEK ID

	Test Case Id
	

	Test Object
	Terminal / Smartcard / BSD/A

	Test Case Description
	Test that an STKM stream with invalid TEK IDs can be successfully received by the terminal and is rejected by the smartcard. 

	Preconditions
	SEK is stored on the smartcard, TEK ID is not in SEK validity range.

	Test Procedure
	BSD/A broadcasts an STKM stream, encrypted with SEK. The terminal receives a STKM. The terminal sends the STKM to the smartcard. The smartcard indicates a “Key freshness failure” or “Conditions of use not satisfied” error.

	Pass-Criteria
	Reception and rejection of STKM


SRTP reception and decryption

	Test Case Id
	

	Test Object
	Terminal / BSD/A

	Test Case Description
	Test that an SRTP stream can be successfully received and decrypted by the terminal.

	Preconditions
	TEKs used by SRTP stream are available for the terminal.

	Test Procedure
	BSD/A broadcasts SRTP packets. The terminal receives these packets. The terminal decrypts the packet payload.

	Pass-Criteria
	Reception and decryption of SRTP packets


MBMS User Service Registration

With GBA procedure
	Test Case Id
	

	Test Object
	Terminal / Smartcard / BSM / BSF

	Test Case Description
	Test that a Registration request can be received and responed by the BSM.

	Preconditions
	No bootstrapping context exists between BSM and terminal.

	Test Procedure
	Terminal sends an MSK request to BSM. BSM sents 401 response, signalizing the need for a new GBA run. The Terminal / smartcard perform the GBA procedure with BSF. The terminal resends the MSK request to BSM. BSM validates the request authentication and integrity . BSM sends a response message. Response message is accepted by the terminal.

	Pass-Criteria
	Registration Request reception and response; bootstrapping context exists between BSM and terminal


Without GBA procedure

	Test Case Id
	

	Test Object
	Terminal / BSM

	Test Case Description
	Test that a Registration request can be received and responded by the BSM.

	Preconditions
	Bootstrapping context exists between BSM and terminal.

	Test Procedure
	Terminal sends an Registration request to BSM. BSM validates the request authentication and integrity . BSM sends a response message. Response message is accepted by the terminal.

	Pass-Criteria
	Registration Request reception and response


MBMS User Service Deregistration

	Test Case Id
	

	Test Object
	Terminal / BSM

	Test Case Description
	Test that a Deregistration request can be received and responded by the BSM.

	Preconditions
	Bootstrapping context exists between BSM and terminal.

	Test Procedure
	Terminal sends an Deregistration request to BSM. BSM validates the request authentication and integrity . BSM sends a response message. Response message is accepted by the terminal.

	Pass-Criteria
	Deregistration Request reception and response


MSK Request

	Test Case Id
	

	Test Object
	Terminal / BSM

	Test Case Description
	Test that a MSK request can be received and responded by the BSM.

	Preconditions
	Bootstrapping context exists between BSM and terminal.

	Test Procedure
	Terminal sends an MSK request to BSM. BSM validates the request authentication and integrity . BSM sends a response message. Response message is accepted by the terminal.

	Pass-Criteria
	MSK Request reception and response


BM-SC Solicited Pull Procedure

UDP
	Test Case Id
	

	Test Object
	Terminal / Smartcard / BSM

	Test Case Description
	Test that the trigger LTKM can be successfully received over UDP by the terminal and the terminal sends an MSK request afterwards.

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context.

	Test Procedure
	BSM pushes an LTKM with empty key and key number equals 0 over UDP to the terminal. The terminal receives the LTKM. The terminal sends the LTKM to the smartcard. The smartcard accepts the LTKM. The terminal sends an MSK Request with the received MSK ID to BSM.

	Pass-Criteria
	Reception of LTKM, triggering of  MSK Request


SMS

	Test Case Id
	

	Test Object
	Terminal / Smartcard / BSM / SMS-C

	Test Case Description
	Test that the trigger LTKM can be successfully received over SMS by the terminal and the terminal sends an MSK request afterwards.

	Preconditions
	Bootstrapping context exists between BSM and terminal.

	Test Procedure
	BSM pushes an LTKM with empty key and key number equals 0 over SMS to the terminal (via the SMS-C). The terminal receives the LTKM. The terminal sends the LTKM to the smartcard. The smartcard accepts the LTKM. The terminal sends an MSK Request with the received MSK ID to BSM.

	Pass-Criteria
	Reception of LTKM, triggering of  MSK Request
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