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Reason for Change
This document contains IOT test cases for the BCAST Smartcard Profile. This is not a complete test suite for the smartcard profile but provides a basic set of test cases. 
The tests in this document should be added to Section 5.5 (Content Protection) and are relevant to the smartcard profile only. Note that these tests are designed so that the smartcard profile can, if necessary, be tested in isolation of the other specifications, such as the Services and Service Guide specifications. This is to ensure that the results reflect only on the service and content protection specification and also to allow testing with server vendors who supply a product with a smartcard profile implementation but no ESG, Services implementation etc. However, if the consensus of the IOP BRO and BCAST groups is that specifications within BCAST should always be tested in combination, the tests can easily be updated to add new preconditions such as retrieving the service guide. 

The tests use SRTP as the encryption technology but are not focused on testing the encryption technology itself. Rather they attempt to test the other layers in the smartcard profile key hierarchy. Therefore, IPSec or IsmaCrypt can be easily substituted. 

Impact on Backward Compatibility

N/A

Impact on Other Specifications

N/A

Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

We recommend that these tests be added to the BCAST IOT ETS. 
Detailed Change Proposal
5.5 Content Protection 
5.5.4 Basic GBA Bootstrapping 
	Test Case Id
	

	Test Object
	BCAST Terminal and Server which includes BSF functionality. 

	Test Case Description
	Test that bootstrapping keys can be established by client and server.

	Specification Reference
	6.5.1

	SCR Reference
	None 

	Tool
	None 

	Test code
	None 

	Preconditions
	1. No bootstrapping context exists between server and terminal.

2. The same secret K key has been provisioned on the terminal and server.

3. The IMPI to be used has been agreed between the client and the server (so that the server will autorize bootstrapping).

	Test Procedure
	1. Terminal sends a GET request containing the IMPI to the server.  

2. The server returns a 401 unauthorised response in order to force the terminal to authenticate.

3. The terminal generates session keys and returns an appropriate response to the server. 

4. The server generates the appropriate key material and returns ok.


	Pass-Criteria
	1.
The server returns ok at the end of the GBA flow.


5.5.5 GBA: Expired Bootstrapping data  

	Test Case Id
	

	Test Object
	BCAST Terminal and Server which includes BSF functionality. 

	Test Case Description
	Test that terminal and server behave correctly when bootstrapping data has expired.

	Specification Reference
	6.5.1

	SCR Reference
	None 

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal.
· The bootstrapping key lifetime has expired. 

	Test Procedure
	1.
Terminal sends an MBMS User registration  request (or alternatively an LTKM request) to the server. 

2.
The server returns a 401 unauthorised response in order to force the terminal to perform bootstrapping.

3.
The terminal generates new session keys and returns an appropriate response to the server. 

4.
The server generates the appropriate key material and returns ok.

	Pass-Criteria
	The server returns ok at the end of the GBA flow.


5.5.6 GBA: Different Key K on Client and Server
	Test Case Id
	

	Test Object
	BCAST Terminal and Server which includes BSF functionality. 

	Test Case Description
	Test that bootstrapping will not succeed when a different secret key K has been provisioned on the terminal and the server.

	Specification Reference
	6.5.1

	SCR Reference
	None 

	Tool
	None 

	Test code
	None 

	Preconditions
	· No bootstrapping context exists between the server and terminal.

· A different secret K key has been provisioned on the terminal from on the server.

· The IMPI to be used has been agreed between the client and the server (so that the server will authorise bootstrapping).

	Test Procedure
	1. Terminal sends a GET request containing the IMPI to the server.  

2. The server returns a 401 unauthorised response in order to force the terminal to authenticate.

3. The terminal generates session keys and returns an appropriate response to the server. 

4. The server processes the terminal response and rejects the bootstrapping attempt.

	Pass-Criteria
	The server returns an error in response to the terminal’s authentication information


5.5.7 GBA: Synchronization Failure

	Test Case Id
	

	Test Object
	BCAST Terminal and Server which includes BSF functionality. 

	Test Case Description
	Test GBA bootstrapping after a synchronisation failure.

	Specification Reference
	6.5.1

	SCR Reference
	None 

	Tool
	None 

	Test code
	None 

	Preconditions
	· The bootstrapping context between the server and terminal has expired.

· The same secret K key has been provisioned on the terminal and server.

· The IMPI to be used has been agreed between the client and the server (so that the server will autorize bootstrapping).

· The server uses an out of sequence SQN.

	Test Procedure
	1.
The terminal sends a GET request containing the IMPI to the server.  

2.
The server returns a 401 unauthorised response in order to force the terminal to authenticate.

3.
The terminal recognises that the SQN returned by the server is out of sequence and sends an HTTP GET request, with the AUTS parameter (resynchronisation token) to the server.

4.
The server sends another challenge based on new range of sequence number. 

5.
The UE sends an HTTP GET request again, with the RES, which is used for response calculation, to the server. 

6.
The server authenticates, generates key material and returns a 200 OK response to the terminal.

	Pass-Criteria
	· The terminal recognises that the SQN is out of sequence. 

· The bootstrapping session concludes successfully.


5.5.8 Registration 

	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that a Registration flow can be processed by the server and terminal.

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-01

	Tool
	None 

	Test code
	None 

	Preconditions
	· A Bootstrapping context must exist between the client and server. 
· A value for the ServiceID field in the registration request should be agreed by the terminal and server. This value should be a valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference. This can be done via service guide acquisition (and optionally a Service request) or using pre-defined data. 

	Test Procedure
	1. The terminal is switched on and the mobile TV application is launched. 
2. This prompts the terminal to send an MBMS User Registration request to server using the previous agreed value for the Service ID field. 
3. The server validates the request authentication and integrity. 
4. The server sends a registration response message. 

5. The response message is accepted by the terminal.

	Pass-Criteria
	· A valid registration response is received from the server.

· The registration response is processed by the terminal without any errors.


5.5.9 Deregistration 

	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that a deregistration flow can be processed by the server and terminal.

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-02

	Tool
	None 

	Test code
	None 

	Preconditions
	· A Bootstrapping context must exist between the client and server. 
· A value for the ServiceID field in the registration request should be agreed by the terminal and server. This value should be one or more valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference. This can be done via a previous Services Request flow or using pre-defined data. 

	Test Procedure
	1. The terminal is powering down (This should prompt it is send a deregistration message).

2. Terminal sends an MBMS User DeRegistration request to server using the previous agreed value for the Service ID field. 

3. The server validates the request authentication and integrity. 

4. The server sends a response message. 

5. Response message is accepted by the terminal.

	Pass-Criteria
	· A valid deregistration response is received from the server.

· The deregistration response is processed by the terminal.


5.5.10 Registration with Bootstrapping 
	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that a Registration flow can be processed by the server and terminal where bootstrapping is required

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-03

	Tool
	None 

	Test code
	None 

	Preconditions
	· The Bootstrapping context between the client and server has expired. 
· A value for the ServiceID field in the registration request should be agreed by the terminal and server. This value should be a valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference. This can be done via service guide acquisition (and optionally a Service request) or using pre-defined data. 

· The terminal is switched on and the mobile TV application is launched. 

	Test Procedure
	1. Terminal sends an MBMS User Registration request to server using the previous agreed value for the Service ID field but no bootstrapping info. 

2. server validates the request authentication and integrity and returns an unauthorised response.

3. The terminal performs GBA bootstrapping with the server. 

4. The terminal resends the original MBMS registration information using the new bootstrapping info.  

5. The server returns a valid response.

	Pass-Criteria
	· A valid “unauthorised” registration response is received from the server.

· The terminal performs GBA-U bootstrapping. 

· The new MBMS User registration response is accepted by the terminal.


5.5.11 Deregistration with Bootstrapping

	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that a deregistration flow can be processed by the server and terminal.

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-04

	Tool
	None 

	Test code
	None 

	Preconditions
	· The bootstrapping context between the client and server has expired. 
· A value for the ServiceID field in the registration request should be agreed by the terminal and server. This value should be one or more valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference. This can be done via a previous Services Request flow or using pre-defined data. 

· The terminal is powering down (This should prompt it to send a deregistration message)

	Test Procedure
	1. Terminal sends an MBMS User DeRegistration request to server using the previous agreed value for the Service ID field but no bootstrapping info. 

2. server validates the request authentication and integrity and returns an unauthorised response.

3. The terminal performs GBA bootstrapping with the server. 

4. The terminal resends the original MBMS deregistration request using the new bootstrapping info.  

	Pass-Criteria
	· A valid “unauthorised” deregistration response is received from the server.

· The terminal performs bootstrapping. 

· The new MBMS User deregistration response from the server is accepted by the terminal.


5.5.12 Pull LTKM Delivery
	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that an LTKM request and delivery can be correctly performed by the terminal and server.

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-05

	Tool
	None 

	Test code
	None 

	Preconditions
	· Bootstrapping context exists between server and terminal. Bootstrapping data may have been pre-provisioned or established using the normal GBA-U procedures.

· The server provides a valid SRTP and STKM stream to the device protected using an SEK not currently available to the terminal. 

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means. 

	Test Procedure
	1. The terminal receives a TEK protected with an SEK it does not currently possess according to the MKI of the SEK.  

2. The terminal should try to fetch the SEK using the basic LTKM request procedure. 

3. The server returns the LTKM. 

4. The terminal can decrypt the content protected using the new SEK.

	Pass-Criteria
	The terminal can decrypt the content protected using the new SEK delivered by the server.


5.5.13 Pull LTKM Delivery with bootstrapping 
	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that a pull LTKM delivery can be processed by the server and terminal where bootstrapping is required

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-06

	Tool
	None 

	Test code
	None 

	Preconditions
	· The bootstrapping context between client and server has expired. 
· The server provides a valid SRTP and STKM stream to the device protected using an SEK not currently available to the terminal. 

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means. 

	Test Procedure
	1. The terminal receives a TEK protected with an SEK it does not currently possess according to the MKI of the SEK.  

2. The terminal should try to fetch the SEK using the basic MSK request procedure. 

3. server validates the request authentication and integrity and returns an unauthorised response.

4. The terminal performs GBA bootstrapping with the server. 

5. The terminal resends the original SEK request using the new bootstrapping info.  

6. The server returns a valid response.

	Pass-Criteria
	· A valid “unauthorised” registration response is received from the server.

· The terminal performs GBA-U bootstrapping. 

· The terminal can view the content protected with the new SEK.


5.5.14 Repeated LTKM Delivery

	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Repeat an LTKM delivery and ensure that no errors occur.

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-07

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal. 
· The server provides a valid SRTP and STKM stream protected using the SEK to be pushed. 

· An LTKM containing the current SEK has already been pushed to the terminal

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means. 
· The current IP address of the terminal is available to the server.

	Test Procedure
	1. The server pushes an identical LTKM to the terminal to that already delivered.

2. The terminal continues to decrypt the stream. 

	Pass-Criteria
	· No error should occur on the terminal because of the repeated LTKM.


5.5.15 LTKM with invalid validity data 
	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that an LTKM delivery protected with invalid validity data cannot be used by the terminal

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-08

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal. 
· The server provides a valid SRTP and STKM stream to the device protected using an SEK not currently available to the terminal. 

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means. 

· The current IP address of the terminal is available to the server.

	Test Procedure
	1. The terminal receives a TEK protected with an SEK it does not currently possess.  

2. The terminal should not be able to decrypt the TEK and therefore the content. 

3. The server pushes an SEK in an LTKM with validity data in the past or otherwise not usable. 

4. The terminal still should not be able to decrypt the content.

	Pass-Criteria
	The terminal could decrypt the content protected using the SEK.


5.5.16 STKM Delivery 
	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that a valid STKM stream is processed by the terminal.

	Specification Reference
	6.7

	SCR Reference
	BCAST-STKM_SC-C-01, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-09

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal. 
· An LTKM containing the SEK being used to protect the current TEKs has already been sent to the device. 

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means. 

	Test Procedure
	1. The terminal receives STKMs protected with the SEK it possesses. The TEKs used in these STKMs may change. 

2. The terminal can decrypt the content from the first time the SEK is used.

	Pass-Criteria
	· No error message is returned from the SIM card processing the message. 

· The terminal can decrypt the content from the first time the SEK is used.


5.5.17 STKMs containing the same TEK  

	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that multiple STKMs containing the same TEK are correctly processed.

	Specification Reference
	6.7

	SCR Reference
	BCAST-STKM_SC-C-02, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-010

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal. Bootstrapping data may have been pre-provisioned or established using the normal GBA-U procedures.

· An LTKM containing the SEK being used to protect the current STKMs has already been sent to the device. 

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP.

	Test Procedure
	1. The terminal receives a series of STKMs protected with the SEK it possesses and containing the same TEK (in the same cryptoperiod)

2. The terminal can decrypt the content.

	Pass-Criteria
	No error occurs on the terminal when processing the STKMs


5.5.18 Repeated STKMs  

	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that repeated STKMs are correctly processed by the terminal.

	Specification Reference
	6.7

	SCR Reference
	BCAST-STKM_SC-C-03, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-011

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal. 
· An LTKM containing the SEK being used to protect the current STKMs has already been sent to the device. 

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP.

	Test Procedure
	1. The terminal receives an STKM protected with the SEK it possesses.  

2. The same STKM is repeated several times without the timestamp being updated. 

3. The terminal can decrypt the content from the first time the SEK is used.

	Pass-Criteria
	· No error message is returned from the SIM card processing the message. 

· The terminal can decrypt the content protected with the TEK in the STKMs.


5.5.19 Multiple streams protected with same STKM stream 

	Test Case Id
	

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that video and audio streams protected with same STKM stream can be processed..

	Specification Reference
	6.7

	SCR Reference
	BCAST-STKM_SC-C-04, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-012

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal.

· LTKMs containing the SEKs being used to protect the audio and video STKMs have already been sent to the device. 

· The terminal knows the IP address and port on which the STKM streams and SRTP streams are being broadcast, e.g. via pre-provisioned SDP or other means. 

	Test Procedure
	1. The terminal receives one STKM stream (for both audio and video content) protected with the SEKs it possesses.  

2. The terminal can decrypt the content – audio and video.

	Pass-Criteria
	The content (audio and video) can be accessed.


5.5.20 Multiple streams protected with different STKM streams 

	Test Case Id
	BMCO-Smartcard-M-009

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that video and audio streams protected with different STKM streams can only be accessed when both streams are available.

	Specification Reference
	6.7

	SCR Reference
	BCAST-STKM_SC-C-05, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-013

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal. 
· LTKMs containing the SEKs being used to protect the video (but not the audio) STKMs has already been sent to the device. 
· The terminal knows the IP address and port on which the STKM streams and SRTP streams are being broadcast, e.g. via pre-provisioned SDP.

	Test Procedure
	· The terminal receives two STKM streams (for audio and video content). The video is protected with the SEKs it possesses but the audio is not.  

· The terminal can decrypt the video content but not the audio.

	Pass-Criteria
	· The video content can be accessed but the audio cannot.
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