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Reason for Change
This table gives the test cases to be performed for the September test fest and their priority.
Impact on Backward Compatibility

N/A

Impact on Other Specifications

N/A

Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

IOP-BRO review and approval.

Detailed Change Proposal

	Test Case Id (in CR129R01)
	Priority

	5.5.1.1 GBA-U Bootstrapping USIM / BSM without SQN error; success.
	High

	5.5.1.5 Deregistration
	High

	5.5.1.6 Deregistration with bootstrapping
	High

	5.5.2.1  LTKM (without EXT BCAST) reception at the smartcard
	High

	5.5.2.2  LTKM request from the terminal, LTKM reception at the terminal / smartcard
	High

	5.5.2.3 BSM solicited pull procedure
	High

	5.5.2.4 BSM solicited pull procedure initiation over SMS Bearer
	High

	5.5.3.2 Correct STKM parsing by Smartcard (MBMS)
	High

	5.5.3.3 Incorrect STKM generation – inexistent SEK/PEK
	High

	5.5.3.4 LTKM with invalid validity data
	High

	5.5.3.8 STKM reception with same TEK (same cryptoperiod) – terminal filtering
	High

	5.5.3.11 Multiple streams protected with same STKM stream
	High

	5.5.3.12 Multiple streams protected with Different STKM stream
	High

	5.5.4.3 Delivery of SRTP protected stream
	High

	5.5.4.1 Delivery of IPSec protected stream
	Medium

	5.5.4.2 Delivery of ISMACrypt protected stream
	Medium

	5.5.1.2 GBA-U Bootstrapping USIM / BSM with SQN error
	Low

	5.5.1.3 GBA_U: Expired Bootstrapping data
	Low

	5.5.1.4 GBA_U: Different Key K on Client and Server
	Low


These tests are the selected tests for the Test Fest of September. This tests concern MBMS tests only.The other tests in the IOP ETS are just optional. The priority of the tests will be revisited for the successive test fests.

1 Smartcard Profile
1.1 Layer 1 Authentication

1.1.1 GBA Bootstrapping with BSM success
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that GBA bootstrapping with the BSM is successfully achieved.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Run GBA bootstrapping procedure with BSF and successfully authenticate.

Derive the appropriate keys for GBA_ME and GBA_U.

	Pass-Criteria
	Successful GBA bootstrapping, derivation of BCAST SMK and SRK


1.1.2 GBA Bootstrapping with BSM failure – terminal error
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that GBA bootstrapping with the BSM fails.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Run GBA bootstrapping procedure with BSM.  Deliberately send the wrong response to the BSM to force an authentication failure.

	Pass-Criteria
	Failure of GBA bootstrapping


1.1.3 GBA Bootstrapping with BSM failure – server error
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that GBA bootstrapping with the BSM fails.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Run GBA bootstrapping procedure with BSM.  BSM sends challenge. After terminal response, the BSM deliberately send the wrong response to the Terminal to force an authentication failure.

	Pass-Criteria
	Failure of GBA bootstrapping


1.1.4 GBA Bootstrapping with Terminal success
	Test Case Id
	

	Test Object
	BCAST BSM

	Test Case Description
	Test that GBA bootstrapping with a terminal is successfully achieved.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Accept GBA bootstrapping procedure with Terminal and successfully authenticate.

	Pass-Criteria
	Successful GBA bootstrapping with the terminal.


1.1.5 GBA Bootstrapping with Terminal failure
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that GBA bootstrapping with the Terminal fails.

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	

	Test Procedure
	Accept GBA bootstrapping procedure with BSM.  Terminal deliberately sends wrong authentication response to force an authentication failure. 

	Pass-Criteria
	Failure of GBA bootstrapping with the Terminal


1.2 Layer 2 LTKM

1.2.1 LTKM push delivery to terminal / smartcard

	Test Case Id
	

	Test Object
	BCAST Server 

	Test Case Description
	Test that an LTKM can be successfully pushed to a terminal / smartcard and that acknowledgement is received from the Terminal. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context

	Test Procedure
	BSM pushes an LTKM over UDP to the terminal / smartcard and asks for an acknowledgement. Test for GBA_ME case and for GBA_U case.

	Pass-Criteria
	Reception of MIKEY acknowledgement from Terminal


1.2.2 LTKM reception at the terminal / smartcard

	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	Test that an LTKM can be successfully received over UDP at the terminal / smartcard and send an acknowledgement. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context

	Test Procedure
	BSM pushes an LTKM over UDP to the terminal / smartcard and asks for an acknowledgement. Test for GBA_ME case and for GBA_U case. Terminal receives LTKM, sees request for acknowledgement. Terminal sends an acknowledgement to the BSM.

	Pass-Criteria
	Reception of LTKM and sending MIKEY acknowledgement to the BSM


1.2.3 Incorrect LTKM reception at the terminal / smartcard
	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	BSM deliberately pushes an "incorrect" LTKM to the terminal / smartcard. Requests acknowledgement. Ensure failure is detected and acknowledgement not sent. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context

LTKM is "incorrect" eg integrity failure, missing fields etc.

	Test Procedure
	BSM pushes an LTKM over UDP to the terminal / smartcard and asks for an acknowledgement. Ensure terminal / smartcard detects the error and does not send an acknowledgement to the BSM. Test for GBA_ME and GBA_U case.

	Pass-Criteria
	Terminal/ smartcard detects the error and does not send a MIKEY acknowledgement to the BSM


1.2.4 Replayed LTKM reception at the terminal / smartcard

	Test Case Id
	

	Test Object
	BCAST Terminal / Smartcard

	Test Case Description
	BSM deliberately pushes a second identical LTKM to the terminal / smartcard. Requests acknowledgement. Ensure repeat LTKM is detected and acknowledgement not sent. 

	Specification Reference
	

	SCR Reference
	

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Bootstrapping context exists between BSM and terminal as well as valid IP context

Initial LTKM is sent and successfully acknowledged.

	Test Procedure
	BSM pushes the same LTKM over UDP to the terminal / smartcard and asks for an acknowledgement. Ensure terminal / smartcard detects the error and does not send an acknowledgement to the BSM. Test for GBA_ME and GBA_U case.

	Pass-Criteria
	Terminal/ smartcard detects the replay and does not send a MIKEY acknowledgement to the BSM


1.3 Layer 3 STKM

1.4 Service Guide

1.5 SDP signaling

1.6 MBMS USD

1.7 MBMS Service Protection Description

1.8 Recording

1.9 Encryption

1.10 BCAST Client ID

1.11 Terminal Binding Key

1.12 Interface SP-4 / CP-4

1.13 BSM: NAF – BSF interface

1.14 Terminal – Smartcard interface

1.15 Coexistence of DRM Profile and Smartcard Profile

1.16 Service Guide and Service Provisioning Messages
1.17 Scenarios / use cases involving multiple sections (IOP tests)
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