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1 Reason for Contribution

The purpose of this contribution is to identify whether DRM 2.1 Interoperability Test Cases for each implementation type (Servers, Connected Devices, Unconnected Devices) are; Mandatory, Optional or Not Applicable.

2 Summary

The Test Cases references in this document are as per: OMA-ETS-DRM_INT-V2_1-20070807-C

The attachment DRM2-1_MandatoryTestCases.xls is a spreadsheet, which contains 3 worksheets:

· Mandatory Test Cases

· Ets Sul CR – refers to CR OMA-IOP-BRO-2007-0178-CR_DRM_2.1_IOP_ETS_SCR_References_
· Ets 20070807

The “Ets” worksheets list all DRM 2.1 SCRs. For each type of implementation it is listed whether that SCR is Mandatory (M), Optional (O) or Not Applicable (-). The sheet also lists each IOP Test Case, and then cross references the SCRs that are currently referenced in the ETS to the test case. Using a macro in the spreadsheet (determineMandatoryTestCases), it is determined for each implementation type whether the test case is mandatory or optional.

In completing this exercise based on the DRM 2.1 ETS version 07 August 2007 version, it was very clear that the SCR references for each test case are lacking; i.e. there are many errors in the SCR references, and in addition there are many SCRs tested by each test case that are not referenced. Hence, I have produced CR OMA-IOP-BRO-2007-0178-CR_DRM_2.1_IOP_ETS_SCR_References_ which aims to improve the SCR references.

Consequently based on the revised SCR references, the work sheet “ets Sul CR”, cross references the updated Test Case SCR references with the SCR requirements as per the EICS. 

Ultimately we see in then in the Mandatory Test Cases worksheet which test cases are mandatory or optional.

3 Detailed Proposal

The following table summarizes the test cases and identifies them as Mandatory (M), Optional (O), or Not Applicable (N/A). Please note that there are three implementation types:

· Server

· Client (Connected Device)

· Client (Unconnected Device)

	Functional Group
	Test Case
	Section
	Title
	Server
	CD
	UD

	Backwards Compatibility
	DRM-2.1-int-1
	6.1.1
	Forward Lock
	O
	M
	M

	
	DRM-2.1-int-2
	6.1.2
	Combined Delivery
	O
	M
	M

	
	DRM-2.1-int-3
	6.1.3
	Separate Delivery
	O
	O
	O

	
	DRM-2.1-int-4
	6.1.4
	DRM 2.0 Registration and RO Acquisition
	O
	O
	O

	
	DRM-2.1-int-5
	6.1.5
	DRM 2.0 Join Domain and RO Acquisition
	O
	O
	O

	
	DRM-2.1-int-6
	6.1.6
	Domain RO Superdistribution
	O
	O
	O

	
	DRM-2.1-int-7
	6.1.7
	DRM 2.0 Leave Domain
	O
	O
	O

	ROAP
	DRM-2.1-int-8
	6.2.1
	Registration and RO Acquisition
	M
	M
	O

	
	DRM-2.1-int-9
	6.2.2
	Registration with existing RI Context
	M
	M
	O

	
	DRM-2.1-int-10
	6.2.3
	RO Acquisition without existing RI Context
	M
	M
	O

	
	DRM-2.1-int-11
	6.2.4
	1-pass RO Acquisition with existing RI Context.
	M
	M
	O

	
	DRM-2.1-int-12
	6.2.5
	1-pass RO Acquisition without existing RI Context.
	M
	M
	O

	
	DRM-2.1-int-13
	6.2.6
	RO Acquisition with confirmation (4-pass) with existing RI context
	M
	M
	O

	
	DRM-2.1-int-14
	6.2.7
	RO acquisition with confirmation (3-pass) with existing RI context
	M
	M
	O

	
	DRM-2.1-int-15
	6.2.8
	RO Acquisition for multiple ROs
	O
	M
	O

	
	DRM-2.1-int-16
	6.2.9
	Device Identification
	O
	M
	O

	
	DRM-2.1-int-17
	6.2.10
	Device Time Synchronization
	M
	M
	O

	RO Upload
	DRM-2.1-int-18
	6.3.1
	RO Upload for stateless ROs
	O
	O
	O

	
	DRM-2.1-int-19
	6.3.2
	RO Upload for stateful ROs
	O
	O
	O

	
	DRM-2.1-int-20
	6.3.3
	RO Upload for multiple ROs
	O
	O
	O

	
	DRM-2.1-int-21
	6.3.4
	Trigger initiated RO Upload
	O
	O
	O

	 
	DRM-2.1-int-22
	6.4
	Device Rights Object included in DCF
	O
	M
	M

	Group ID
	DRM-2.1-int-23
	6.5.1
	Rights Object for Group ID DCFs
	M
	M
	O

	
	DRM-2.1-int-24
	6.5.2
	Individual Rights Object for Group ID DCF
	M
	M
	O

	Multiple RO for single DCF
	DRM-2.1-int-25
	6.6.1
	Multiple ROs with satisfied constraints
	M
	M
	M

	
	DRM-2.1-int-26
	6.6.2
	Multiple ROs with satisfied and unsatisfied constraints
	M
	M
	M

	Multipart DCF
	DRM-2.1-int-27
	6.7.1
	Single RO for Multipart DCF
	M
	M
	M

	
	DRM-2.1-int-28
	6.7.2
	Multiple ROs for Multipart DCF
	M
	M
	M

	
	DRM-2.1-int-29
	6.7.3
	Different group IDs in multipart DCF
	M
	M
	M

	
	DRM-2.1-int-30
	6.7.4
	Referencing Multipart Objects – CID mechanism
	M
	M
	M

	
	DRM-2.1-int-31
	6.7.5
	Referencing Multipart Objects – Content Location mechanism
	M
	M
	M

	Superdistribution
	DRM-2.1-int-32
	6.8.1
	DCF-initiated RO Acquisition
	M
	O
	O

	
	DRM-2.1-int-33
	6.8.2
	RO acquisition with TransactionID
	M
	O
	O

	REL Semantics
	DRM-2.1-int-34
	6.9.1
	Count constraint
	M
	M
	M

	
	DRM-2.1-int-35
	6.9.2
	Timed-Count constraint
	M
	M
	O

	
	DRM-2.1-int-36
	6.9.3
	Datetime constraint
	M
	M
	O

	
	DRM-2.1-int-37
	6.9.4
	Interval constraint
	M
	M
	O

	
	DRM-2.1-int-38
	6.9.5
	Accumulated constraint
	M
	M
	O

	
	DRM-2.1-int-39
	6.9.6
	Individual constraint
	M
	O
	O

	
	DRM-2.1-int-40
	6.9.7
	System constraint
	M
	M
	M

	
	DRM-2.1-int-41
	6.9.8
	Multiple constraints
	M
	M
	O

	
	DRM-2.1-int-42
	6.9.9
	Top-level constraints
	M
	M
	O

	
	DRM-2.1-int-43
	6.9.10
	Expression Linking
	M
	M
	M

	Metering
	DRM-2.1-int-44
	6.10.1
	Metering Reporting for a single DCF
	M
	M
	O

	
	DRM-2.1-int-45
	6.10.2
	REL <tracked> contentAccessGranted attribute
	M
	M
	O

	
	DRM-2.1-int-46
	6.10.3
	REL <tracked> timed attribute
	M
	M
	O

	
	DRM-2.1-int-47
	6.10.4
	Metering Report initiated via onExpiredURL
	M
	M
	O

	
	DRM-2.1-int-48
	6.10.5
	Metering enabled via a Parent Rights Object
	M
	M
	O

	DCF Textual Headers
	DRM-2.1-int-49
	6.11.1
	Preview Header - Not in the Domain Name Whitelist
	M
	M
	O

	
	DRM-2.1-int-50
	6.11.2
	Preview Header – In the Domain Name Whitelist
	M
	M
	O

	
	DRM-2.1-int-51
	6.11.3
	Silent Header – In the Domain Name Whitelist
	M
	M
	O

	Inheritance Model
	DRM-2.1-int-52
	6.12.1
	Inheritance with Stateful Rights
	M
	M
	M

	
	DRM-2.1-int-53
	6.12.2
	Multiple Parent Rights Objects
	M
	M
	M

	
	DRM-2.1-int-54
	6.12.3
	Parent RO with a group child RO
	M
	M
	M

	Domains
	DRM-2.1-int-55
	6.13.1
	Domain join without existing RI Context
	M
	O
	O

	
	DRM-2.1-int-56
	6.13.2
	Domain No Consume After
	M
	O
	M

	
	DRM-2.1-int-57
	6.13.3.1
	New Domain RO delivered before domain upgrade
	M
	O
	O

	
	DRM-2.1-int-58
	6.13.3.2
	Domain join with existing Domain context
	M
	O
	O

	
	DRM-2.1-int-59
	6.13.4
	Domain RO Acquisition with existing RI Context
	M
	O
	O

	
	DRM-2.1-int-60
	6.13.5
	Domain RO in a DCF
	M
	O
	M

	
	DRM-2.1-int-61
	6.13.6
	Sharing a DCF containing a RO between devices in the same domain
	N/A
	O
	O

	
	DRM-2.1-int-62
	6.13.7
	Domain leave with valid RI Context
	M
	O
	O

	DCF Metadata
	DRM-2.1-int-63
	6.14.1
	3GPP User Data
	O
	M
	M

	
	DRM-2.1-int-64
	6.14.2
	User Editable Meta Data
	O
	O
	O

	WBXML Encoding
	DRM-2.1-int-65
	6.15.1
	RO Acquisition Trigger
	O
	M
	O

	
	DRM-2.1-int-66
	6.15.2
	Leave Domain Trigger
	O
	O
	O

	Unconnected Devices
	DRM-2.1-int-67
	6.16.1
	Device registration and domain establishment
	M
	O
	M

	
	DRM-2.1-int-68
	6.16.2
	RO Acquisition with existing RI Context.
	M
	O
	O

	
	DRM-2.1-int-69
	6.16.3
	Leaving Domain
	M
	O
	M

	
	DRM-2.1-int-70
	6.16.4
	RO Acquisition without existing RI Context
	M
	O
	O

	
	DRM-2.1-int-71
	6.16.5
	DRM Agent without DRM Time
	M
	O
	M

	Multiple PKIs
	DRM-2.1-int-72
	6.17.1
	Device with two certificates
	M
	M
	M

	
	DRM-2.1-int-73
	6.17.2
	RI with two certificates
	M
	M
	M

	
	DRM-2.1-int-74
	6.17.3
	Certificate chains from different trust models
	M
	M
	M

	Non-Streamable PDCF
	DRM-2.1-int-75
	6.18.1
	One-track PDCF with NULL encryption
	O
	O
	O

	
	DRM-2.1-int-76
	6.18.2
	One-track encrypted PDCF
	O
	O
	O

	
	DRM-2.1-int-77
	6.18.3
	Multi-track encrypted PDCF
	O
	O
	O

	
	DRM-2.1-int-78
	6.18.4
	PDCF Superdistribution (Transaction Tracking)
	O
	O
	O

	
	DRM-2.1-int-79
	6.18.5
	Multi-track PDCF with rights for only one track
	O
	O
	O

	
	DRM-2.1-int-80
	6.18.6
	Group RO for PDCF
	O
	O
	O

	
	DRM-2.1-int-81
	6.18.7
	Domain RO in the PDCF
	O
	O
	O

	Streamable PDCF
	DRM-2.1-int-82
	6.19.1
	One-track Streaming PDCF
	O
	O
	O

	
	DRM-2.1-int-83
	6.19.2
	SDP initiated RO acquisition
	O
	O
	O

	
	DRM-2.1-int-84
	6.19.3
	Multi-track PDCF
	O
	O
	O

	HTTP and OTA Download
	DRM-2.1-int-85
	6.20.1
	Multipart/related delivery of DCF and ROAP Trigger
	M
	M
	O

	
	DRM-2.1-int-86
	6.20.2
	OTA Download Separate Delivery Method
	O
	O
	O

	
	DRM-2.1-int-87
	6.20.3
	OTA Download Combined Delivery method
	O
	O
	O


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP-BRO is recommended to review and comment and eventually agree on this input as an agreed list of test case status. The OMA Trusted Zone may then use this list to ensure during Test Fests that implementations execute all mandatory test cases.
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