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1. Scope

This document details the Conformance and Interoperability Test Guidelines for Enabler Release Client Side Content Screening Framework that are required for the Enabler to allow it to be included in the list of Enablers scheduled to be tested at an OMA TestFest. 

The scope of this document includes the Enabler Release specifications, the Enabler Test Requirements (ETR), and the Enabler Test Specification (ETS) for the particular enabler and this documents details infrastructure, operational and participation requirements identified for conformance or interoperability testing that will be addressed by OMA testing of the Enabler.

1.1 Assumptions
None.
1.2 Exclusions
The content scan engine is outside the scope of this test guidelines document. 
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.5, Open Mobile Alliance™,
OMA-ORG-IOP_Process-V1_5, URL:http://www.openmobilealliance.org/

	[IOPTFG]
	“OMA TestFest Participation Guidelines”, Version 1.2, Open Mobile Alliance™,
OMA-IOP-TestFest-Participation-Guidelines-V1_2, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[CSCSF-RD-v1]
	“OMA Client Side Content Screening Framework Requirements”, Version 1.0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[CSCSF-AD-v1]
	“OMA Client Side Content Screening Framework Architecture”, Version 1.0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[CSCSF-TS-v1]
	“OMA Client Side Content Screening Framework Technical Specification”, Version 1.0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[ETR_Client_Side_CS_FW- v1]
	“OMA Client Side Content Screening Framework Enabler Test Requirements”, Version 1.0, Open Mobile Alliance™, OMA-ETR-Client_Side_CS_FW-V1_0, URL:http://www.openmobilealliance.org/

	[ETS_Client_Side_CS_FW]
	“OMA Client Side Content Screening Framework Enabler Test Specification”, Version 1.0, Open Mobile Alliance™, OMA-ETS-Client_Side_CS_FW-V1_0, URL:http://www.openmobilealliance.org/

	[EICS_Client_Side_CS_FW]
	“OMA Client Side Content Screening Framework Enabler Implementation Conformance Statement”, Version 1.0, Open Mobile Alliance™, OMA-EICS-Client_Side_CS_FW-V1_0, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.5, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_5, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Client Side Content Screening
	Content screening performed at the mobile terminal.

	Client Side Content Screening Framework
	An abstract conceptual structure used as the basis for constructing interaction model between OMA/non-OMA enablers and content scanning functionality through a set of interfaces with the ultimate goal of bringing forth content screening capability to the mobile terminal.

	Conformance Test Harness
	A software package that includes test contents and test content detection logic needed to conduct OMA CSCSF conformance test cases. 

	Content 
	Data or code delivered to an end-user and/or end-user’s terminal.

	Content Scanning
	The actual operation of looking at the data to determine whether it is a potential candidate for screening and level of severity if found to be as such.  What this operation consist of would vary according to how content scanning functionality is implemented and falls outside the scope of this document.

	Content Scanning Functionality
	Content scanning performed for OMA/non-OMA enabler wishing to determine whether a content under consideration is undesirable or not.  This performance is accessed by a set of interfaces specified by the content screening framework.

	Content Screening
	The act of protecting an end-user and/or end-user’s terminal from undesirable content by blocking access to the said content.  This act may be in the form of warning message, confirmation of deletion, notification of deletion, silent deletion without notification, etc.  Exact detail would vary according to severity level reported, I/O capability of mobile terminal, user preferences, etc.

	Scan Engine Emulator
	A reference implementation designed to provide an application programming interface for a Client Side Content Screening Enabler to interface with for the purpose of conducting the conformance test cases specified in the OMA Client Side Content Screening Enabler Test Specification [ETS_Client_Side_CS_FW].


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	EICAR
	European Institute for Computer Antivirus Research

	
	


4. Enabler Test Guidelines

 The Client Side Content Screening Framework [CSCSF-TS] defines technical details of interfaces and interaction mechanism necessary for implementing the OMA Client Side Content Screening Framework to screen malicious content at the mobile terminal.  The specification addresses specific requirements enumerated in [CSCSF-RD-v1] and adheres to the architecture described in [CSCSF-AD-v1].  Internal mechanism of the content scanning entity (such as the scan engine, scanning rules, and updating of such engine and rules) are out of the scope of the work. 

The test requirements for this enabler are defined in the Enabler Test Requirements [CSCSF-RD-v1] document which covers the mandatory and optional interfaces specified on the CSCSF specifications. The tests focus on the minimum requirements to ensure interoperability. The purpose of the test is to check that the CSCSF enabler can successfully make the API calls specified in the CSCSF TS, and can process the result. How the result is processed will depend on the defined specification of the CSCSF test harness. For example, a browser will process the result in a different way to an email client. For the purposes of simplicity, the browser as a reference CSCSF test harness, as it is assumed that the most common application that will implement CSCSF is the browser. 

To test the conformance of the CSCSF application programming interface, a series of tests have been designed to simulate the expected functionality when a CSCSF enabler makes an API call to the CSCSF interface. The API call that the CSCSF enabler makes to the CSCSF interface will return the expected result and corresponding parameters. 

The CSCSF ETS describes tests that aim at validating the normal working behaviour of the CSCSF API call, as well as testing the error conditions. 
4.1 Minimal Test Configuration

The minimum test configuration is as follows:

· A test harness consisting of test samples and test contents

· A CSCSF enabler e.g. a browser application that has implemented functionality to make a CSCSF API call

· A scan engine emulator that provides the CSCSF interface.
4.2 Minimal Participation Guidelines

The Client Side Content Screening Framework Enabler Test Specification (CSCSF ETS) defines test cases for conformance testing. Conformance testing does not require participation at an OMA Test Fest. An OMA CSCSF Conformance Test Harness and Scan Engine Emulator is provided as part of the CSCSF enabler release for OMA members wishing to verify that the CSCSF enabler is able to interface with a CSCSF interface. It is expected that the OMA Conformance Test Harness and Scan Engine Emulator will be part of a closed CSCSF implementation, where the enabler and underlying operating system (into which the scan engine is integrated) are part of the same implementation. Unlike client/server based enabler tests, the tests associated with CSCSF enabler will take place within a terminal. Accordingly, test reports are not included as part of the enabler package, as the verification of the interface will be dependent on specific implementations. 
4.3 Minimal Pre-Test Guidelines

Not applicable. 
4.4 Optimal TestFest Achievement Guidelines

Not applicable.  

5. Enabler Test Requirements

5.1 Test Infrastructure Requirements

 CSCSF test harness consists of:

1. Test contents
2. Test content detection logic
3. Scan Engine Emulator (SEE) that CSCSF enabler interfaces via the CSCSF interface 
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Figure 5‑1: Test Infrastructure Requirements for CSCSF
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Figure 5‑2: Test flow for Malicious and Benign Content Flow

The test contents include samples which are made up of document types (HTML, unknown, etc) for which the SEE would return expected results. Examples of expected results would be 0 (benign) or 1 (malicious).
5.2 Enabler Execution Flow
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Figure 5‑3: Example Call Flow for CSCSF-1.0-con003
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*Scan Engine Emulator must return the result. Enabler support is optional. 

Severity level code is within the range 0 to 4. See CSCSF TS [CSCSF-TS-v1] for severity levels


Figure 5‑4: Example Call Flow for CSCSF-1.0-con004
Example call flows for invoking CSFScanData (CSF-1) to scan a benign test content and test content that is flagged as malicious is given in figures 5-3 and 5-4.
5.3 Test Content Requirements

 It is expected that the ability of the scan engine to correctly flag content will be tested using test contents based on EICAR, which is the European Institute for Computer Anti-virus Research standard for test content. The EICAR samples can be accessed from www.eicar.org. EICAR samples emulate malicious content in different formats. 

The test content databases will include Test Content Detection Logic (TCDL) that are used against a particular test content sample. The Test Content Detection Logic (TCDL) will include definitions to detect test content for all the tests outlined in CSCSF ETS [ETS_Client_Side_CS_FW].  
5.4 Test Limitations

5.4.1 Physical

None.
5.4.2 Resources

None.
5.5 Test Restrictions

None. 
5.6 Test Tools

The OMA CSCSF Test Harness and Scan Engine Emulator, as described in Section 5.1, are provided by OMA as a test tool for verifying the ability of an enabler to call the CSCSF interface. 
5.6.1 Existing Tools to be Used

OMA members may obtain the OMA CSCSF Test Harness and Scan Engine Emulator from OMA. The tool is provided as a platform agnostic kit. 
5.6.2 Test Tool Requirements

A CSCSF test tool MUST satisfy the infrastructure requirements outlined in Section 5.1 and MUST provide the ability to perform all the test cases specified in CSCSF ETS [ETS_Client_Side_CS_FW]. 
5.7 Resources Required

 The purpose of the CSCSF conformance test is to verify that an enabler can correctly call a CSCSF interface, and handle results received from the same interface. It is expected that the CSCSF conformance test tool will be useful in the initial CSCSF implementation stages as it will allow an implementer to verify that a calling enabler would be able to interact with a CSCSF interface implementation. It is there fore recommended that all test cases specified in CSCSF ETS [ETS_Client_Side_CS_FW] are conducted. 
6. Enabler Test Reporting

6.1 Problem Reporting Requirements

Normal reporting, no special reporting required. 
6.2 Enabler Test Requirements

Normal reporting, no special reporting required. 
6.3 Approval Criteria

 Due to the characteristics of the enabler, validation procedure will be implementation dependent. It is desirable that test results from industry validation testing are submitted to OMA for verification, but such test results are not required for enabler approval. Instead, a reference application is provided with the Conformance Test Harness, as proof of enabler validation.
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	OMA-ETG-CSCSF-V1_0-20070208-A
	08 Feb 2007
	Status changed to Approved by IOP
OMA-IOP-2007-0019-INP_CSCSF_1.0_ETG_for_approval

	OMA-ETG-CSCSF-v1_0-20070810-A
	10 August 2007
	Update Normative References
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