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Change Request

	Title:
	Terminal smartcard test cases for BCAST Conformance ETS
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	IOP-BRO

	Doc to Change:
	OMA-ETS-BCAST_CON-V1_0-20070925-D.doc

	Submission Date:
	03 Oct 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Kimmo Halonen, Nokia, kimmo.k.halonen@nokia.com
Lee Byung-Rae, Samsung, byungrae.lee@samsung.com

	Replaces:
	n/a


1 Reason for Change

This change request is adding new conformance test cases to test terminal SmartCard functionality.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP-BRO WG approves this CR and the BCAST Conformance ETS is updated accordingly.
6 Detailed Change Proposal

5.5.1 Registration with Bootstrapping 

	Test Case Id
	TBD

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a Registration flow can be processed by the terminal where bootstrapping using test tool is required

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· The correct IMPI and master key Ki exist on the test tool (so that the test tool will autorize bootstrapping).
· The Bootstrapping context between the terminal and the test tool has expired. 
· The value for the ServiceID field  (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. This can be done using pre-defined data. 



	Test Procedure
	1. The terminal is switched on and the mobile TV application is launched. The terminal sends an MBMS User Registration Request. 

2. The conformance test tool responces to the MBMS User Registration Request with 401 error. This triggers the Terminal to do GBA bootstrapping.

3. The terminal resends the MBMS User Registration Request with the new bootstrapping info. 

4. The conformance test tool (BSM) responces to the new MBMS User Registration Request with valid MBMS User Registration Response.


	Pass-Criteria
	1. The MBMS User Registration Request is properly formatted and it contains the correct Service ID value and no bootstrapping info. 

2. The Terminal successfully does GBA bootstrapping.

3. The second MBMS User Registration is properly formatted and it contains the correct Service ID value and the new bootstrapping info. 
4. The new MBMS User Registration Response is accepted by the terminal and the registration succeeds.




5.5.2 Deregistration

	Test Case Id
	TBD

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a deregistration flow can be processed by the terminal.

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between a conformance test tool (BMS server) and terminal
· The URLs of the conformance test tool (GBA and registration server) must be available to the terminal. This can be provided via an access and session description fragment (or MBMS USD in SDP) containing the following information or in some other way (e.g. hard coding URLs in the terminal) for the purposes of testing. 
· The key management element with a key management server definition. 

· The attribute uiccKeyManagement indicating that the UICC based key management is required for the service.
· The key management server with which the terminal should register.

	Test Procedure
	1. The BCAST Client is terminated or suspended on the terminal (This should prompt a deregistration flow). 


	Pass-Criteria
	1. The terminal initiates the deregistration flow by sending a HTTP post to the BSM (test tool) containing B-TID  as username and Ks_ext_NAF (SRK) as password as well as the Service IDs.



5.5.3 Pull LTKM Delivery

	Test Case Id
	TBD

	Test Object
	BCAST Terminal

	Test Case Description
	Test that an LTKM request and delivery can be correctly performed by the terminal.

	Specification Reference
	6.6

	SCR Reference
	BCAST-LTKM_SC-C-015

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· Bootstrapping context exists between conformance test tool (server) and the terminal. Bootstrapping data may have been pre-provisioned or established using the normal GBA-U procedures.

· The test tool provides a valid SRTP and STKM stream to the terminal protected using an SEK not currently available to the terminal. 

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means. 

	Test Procedure
	1. The terminal receives a TEK protected with a SEK that it does not currently possess according to the MKI of the SEK.  

2. The Terminal receives the LTKM. 


	Pass-Criteria
	1. The Terminal requests for LTKM. The request is properly formatted.

2. The LTKM is provisioned successfully to the Terminal. 


5.5.4 STKM Delivery and usage
	Test Case Id
	TBD

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a valid STKM stream is processed by the terminal.

	Specification Reference
	6.7

	SCR Reference
	BCAST-STKM_SC-C-01

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between conformance test tool (server) and terminal. 
· An LTKM containing the SEK being used to protect the current TEKs has already been sent to the terminal. 

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means. 

	Test Procedure
	1. The terminal receives continuous STKMs stream protected with the SEK it possesses. 

	Pass-Criteria
	1. The terminal can decrypt the content from the first time the SEK is used. 
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