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 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
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1 Reason for Change

This change request is adding new conformance test cases to test terminal SmartCard functionality with ISMACryp and IPSec encryptions..
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP-BRO WG approves this CR and the BCAST Conformance ETS is updated accordingly.
6 Detailed Change Proposal

Change 1:  Changes to the document structure:

· Delete heading “5. BCAST CONFORMANCE TEST CASES”, since it is redundant (there are only client conformance test cases in this document). Change all sub-chapter headers to be one level higher (e.g. the new chapter 5 would be “5. CLIENT CONFORMANCE TEST CASES”.
· Delete chapture and test case “5.1.5 Content Protection”, including the sub chaptures “5.1.5.1 Service Protection with IPSec via broadcast channel”, “5.1.5.2 Service Protection with SRTP via broadcast channel” and “5.1.5.3 Service Protection with ISMACryp via broadcast channel”.

· Delete chapture and test case “5.1.2.8 Service guide with purchase information”.
· Rename the test case in chapter 5.1.11.1 in the following way:

“Smartcard profile and SRTP encryption (optional)”

· Add a note underneath:

Note: Test cases BCAST-1.0-ServProt -101a, BCAST-1.0-ServProt -101b, BCAST-1.0-ServProt-101c, BCAST-1.0-ServProt-101d, BCAST-1.0-ServProt-101e, BCAST-1.0-ServProt-101f, BCAST-1.0-ServProt-101g are expected to be executed on one test run. One TTCN-3 script can be used to implement all of these.

· Add test case IDs to the existing test cases in the following manner:

	Test Case:
	Test Case ID

	Registration
	BCAST-1.0-ServProt-101a

	GBA-U Bootstrapping USIM
	BCAST-1.0-ServProt-101b

	Purchasing information
	BCAST-1.0-ServProt-101c

	Purchasing Service 
	BCAST-1.0-ServProt-101d

	Pull LTKM delivery
	BCAST-1.0-ServProt-101e

	STKM delivery and usage
	BCAST-1.0-ServProt-101f

	Deregistration
	BCAST-1.0-ServProt-101g


· In every Service Protection test case where there is a “Continuation of / Can be tested at the same time as:” or    “Prerequisite for this test:” in “Preconditions”, when there is a reference to another test case like “XXXX – Purchasing Service”, replace XXXX with correct chapter reference. 

Change 2:  Modifications to existing Smartcard test cases (under the renamed chapter “Smartcard profile and SRTP encryption (optional)”
- Add parenthesis around (MBMS or BCAST) in the Registration test case as done in the equivalent new test cases in Change 3.

- Add a precondition “BSF address is set up in the terminal.” in the “GBA-U Bootsrapping U-SIM” test case as done in the equivalent new test cases in Change 3.

- Change “BCAST EXT” into “EXT BCAST”  in the “Pull LTKM delivery” test case as done in the equivalent new test cases in Change 3.
5.10.1.3 Purchasing information
	Test Case Id
	BCAST-1.0-ServProt -101c

	Test Object
	BCAST Terminal

	Test Case Description
	When the terminal receives Service Guide containing purchase item, purchase channel and purchase data fragments

then the terminal presents the information on the Service Guide

	Specification Reference
	[BCAST10 –ESG] Section 5.1.2.6, 5.1.2.7, 5.1.2.8
[BCAST10–ServContProt] Section 6.10.1, 6.10.1.2, 10.1.1

	SCR Reference
	Primary:   N/A
Secondary: BCAST-SG-C-002 (M), BCAST-SG-C-004 (O), BCAST-SG-C-010 (M), BCAST-SG-C-011 (M), BCAST-SDP-C-014 (O), BCAST-SRTPsignal-C-030 (O)

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Set up the test tool to produce BCAST service guide announcement and delivery using broadcast channel.

Terminal is configured to listen to BCAST service guide announcements and delivery on the broadcast channel.

Access point information for service guide entry point is configured in the test tool.

This test cases uses the following SG fragment instantiations: 

· Service fragment with Name=”PayTvChannel ”.

· Content fragment with Name=”Programme”, and StartTime and EndTime elements indicating values within the time of test.

· Schedule fragment for content fragment with same values for startTime and endTime as in the presentationWindow element.

· Access fragment for schedule fragment with KeyManagmentSystem, EncryptionType set to SRTP, and a reference to the Session Description fragment. 

· Session Description fragment containing SDP for "Programme” and the service protection information for the SRTP encrypted service.

· PurchaseItem fragment for service fragment with Description “Purchasable SRTP encrypted service” element.

· PurchaseData fragment for purchaseItem fragment with PriceInfo and Description “Discount price available” elements.

· PurchaseChannel fragment for purchaseItem fragment with PurchaseURL pointing to a subscription site.

Note: All the fragments are associated with the same Service fragment and are sent in
          the same service guide delivery.

Continuation of / Can be tested at the same time as:

               XXXX – Registration



	Test Procedure
	1. Request from BCAST application on terminal to get the service guide (if not done automatically).

2. Browse the SG in the terminal



	Pass-Criteria
	       2.    The service “PayTvChannel” is displayed with “Programme” schedule from start to end time and price information 

  


5.10.1.6   STKM delivery and usage

	Test Case Id
	BCAST-1.0-ServProt -101f 

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a valid STKM stream is processed by the terminal.

	Specification Reference
	[BCAST10–ServContProt] Section 6.7

	SCR Reference
	Primary: BCAST-STKM_SC-C-10 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· The test tool is set up to stream encrypted audio and video for “Programme” as well as STKM stream on the broadcast channel. 

· A bootstrapping context exists between conformance test tool (server) and terminal. 
· An LTKM containing the SEK being used to protect the current TEKs has already been sent to the terminal. LTKM contains the following fields:
· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0x03 0001

· EXT BCAST payload and security_policy_extension = 0x04

· KV: TSlow= 0x00; TShigh= 0x0F.

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast. 

Continuation of / Can be tested at the same time as:

               XXXX – Pull LTKM delivery
Prerequisite for this test:

               XXXX – Pull LTKM delivery



	Test Procedure
	1. The terminal receives continuous STKMs stream for the service with the Key domain ID= MCC1|| MNC1. 
TEK ID of STKM is incremented for each TEK renewal with a cryptoperiod of 10s

Within a crypto period TEK ID is not changed (STKM sent every second; i.e 10 times within the crypto period) but TS changes for each STKM within the crypto period. TS starts with 0x00 00 00 01 and TEK_ID with 0x00 01.

If this requires too much processing on the server side, it is also possible to test without TS change during the crypto period but with for example an increment of 10 for each cryptoperiod.


	Pass-Criteria
	1. Video is displayed by the terminal for a time period of 20s. If the video is displayed during 15*10=150s, this means that TEK ID field is used for the checking of KV of SEK/PEK, instead of TS, which is an error.


Change 3:  New test cases
5.10.2 Smartcard Profile and IPSec encryption (optional)
5.10.2.1            Registration

	Test Case Id
	BCAST-1.0-ServProt-111a

	Test Object
	BCAST Terminal

	Test Case Description
	When the BCAST Client is started in the terminal

that initiates the MBMS User Service Registration procedure.

	Specification Reference
	[BCAST10-Services] Section 5.1.6.7

	SCR Reference
	Primary: N/A

Secondary:  N/A

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	The service guide cache of the terminal is erased.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 
UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains a valid 3G subscription (IMSI/Ki and algorithm Milenage)
UICC SQN value is syncronized with the TestTools AuC.

There is a Service Guide available. For the Service Guide instantiation details see x.x.x.x.x Purchasing information.

Can be tested at the same time as:

                    XXXX – Purchasing information

	Test Procedure
	1. Activate the BCAST application on the terminal.

2. Terminal initiates the MBMS User Service Registration procedure with User Service ID "bcast-all-services" and establishes an IP connection with the BSM.
a.    The Terminal sends an initial HTTP POST (Registration indication) without authentication header.
b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header (Note2).

3. The test tool replies with HTTP 200 OK.
Note1: The use of test data proposed by the [3GPP TS 35.207-700 (Implementer’s Test Data)] and [3GPP TS 35.208-700 (Design Conformance Test Data)] could facilitate the computing of valid data and to verify the return values.
Note2: In case there is no valid bootstrapping context, the terminal runs bootstrapping first as described in x.x.x.x GBA-U Bootstrapping USIM). 

	Pass-Criteria
	2a.   The terminal sends the Registration indication 
2c.   The second POST request is properly formatted and contains the authentication header.


5.10.2.2            GBA-U Bootstrapping USIM

	Test Case Id
	BCAST-1.0-ServProt-111b

	Test Object
	BCAST Terminal

	Test Case Description
	When the terminal needs to do authentication

and there is no existing bootstrapping context

that initiates the bootstrapping flow.

	Specification Reference
	[BCAST10–ServContProt] Section 6.5.1

	SCR Reference
	Primary: N/A

Secondary: BCAST-SERVICES-C-007(O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	No bootstrapping context exists between the terminal and the test tool. All existing credentials are marked as invalid.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 
UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains a valid 3G subscription (IMSI/Ki and algorithm Milenage)
UICC SQN value is syncronized with the TestTools AuC
BSF address is set up in the terminal.
Can be tested at the same time as:

               XXXX – Registration


	Test Procedure
	1. Terminal retrieves from the Service Guide the permissionIssuerURI, and extracts from it the FQDN of the BSM. 

2. Terminal detects that a bootstrapping procedure is needed (no valid SRK available).
3. The Terminal runs the bootstrapping procedure

a. The Terminal sends an initial POST request (HTTP request) containing the private user identity (IMPI found in the USIM derived from IMSI as specified in [3GPP TS 23.003]).
b. Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c. RAND and AUTN are used by USIM to generate RES authentication challenge response (SQN is in sync). Terminal sends this response back to the test tool in Authorization header of POST request.
d. Test tool generates B-TID from the IMPI and sends a 200OK message including the B-TID and the Key lifetime of the key Ks back to the terminal

e. The terminal stores B-TID and key lifetime in the USIM EFGBABP  file

f. The terminal sends the NAF_ID received in step 1 (FQDN and  UA security protocol Identifier), to the USIM and receives the returned Ks_ext_NAF
At this time the test tool and the USIM share the bootstrap Key material Ks_int_NAF associated with B-TID.


	Pass-Criteria
	       3a.   The terminal sends a POST request with the appropriate IMPI.
       3c.   RES corresponds to the XRES in the test tool.



5.10.2.3            Purchasing information
	Test Case Id
	BCAST-1.0-ServProt-111c

	Test Object
	BCAST Terminal

	Test Case Description
	When the terminal receives Service Guide containing purchase item, purchase channel and purchase data fragments

then the terminal presents the information on the Service Guide

	Specification Reference
	[BCAST10 –ESG] Section 5.1.2.6, 5.1.2.7, 5.1.2.8
[BCAST10–ServContProt] Section 6.10.1, 6.10.1.2, 10.1.1

	SCR Reference
	Primary:   N/A
Secondary: BCAST-SG-C-002 (M), BCAST-SG-C-004 (O), BCAST-SG-C-010 (M), BCAST-SG-C-011 (M), BCAST-SDP-C-014 (O) 

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Set up the test tool to produce BCAST service guide announcement and delivery using broadcast channel.

Terminal is configured to listen to BCAST service guide announcements and delivery on the broadcast channel.

Access point information for service guide entry point is configured in the test tool.

This test cases uses the following SG fragment instantiations: 

· Service fragment with Name=”PayTvChannel ”.
· Content fragment with Name=”Programme”, and StartTime and EndTime elements indicating values within the time of test.
· Schedule fragment for content fragment with same values for startTime and endTime as in the presentationWindow element.
· Access fragment for schedule fragment with KeyManagmentSystem, EncryptionType set to IPSec, and a reference to the Session Description fragment. 

· Session Description fragment containing SDP for "Programme” and the service protection information for the IPSec encrypted service.
· PurchaseItem fragment for service fragment with Description “Purchasable IPSec encrypted service” element.

· PurchaseData fragment for purchaseItem fragment with PriceInfo and Description “Discount price available” elements.
· PurchaseChannel fragment for purchaseItem fragment with PurchaseURL pointing to a subscription site.

Note: All the fragments are associated with the same Service fragment and are sent in
          the same service guide delivery.
Continuation of / Can be tested at the same time as:

               XXXX – Registration


	Test Procedure
	1. Request from BCAST application on terminal to get the service guide (if not done automatically).
2. Browse the SG in the terminal



	Pass-Criteria
	       2.    The service “PayTvChannel” is displayed with “Programme” schedule from start to end time and price information 

  


5.10.2.4            Purchasing Service 

	Test Case Id
	BCAST-1.0-ServProt-111d

	Test Object
	BCAST Terminal

	Test Case Description
	When the user purchases an encrypted service

then the terminal initiates the Service Request.

	Specification Reference
	[BCAST10 –ESG] Section 5.1.5.2, 5.1.5.2.1, 5.1.5.2.2
[BCAST10–ServContProt] Section 6.6

	SCR Reference
	Primary: BCAST-SERVICES-C-006(O), BCAST-SERVICES-C-007(O), BCAST-SERVICES-C-008(O), BCAST-KeyManagement-C-016 (O)

Secondary: BCAST-SERVPROT-C-001 (O), BCAST-TerminalCapability-C-003 (O), BCAST-SERVPROT-C-005 (O), BCAST-SDP-C-014 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	State:
The test tool and the USIM share the bootstrap Key material Ks_int_NAF associated with B-TID.
Continuation of / Can be tested at the same time as:

               XXXX – Purchasing information
Prerequisite for this test:

           XXXX – Registration
               XXXX – Purchasing information



	Test Procedure
	1. Purchase “PayTvChannel” on terminal. 
2. Terminal initiates subscription procedure for the service “PayTvChannel”

a.    The Terminal sends an initial HTTP POST (Service Request) without authentication header.
b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN.
c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header. 
3. The test tool replies with Service Responce.



	Pass-Criteria
	2a.   The terminal sends Service Request for the service “PayTvChannel”.
2c.   The second POST request is properly formatted and contains the authentication header.




5.10.2.5            Pull LTKM delivery

	Test Case Id
	BCAST-1.0-ServProt-111e

	Test Object
	BCAST Terminal

	Test Case Description
	Test that an LTKM request and delivery can be correctly performed by the terminal.

	Specification Reference
	[BCAST10–ServContProt] Section 6.6

	SCR Reference
	Primary: BCAST-LTKM_SC-C-015 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· Bootstrapping context exists between conformance test tool (server) and the terminal. 
· The terminal knows the IP address and port on which the STKM stream and the IPSec encrypted video and audio streams are being broadcasted. 

· LTKM contains the following fields:
· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0x03 0001

· EXT BCAST payload and security_policy_extension = 0x04

· KV: TSlow= 0x00; TShigh= 0x0F.

Continuation of / Can be tested at the same time as:

               XXXX – Purchasing Service 
Prerequisite for this test:

               XXXX – Purchasing Service 



	Test Procedure
	1. The test tool pushes an LTKM over UDP to the terminal and asks for a verification message with v-bit set to ‘1’.


	Pass-Criteria
	1. The verification message was sent by the terminal and is correctly formatted.


5.10.2.6            STKM delivery and usage
	Test Case Id
	BCAST-1.0-ServProt-111f

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a valid STKM stream is processed by the terminal.

	Specification Reference
	[BCAST10–ServContProt] Section 6.7

	SCR Reference
	Primary: BCAST-STKM_SC-C-10 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· The test tool is set up to stream encrypted audio and video for “Programme” as well as STKM stream on the broadcast channel. 

· A bootstrapping context exists between conformance test tool (server) and terminal. 
· An LTKM containing the SEK being used to protect the current TEKs has already been sent to the terminal. LTKM contains the following fields:
· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0x03 0001

· EXT BCAST payload and security_policy_extension = 0x04

· KV: TSlow= 0x00; TShigh= 0x0F.

· The terminal knows the IP address and port on which the STKM stream and IPSec stream are being broadcast. 

Continuation of / Can be tested at the same time as:

               XXXX – Pull LTKM delivery
Prerequisite for this test:

               XXXX – Pull LTKM delivery



	Test Procedure
	1. The terminal receives continuous STKMs stream for the service with the Key domain ID= MCC1|| MNC1. 
TEK ID of STKM is incremented for each TEK renewal with a cryptoperiod of 10s.

Within a crypto period TEK ID is not changed (STKM sent every second; i.e 10 times within the crypto period) but TS changes for each STKM within the crypto period. TS starts with 0x00 00 00 01 and TEK_ID with 0x00 01.

If this requires too much processing on the server side, it is also possible to test without TS change during the crypto period but with for example an increment of 10 for each cryptoperiod



	Pass-Criteria
	1. Video is displayed by the terminal for a time period of 20s. If the video is displayed during 15*10=150s, this means that TEK ID field is used for the checking of KV of SEK/PEK, instead of TS, which is an error.


5.10.2.7            Deregistration

	Test Case Id
	BCAST-1.0-ServProt-111g

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a deregistration flow can be processed by the terminal.

	Specification Reference
	[BCAST10-Services] Section 5.1.6.9

	SCR Reference
	Primary: N/A

Secondary:  N/A

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	A bootstrapping context exists between a conformance test tool (server) and terminal. 

Continuation of / Can be tested at the same time as:

               XXXX – Registration 
Prerequisite for this test:

               XXXX – Registration 


	Test Procedure
	1. The BCAST Client is terminated or suspended on the terminal (MBMS) or the timeout has expired after the registration (DVB-H). This should prompt a deregistration flow.

2. Terminal initiates the MBMS User Service Deregistration procedure.
a.    The Terminal sends an initial HTTP POST (Deregistration indication) without authentication header.
b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header.

3. The test tool replies with HTTP 200 OK.
 

	Pass-Criteria
	2a.   The terminal sends the Deregistration indication 
2c.   The second POST request is properly formatted and contains the authentication header.


5.10.3 Smartcard Profile and ISMACryp encryption (optional)
5.10.3.1            Registration

	Test Case Id
	BCAST-1.0-ServProt-121a

	Test Object
	BCAST Terminal

	Test Case Description
	When the BCAST Client is started in the terminal

that initiates the MBMS User Service Registration procedure.

	Specification Reference
	[BCAST10-Services] Section 5.1.6.7

	SCR Reference
	Primary: N/A

Secondary:  N/A

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	The service guide cache of the terminal is erased.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 
UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains a valid 3G subscription (IMSI/Ki and algorithm Milenage)
UICC SQN value is syncronized with the TestTools AuC.

There is a Service Guide available. For the Service Guide instantiation details see x.x.x.x.x Purchasing information.

Can be tested at the same time as:

                    XXXX – Purchasing information

	Test Procedure
	1. Activate the BCAST application on the terminal.

2. Terminal initiates the MBMS User Service Registration procedure with User Service ID "bcast-all-services" and establishes an IP connection with the BSM.
a.    The Terminal sends an initial HTTP POST (Registration indication) without authentication header.
b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header (Note2).

3. The test tool replies with HTTP 200 OK.
Note1: The use of test data proposed by the [3GPP TS 35.207-700 (Implementer’s Test Data)] and [3GPP TS 35.208-700 (Design Conformance Test Data)] could facilitate the computing of valid data and to verify the return values.
Note2: In case there is no valid bootstrapping context, the terminal runs bootstrapping first as described in x.x.x.x GBA-U Bootstrapping USIM). 

	Pass-Criteria
	2a.   The terminal sends the Registration indication 
2c.   The second POST request is properly formatted and contains the authentication header.


5.10.3.2            GBA-U Bootstrapping USIM

	Test Case Id
	BCAST-1.0-ServProt-121b

	Test Object
	BCAST Terminal

	Test Case Description
	When the terminal needs to do authentication

and there is no existing bootstrapping context

that initiates the bootstrapping flow.

	Specification Reference
	[BCAST10–ServContProt] Section 6.5.1

	SCR Reference
	Primary: N/A

Secondary: BCAST-SERVICES-C-007(O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	No bootstrapping context exists between the terminal and the test tool. All existing credentials are marked as invalid.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 
UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains a valid 3G subscription (IMSI/Ki and algorithm Milenage)
UICC SQN value is syncronized with the TestTools AuC
BSF address is set up in the terminal.

Can be tested at the same time as:

               XXXX – Registration


	Test Procedure
	1. Terminal retrieves from the Service Guide the permissionIssuerURI, and extracts from it the FQDN of the BSM. 

2. Terminal detects that a bootstrapping procedure is needed (no valid SRK available).
3. The Terminal runs the bootstrapping procedure

a. The Terminal sends an initial POST request (HTTP request) containing the private user identity (IMPI found in the USIM derived from IMSI as specified in [3GPP TS 23.003]).
b. Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c. RAND and AUTN are used by USIM to generate RES authentication challenge response (SQN is in sync). Terminal sends this response back to the test tool in Authorization header of POST request.
d. Test tool generates B-TID from the IMPI and sends a 200OK message including the B-TID and the Key lifetime of the key Ks back to the terminal

e. The terminal stores B-TID and key lifetime in the USIM EFGBABP  file

f. The terminal sends the NAF_ID received in step 1 (FQDN and  UA security protocol Identifier), to the USIM and receives the returned Ks_ext_NAF
At this time the test tool and the USIM share the bootstrap Key material Ks_int_NAF associated with B-TID.


	Pass-Criteria
	       3a.   The terminal sends a POST request with the appropriate IMPI.
       3c.   RES corresponds to the XRES in the test tool.



5.10.3.3            Purchasing information
	Test Case Id
	BCAST-1.0-ServProt-121c

	Test Object
	BCAST Terminal

	Test Case Description
	When the terminal receives Service Guide containing purchase item, purchase channel and purchase data fragments

then the terminal presents the information on the Service Guide

	Specification Reference
	[BCAST10 –ESG] Section 5.1.2.6, 5.1.2.7, 5.1.2.8
[BCAST10–ServContProt] Section 6.10.1, 6.10.1.2, 10.1.1

	SCR Reference
	Primary:   N/A
Secondary: BCAST-SG-C-002 (M), BCAST-SG-C-004 (O), BCAST-SG-C-010 (M), BCAST-SG-C-011 (M), BCAST-SDP-C-014 (O) 

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Set up the test tool to produce BCAST service guide announcement and delivery using broadcast channel.

Terminal is configured to listen to BCAST service guide announcements and delivery on the broadcast channel.

Access point information for service guide entry point is configured in the test tool.

This test cases uses the following SG fragment instantiations: 

· Service fragment with Name=”PayTvChannel ”.
· Content fragment with Name=”Programme”, and StartTime and EndTime elements indicating values within the time of test.
· Schedule fragment for content fragment with same values for startTime and endTime as in the presentationWindow element.
· Access fragment for schedule fragment with KeyManagmentSystem, EncryptionType set to ISMACryp, and a reference to the Session Description fragment. 

· Session Description fragment containing SDP for "Programme” and the service protection information for the ISMACryp encrypted service.
· PurchaseItem fragment for service fragment with Description “Purchasable ISMACryp encrypted service” element.
· PurchaseData fragment for purchaseItem fragment with PriceInfo and Description “Discount price available” elements.
· PurchaseChannel fragment for purchaseItem fragment with PurchaseURL pointing to a subscription site.

Note: All the fragments are associated with the same Service fragment and are sent in
          the same service guide delivery.
Continuation of / Can be tested at the same time as:

               XXXX – Registration


	Test Procedure
	1. Request from BCAST application on terminal to get the service guide (if not done automatically).
2. Browse the SG in the terminal



	Pass-Criteria
	       2.    The service “PayTvChannel” is displayed with “Programme” schedule from start to end time and price information 

  


5.10.3.4            Purchasing Service 

	Test Case Id
	BCAST-1.0-ServProt-121d

	Test Object
	BCAST Terminal

	Test Case Description
	When the user purchases an encrypted service

then the terminal initiates the Service Request.

	Specification Reference
	[BCAST10 –ESG] Section 5.1.5.2, 5.1.5.2.1, 5.1.5.2.2
[BCAST10–ServContProt] Section 6.6

	SCR Reference
	Primary: BCAST-SERVICES-C-006(O), BCAST-SERVICES-C-007(O), BCAST-SERVICES-C-008(O), BCAST-KeyManagement-C-016 (O)

Secondary: BCAST-SERVPROT-C-001 (O), BCAST-TerminalCapability-C-003 (O), BCAST-SERVPROT-C-005 (O), BCAST-SDP-C-014 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	State:
The test tool and the USIM share the bootstrap Key material Ks_int_NAF associated with B-TID.
Continuation of / Can be tested at the same time as:

               XXXX – Purchasing information
Prerequisite for this test:

           XXXX – Registration
               XXXX – Purchasing information



	Test Procedure
	1. Purchase “PayTvChannel” on terminal. 
2. Terminal initiates subscription procedure for the service “PayTvChannel”

a.    The Terminal sends an initial HTTP POST (Service Request) without authentication header.
b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN.
c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header. 
3. The test tool replies with Service Responce.



	Pass-Criteria
	2a.   The terminal sends Service Request for the service “PayTvChannel”.
2c.   The second POST request is properly formatted and contains the authentication header.




5.10.3.5            Pull LTKM delivery

	Test Case Id
	BCAST-1.0-ServProt-121e

	Test Object
	BCAST Terminal

	Test Case Description
	Test that an LTKM request and delivery can be correctly performed by the terminal.

	Specification Reference
	[BCAST10–ServContProt] Section 6.6

	SCR Reference
	Primary: BCAST-LTKM_SC-C-015 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· Bootstrapping context exists between conformance test tool (server) and the terminal. 
· The terminal knows the IP address and port on which the STKM stream and the ISMACryp encrypted video and audio streams are being broadcasted. 

· LTKM contains the following fields:
· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0x03 0001

· EXT BCAST payload and security_policy_extension = 0x04

· KV: TSlow= 0x00; TShigh= 0x0F.

Continuation of / Can be tested at the same time as:

               XXXX – Purchasing Service 
Prerequisite for this test:

               XXXX – Purchasing Service 



	Test Procedure
	1. The test tool pushes an LTKM over UDP to the terminal and asks for a verification message with v-bit set to ‘1’.


	Pass-Criteria
	1. The verification message was sent by the terminal and is correctly formatted.


5.10.3.6            STKM delivery and usage
	Test Case Id
	BCAST-1.0-ServProt-121f

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a valid STKM stream is processed by the terminal.

	Specification Reference
	[BCAST10–ServContProt] Section 6.7

	SCR Reference
	Primary: BCAST-STKM_SC-C-10 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· The test tool is set up to stream encrypted audio and video for “Programme” as well as STKM stream on the broadcast channel. 

· A bootstrapping context exists between conformance test tool (server) and terminal. 
· An LTKM containing the SEK being used to protect the current TEKs has already been sent to the terminal. LTKM contains the following fields:
· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0x03 0001

· EXT BCAST payload and security_policy_extension = 0x04

· KV: TSlow= 0x00; TShigh= 0x0F.

· The terminal knows the IP address and port on which the STKM stream and ISMACryp stream are being broadcast. 

Continuation of / Can be tested at the same time as:

               XXXX – Pull LTKM delivery
Prerequisite for this test:

               XXXX – Pull LTKM delivery



	Test Procedure
	1. The terminal receives continuous STKMs stream for the service with the Key domain ID= MCC1|| MNC1. 
TEK ID of STKM is incremented for each TEK renewal with a cryptoperiod of 10s.

Within a crypto period TEK ID is not changed (STKM sent every second; i.e 10 times within the crypto period) but TS changes for each STKM within the crypto period. TS starts with 0x00 00 00 01 and TEK_ID with 0x00 01.

If this requires too much processing on the server side, it is also possible to test without TS change during the crypto period but with for example an increment of 10 for each cryptoperiod



	Pass-Criteria
	1. Video is displayed by the terminal for a time period of 20s. If the video is displayed during 15*10=150s, this means that TEK ID field is used for the checking of KV of SEK/PEK, instead of TS, which is an error.


5.10.3.7            Deregistration

	Test Case Id
	BCAST-1.0-ServProt-121g

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a deregistration flow can be processed by the terminal.

	Specification Reference
	[BCAST10-Services] Section 5.1.6.9

	SCR Reference
	Primary: N/A

Secondary:  N/A

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	A bootstrapping context exists between a conformance test tool (server) and terminal. 

Continuation of / Can be tested at the same time as:

               XXXX – Registration 
Prerequisite for this test:

               XXXX – Registration 


	Test Procedure
	1. The BCAST Client is terminated or suspended on the terminal (MBMS) or the timeout has expired after the registration (DVB-H). This should prompt a deregistration flow.

2. Terminal initiates the MBMS User Service Deregistration procedure.
a.    The Terminal sends an initial HTTP POST (Deregistration indication) without authentication header.
b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header.

3. The test tool replies with HTTP 200 OK.
 

	Pass-Criteria
	2a.   The terminal sends the Deregistration indication 
2c.   The second POST request is properly formatted and contains the authentication header.


Change 4:  Modify and move the old test cases that used to be in chapter 5.1.5. Move them to the end of the document, after the Smartcard test cases with following modifications.
5.10.4 DRM Profile and IPSec encryption via broadcast channel (optional)

	Test Case Id
	BCAST-1.0-ServProt-201

	Test Object
	BCAST Terminal

	Test Purpose
	with a terminal having received a service guide containing a service with purchase information on the Service Guide Delivery Channel and listening for an IPsec encrypted data stream on the broadcast channel

when the terminal subscribes to that service on the interactive channel using a Service Request/Response message exchange
then the terminal is able to receive, decrypt, and display the data stream correctly.

	Specification Reference
	[BCAST10–ServContProt] Section 6.8.1, 9.1.

	SCR Reference
	Primary: BCAST-ContentLayer-C-008 (O)

Secondary: BCAST-SERVPROT-C-002 (O), BCAST-SDP-C-014 (O)

DRM profile:  BCAST-TerminalCapability-C-004 (O), BCAST-SERVPROT-C-006 (O), BCAST-STKM -C-011 (O), BCAST-LTKM_DRM-C-013 (O), BCAST-CP_RTP_DRM-C-019 (O)


See also Appendix D.1

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Service guide cache of terminal is erased

Terminal is configured to listen to BCAST service guide announcements and delivery on the broadcast channel

Access point information for service guide entry point is configured in test tool

This test cases uses the following SG fragment instantiations found in the Appendix: 

· Service fragment with Name=”PayTvChannel ”

· Content fragment with Name=”Programme”, and StartTime and EndTime elements indicating values within the time of test

· Schedule fragment for content fragment with same values for startTime and endTime in the presentationWindow element

· Access fragment for schedule fragment with KeyManagmentSystem, EncryptionType set to IPsec, and a reference to the Session Description fragment 

· Session Description fragment containing SDP for "Programme” and the service protection information for IPSec

· PurchaseItem fragment for service fragment with Description “IPsec” element

· PurchaseData fragment for purchaseItem fragment with PriceInfo and Description “Discount” elements

· PurchaseChannel fragment for purchaseItem fragment with PurchaseURL pointing to a subscription site

Note: All the fragments are associated with the same Service fragment and are sent in
          the same service guide delivery. 

	Test Procedure
	· Set up the test tool to produce BCAST service guide announcement and delivery using broadcast channel.

· Setup the test tool to stream via IPSec encrypted audio and video for “Programme” as well as key stream on broadcast channel

· Setup the SEK delivery to the terminal via DRM 2.0 ROAP (DRM) 

· Activate the BCAST application of the terminal

· Request from BCAST application on terminal to get the service guide (optional)

· Browse the SG in the terminal

· Setup the test tool to authenticate and accept subscription request for the Service “PayTvChannel” from the terminal via interactive channel

· Purchase “TvChannel” on terminal

· Access ”TvChannel” on terminal



	Pass-Criteria
	The following should be visible to the end user after the delivery of the SG

· The service “PayTvChannel” is displayed with “Programme” schedule from start to end time, available as “Discount” purchase, and price information.

· “Programme” can be viewed by the end user.
The following should be observable for the test tool

· The test tool receives HTTP request from the end user to subscribe to service “TvChannel”.


5.10.5   DRM Profile and SRTP encryption via broadcast channel (optional)

	Test Case Id
	BCAST-1.0-ServProt-211

	Test Object
	BCAST Terminal

	Test Purpose
	with a terminal having received a service guide containing a service with purchase information on the Service Guide Delivery Channel and listening for an SRTP encrypted data stream on the broadcast channel

when the terminal subscribes to that service on the interactive channel Service Request/Response message exchange

then the terminal is able to receive, decrypt, and display the data stream correctly

	Specification Reference
	[BCAST10–ServContProt] Section 6.8.1, 9.2.

	SCR Reference
	Primary: BCAST-ContentLayer-C-007 (O)

Secondary: BCAST-SERVPROT-C-002 (O), BCAST-SDP-C-014 (O), BCAST-SRTPsignal-C-030 (O)

DRM profile:  BCAST-TerminalCapability-C-004 (O), BCAST-SERVPROT-C-006 (O), BCAST-STKM -C-011 (O), BCAST-LTKM_DRM-C-013 (O), BCAST-CP_RTP_DRM-C-019 (O)


See also Appendix D.1

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Service guide cache of terminal is erased

Terminal is configured to listen to BCAST service guide announcements and delivery on the broadcast channel

Access point information for service guide entry point is configured in test tool

This test cases uses the following SG fragment instantiations found in the Appendix: 

· Service fragment with Name=”PayTvChannel ”

· Content fragment with Name=”Programme”, and StartTime and EndTime elements indicating values within the time of test

· Schedule fragment for content fragment with same values for startTime and endTime in the presentationWindow element

· Access fragment for schedule fragment with KeyManagmentSystem, EncryptionType set to SRTP, and a reference to the Session Description fragment 

· Session Description fragment containing SDP for "Programme” and the service protection information for SRTP

· PurchaseItem fragment for service fragment with Description “SRTP” element

· PurchaseData fragment for purchaseItem fragment with PriceInfo and Description “Discount” elements

· PurchaseChannel fragment for purchaseItem fragment with PurchaseURL pointing to a subscription site

Note: All the fragments are associated with the same Service fragment and are sent in
          the same service guide delivery..

	Test Procedure
	· Set up the test tool to produce BCAST service guide announcement and delivery using broadcast channel.

· Setup the test tool to stream via SRTP encrypted audio and video for “Programme” as well as key stream on broadcast channel

· Setup the SEK delivery to the terminal via DRM 2.0 ROAP (DRM) 
· Activate the BCAST application of the terminal

· Request from BCAST application on terminal to get the service guide (optional)

· Browse the SG in the terminal

· Setup the test tool to authenticate and accept subscription request for the Service “PayTvChannel” from the terminal via interactive channel

· Purchase “TvChannel” on terminal

· Access ”TvChannel” on terminal




5.10.6 DRM Profile and ISMACryp encryption via broadcast channel (optional)

	Test Case Id
	BCAST-1.0-ServProt-221

	Test Object
	BCAST Terminal

	Test Purpose
	with a terminal having received a service guide containing a service with purchase information on the Service Guide Delivery Channel and listening for an ISMACryp encrypted data stream on the broadcast channel

when the terminal subscribes to that service on the interactive channel Service Request/Response message exchange

then the terminal is able to receive, decrypt, and display the data stream correctly

	Specification Reference
	[BCAST10–ServContProt] Section 6.8.1, 9.3.

	SCR Reference
	Primary: BCAST-ContentLayer-C-009 (O) 

Secondary: BCAST-SERVPROT-C-002 (O), BCAST-SDP-C-014 (O), BCAST-CP_Form-C-023 (O)

DRM profile:  BCAST-TerminalCapability-C-004 (O), BCAST-SERVPROT-C-006 (O), BCAST-STKM -C-011 (O), BCAST-LTKM_DRM-C-013 (O), BCAST-CP_RTP_DRM-C-019 (O)


See also Appendix D.1

	Tool
	BCAST conformance test tool

	Test code
	

	Preconditions
	Service guide cache of terminal is erased

Terminal is configured to listen to BCAST service guide announcements and delivery on the broadcast channel

Access point information for service guide entry point is configured in test tool

This test cases uses the following SG fragment instantiations found in the Appendix: 

· Service fragment with Name=”PayTvChannel ”

· Content fragment with Name=”Programme”, and StartTime and EndTime elements indicating values within the time of test

· Schedule fragment for content fragment with same values for startTime and endTime in the presentationWindow element

· Access fragment for schedule fragment with KeyManagmentSystem, EncryptionType set to ISMACryp, and a reference to the Session Description fragment 

· Session Description fragment containing SDP for "Programme” and the service protection information for ISMACryp
· PurchaseItem fragment for service fragment with Description “ISMACryp” element

· PurchaseData fragment for purchaseItem fragment with PriceInfo and Description “Discount” elements

· PurchaseChannel fragment for purchaseItem fragment with PurchaseURL pointing to a subscription site

Note: All the fragments are associated with the same Service fragment and are sent in
          the same service guide delivery. 

	Test Procedure
	· Set up the test tool to produce BCAST service guide announcement and delivery using broadcast channel.

· Setup the test tool to stream via ISMACryp encrypted audio and video for “Programme” as well as key stream on broadcast channel

· Setup the SEK delivery to the terminal via DRM 2.0 ROAP (DRM) 
· Activate the BCAST application of the terminal

· Request from BCAST application on terminal to get the service guide (optional)

· Browse the SG in the terminal

· Setup the test tool to authenticate and accept subscription request for the Service “PayTvChannel” from the terminal via interactive channel

· Purchase “TvChannel” on terminal

· Access ”TvChannel” on terminal



	Pass-Criteria
	The following should be visible to the end user after the delivery of the SG

· The service “PayTvChannel” is displayed with “Programme” schedule from start to end time, available as “Discount” purchase, and price information.

· “Programme” can be viewed by the end user.
The following should be observable for the test tool

· The test tool receives HTTP request from the end user to subscribe to service “TvChannel”.
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