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1 Reason for Change

During the Test Fest 23 a problem report n°22 has been raised:
Smartcard manufacturers that filled up the smartcard part of the EICS for the test fest, had only few test to pass according to the test report. As a matter of fact, the SCR references in the test cases of the INT document have not been updated according to the new SCR tables for Clients, smartcards and BSM introduced in the last version of the BCAST SPCP specification.

This CR  proposes then the update of the SCR references.
R01: As agreed during the IOP-BRO CC of the10th of April

· AND and OR in SCR references are deleted and replaced by ‘,’

· Change in formating
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP-BRO group review and approval
6 Detailed Change Proposal

Change 1:  Changes are related to the service and content protection/Smartcard profile of the document (§5.5.2)
7.1.1 Smartcard Profile

5.2.1.1 Layer 1 Authentication and Service Registration
3G Authentication used in bootstrapping procedures:

Authentication between the UE and the BSF needs a valid cellular subscription. Authentication is based on the 3GPP AKA protocol.

The use of a well specified algorithm for the 3GPP Authentication and Key Agreement (AKA) could be used to avoid the use of operator specific cards. This well specified algorithm is described in the TS 35 206 specification and is called MILENAGE. This algorithm will be implemented in the USIM card. If operator cellular network is used then the algorithm needs to be known and implemented in the smartcard.

The USIM contains also a permanent user identifier: IMSI and a secret key K shared with the Authentication Center (AuC). 

The use of test data proposed by the TS 35 207-700 (Implementor’s Test Data) and TS 35 208-700 (Design Conformance Test Data) could facilitate the computing of valid Authentication Vectors for the HSS in case the HSS is simulated and to verify the return values.

In case a (R-)UIM/CSIM is used, the pre-provisioned key based mechanism using Registration Key (RK), as specified in 3GPP2 for BCMCS, SHALL be implemented.  Authentication between the BCAST Terminal and the BSM presumes a valid cellular subscription.  In case the BSM wishes to authenticate the terminal, it uses the Auth-Key computed from RK.  On the terminal side, Auth-Key is computed in the (R-)UIM/CSIM.  Such computation is specified in [3GPP2 S.S0083-A].  Furthermore, this authentication is performed using a challenge-response protocol, also specified in [3GPP2 S.S0083-A].
In this chapter, “BCAST Smartcard” means “MBMS/BCAST or BCMCS/BCAST smartcard”.
5.2.1.1.1 GBA-U Bootstrapping USIM /BSM with success

	Test Case Id
	BCAST-1.0-DIST-int-401 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is MBMS only or BCAST

	Test Case Description
	Test that GBA bootstrapping with the BSM is successfully achieved.

Test that the SRK is correctly generated in the terminal.  Smartcard is MBMS only or MBMS/BCAST.

	Specification Reference
	SPCP spec: 6.10, 6.5

	SCR Reference
	BCAST-SPCP-C-005,  BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-003

	Tool
	None

	Test code
	None

	Preconditions
	· No bootstrapping context exists between BSM and terminal/smartcard

· Smartcard contains  Key management: Smartcard is GBA and MBMS or BCAST enabled
· Smartcard contains a valid 3G subscription (IMSI/K and algo Milenage)

· HSS is able to provide Authentication Vectors (AV, AV=RAND||AUTN||XRES|| CK||IK) associated with the IMSI/K.
· Session description fragment contains MBMS USD with a service protection description fragment containing 

· the key management element with a key management server definition. 

· And the attribute uiccKeyManagement indicating that the Smartcard based key management is required for the service.
· Or the information are provided using the SDP.
· The Service Guide declares a service for which subscription is possible, allowing the Terminal to send a Service Registration

	Test Procedure
	1. Update the SG in the terminal using the BSM as the source

2. User selects the service for subscription

3. Terminal retrieves, in the USD, FQDN of the key management server (BSM), the uiccKeyManagement indication, identifiers of MSKs for the user service (Key domain ID and MSK ID)

4. Terminal detects that a bootstrapping procedure is needed (no SRK available)

5. The Terminal and the BSF establish bootstrapped security association between them by running bootstrapping procedure

a. The Terminal sends an initial GET request (HTTP request) to the BSF containing the private user identity.(IMPI found in the USIM derived from IMSI as specified in TS 23 003)

b. The BSF retrieves Authentication vector from the HSS (Authentication vectors are computed using the Milenage algorithm and function described in TS 33 102)
c. The BSF selects an authentication vector AV= RAND||AUTN||XRES||CK||IK

d. BSF forwards the challenge to the terminal in the HTTP 401 Unauthorized response: RAND||AUTN

e. Terminal sends RAND and AUTN to the USIM using the AUTHENTICATE command in GBA security context: Bootstrapping Mode
f. The USIM sends the response of AUTHENTICATE command RES authentication challenge response (SQN valid).

g. Terminal sends an HTTP request, containing the Digest AKA response calculated using RES, to the BSF.
h. BSF checks that the RES corresponds to the XRES. The BSF generates the bootstrapping Transaction Identifier (B-TID) for the IMPI 

i. BSF sends a 200OK message including the B-TID and the Key lifetime of the key Ks to the terminal

j. The terminal stores B-TID and key lifetime in the EFGBABP
At this time BSF and USIM share bootstrap Key material KS associated with B-TID

6. Terminal initiates an HTTP digest authentication using the User service registration procedure and information in USD or SDP and establish an IP connection with the BSM.

a. Terminal sends a GET request to the BSM to gain access to a service and to establish an IP connection with the BSM.

b. The BSM answer with 401 Unauthorized indicating that the BSM choose to AUTHENTICATE the terminal using the bootstrapped security association

c. Key derivation: Terminal sends NAF_ID and IMPI to USIM using the AUTHENTICATE command in GBA security context: NAF derivation mode. 

d. USIM derives Ks_ext_NAF (SRK) and Ks_Int_NAF (SMK), updates the EFGBANL and sends back to the terminal the Ks_ext_NAF (SRK).

e. The terminal sends to the BSM a GET request with B-TID  as username and Ks_ext_NAF (SRK) as password 

f. BSM retrieves Ks_ext_NAF from the BSF and verifies the message received from the terminal.

g. If success the BSM sends a 200 OK response to the terminal with Authentication-info header with a list of status code for each service. 



	Pass-Criteria
	1. reception at BSF of a GET request from Terminal with the appropriate IMPI

2. reception at BSF of a correct authentication challenge response in the Second GET request with RES (compared with the test data proposed in TS 35 207 and TS 35 208)
3. Reception at BSM of a correct GET request from the terminal a 200OK message is sent back to the terminal. This ensures that the Ks derivation is correct as the SRK is correct.


5.2.1.1.2 GBA-U Bootstrapping USIM / BSM with synchronization error
	Test Case Id
	BCAST-1.0-DIST-int-402 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is MBMS only or MBMS/BCAST

	Test Case Description
	Test that SQN error is detected by the terminal during a GBA bootstrapping 
Smartcard is MBMS only or MBMS/BCAST

	Specification Reference
	SPCP spec: 6.10, 6.5

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-003

	Tool
	None

	Test code
	None

	Preconditions
	· A bootstrapping context exists between BSM and terminal/smartcard (the test 1.1.1 has been run first) but the lifetime of the key has expired.
· Smartcard contains  Key management Smartcard is GBA and MBMS or BCAST enabled

· Session description fragment contains MBMS USD with a service protection description fragment containing 

· The key management element with a key management server definition. 

· And the attribute uiccKeyManagement indicating that the Smartcard based key management is required for the service.
· Or the information are provided using the SDP.
· The Service Guide declares a service for which subscription is possible, allowing the Terminal to send a Service Request

· Authentication vector AV stored in HSS contains an error in the AUTN: SQN is the same as for the test 1.1.1 that run first. Then SQN is false

	Test Procedure
	1. Update the SG in the terminal using the BSM as the source

2. User selects the service for subscription

3. Terminal retrieves, in the USD or SDP, FQDN of the key management server (BSM), the uiccKeyManagement indication, identifiers of MSKs for the user service (Key domain ID and MSK ID)

4. Terminal detects that a bootstrapping procedure is needed (Key lifetime has expired)

5. The Terminal and the BSF establish bootstrapped security association between them by running bootstrapping procedure

a. The Terminal sends an initial GET request (HTTP request) to the BSF containing the private user identity.(IMPI found in the USIM)

b. The BSF retrieves Authentication vector from the HSS

c. The BSF selects an authentication vector AV= RAND||AUTN||XRES||CK||IK

d. BSF forwards the challenge to the terminal in the HTTP 401 Unauthorized response: RAND||AUTN containing an error in SQN (same SQN as for the test 1.1.1)
e. Terminal sends RAND and AUTN to the USIM using the AUTHENTICATE command in GBA security context: Bootstrapping Mode
f. The USIM verifies MAC and SQN from AUTN and the SQN value is invalid. USIM computes AUTS 

g. USIM sends the response of AUTHENTICATE command: AUTS: SQN is invalid (Synchronization error)

h. Terminal sends AUTS back to the BSF in GET request

i. BSF gets the corresponding AV (indicated by the AUTS) from the HSS and selects the AV

j. BSF sends a new 401 Unauthorized response with another challenge based on the new range of sequence number: RAND||AUTN (go  to step 5.d of previous test with success) …..

	Pass-Criteria
	· reception at BSF of a GET request from Terminal with the appropriate IMPI

· reception at BSF of AUTS in the second GET request


5.2.1.1.3 GBA_U: Expired Bootstrapping data  

	Test Case Id
	BCAST-1.0-DIST-int-403 

	Test Object
	 BCAST Terminal / Smartcard/ Server. Smartcard is MBMS only or MBMS/BCAST. 

	Test Case Description
	Test that correct behaviour is observed when bootstrapping data has expired.
Test that a new SRK is correctly generated in the terminal.  Smartcard is MBMS only or MBMS/BCAST

	Specification Reference
	SPCP spec 6.5.1

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-003

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal/smartcard

· Smartcard contains Key management: Smartcard is GBA and BCAST enabled (if the Smartcard is MBMS only, the BSM being tested must also be MBMS security enabled).
· Smartcard contains a valid 3G subscription (IMSI/K and also Milenage)
· HSS also contains the secret K associated with the IMSI/IMPI

· The URLs of the GBA and registration servers must be available to the terminal. This can be provided via an access and session description fragment (or MBMS USD in SDP) containing the following information or in some other way (e.g. hard coding URLs in the terminal) for the purposes of testing. 
· The key management element with a key management server definition. 

· The attribute uiccKeyManagement indicating that the Smartcard based key management is required for the service.
· The key management server with which the terminal should register.

· The terminal can be prompted to perform GBA bootstrapping and MBMS user registration either via the service guide and services interaction or in another fashion for testing purposes.

· A value for the ServiceID field in the registration request should be agreed by the terminal and server. This value should be one or more valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference. This can be done via a previous Service Request flow or by using pre-defined data.
· The BSM wishes to renegotiate bootstrapping, i.e. the key lifetime has expired on the BSM side. 

	Test Procedure
	 The BCAST client is started,  re-activated or otherwise prompted to start user registration. 

The terminal/smartcard initiates user Registration (using information in the USD or SDP to get the BSM FQDN) by sending an MBMS user registration request to the BSM’s NAF.  The GET request contains the latest BT-ID as the user name and the current SRK as the password. 

The BSM returns a 401 unauthorised response in order to force the terminal to perform bootstrapping.

The terminal/smartcard and the BSF establish bootstrapped security association between them by running bootstrapping procedure. 

a. The Terminal sends an initial GET request (HTTP request) to the BSF containing the private user identity.(IMPI found in the USIM derived from IMSI as specified in TS 23 003)

b. The BSF retrieves Authentication vector from the HSS (Authentication vectors are computed using the Milenage algorithm and function described in TS 33 102)
c. The BSF selects an authentication vector AV= RAND||AUTN||XRES||CK||IK

d. BSF forwards the challenge to the terminal in the HTTP 401 Unauthorized response: RAND||AUTN

e. Terminal sends RAND and AUTN to the USIM using the AUTHENTICATE command in GBA security context: Bootstrapping Mode
f. The USIM verifies MAC and SQN from AUTN and calculates authentication challenge response computes the session keys IK and CK 

g. USIM sends the response of AUTHENTICATE command RES authentication challenge response (SQN valid).

h. Terminal sends challenge response back to the BSF in GET request

i. BSF checks that the RES corresponds to the XRES. The BSF generates the bootstrapping Transaction Identifier (B-TID) for the IMPI 

j. BSF sends a 200OK message including the B-TID and the Key lifetime of the key Ks to the terminal

k. The terminal stores B-TID and key lifetime in the EFGBABP
The terminal/smartcard reissues the MBMS User registration request to the BSM using the new BT-ID and Ks_ext_NAF (SRK)  

.The BSM sends a 200 OK response to the terminal with Authentication-info header with a list of status code for each service.

	Pass-Criteria
	·  Reception at BSF of a GET request from Terminal with the appropriate IMPI to kick off bootstrapping.

· The BSM’s NAF receives an MBMS User registration request containing the new BT-ID and SRK.

· A 200 OK message is sent back to the terminal from the BSM to indicate the successful conclusion of MBMS user registration. This indicates that the Ks derivation is correct as the new SRK is correct.


5.2.1.1.4 GBA_U: Different Key K on Client and Server

	Test Case Id
	BCAST-1.0-DIST-int-404 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is MBMS only or MBMS/BCAST.

	Test Case Description
	Test that bootstrapping will not succeed when a different secret key K has been provisioned on the terminal and the server.  Smartacrd is MBMS only ir MBMS/BCAST.

	Specification Reference
	SPCP Spec 6.5.1

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-003

	Tool
	None 

	Test code
	None 

	Preconditions
	· No bootstrapping context exists between the server and terminal/smartcard.
· Smartcard contains Key management: Smartcard is GBA and BCAST enabled (if the Smartcard is MBMS only, the BSM being tested must also be MBMS-enabled).
· Smartcard contains a valid 3G subscription (IMSI/K and also Milenage). 
· HSS contains a different secret key K associated with the IMPI to that available on the Smartcard
· The URLs of the GBA and registration servers must be available to the terminal. This can be provided via an access and session description fragment (or MBMS USD in SDP) containing the following information or in some other way (e.g. hard coding URLs in the terminal) for the purposes of testing. 
· The key management element with a key management server definition. 

· The attribute uiccKeyManagement indicating that the Smartcard based key management is required for the service.
· The key management server with which the terminal should register.

· The terminal can be prompted to perform GBA bootstrapping and MBMS user registration either via the service guide and services interaction or in another fashion for testing purposes.

	Test Procedure
	1. The Terminal and the BSF establish bootstrapped security association between them by running bootstrapping procedure

2. The Terminal sends an initial GET request (HTTP request) to the BSF containing the private user identity.(IMPI found in the USIM derived from IMSI as specified in TS 23 003)

3. The BSF retrieves Authentication vector from the HSS (Authentication vectors are computed using the Milenage algorithm and function described in TS 33 102)

4. The BSF selects an authentication vector AV= RAND||AUTN||XRES||CK||IK

5. BSF forwards the challenge to the terminal in the HTTP 401 Unauthorized response: RAND||AUTN

6. Terminal sends RAND and AUTN to the USIM using the AUTHENTICATE command in GBA security context: Bootstrapping Mode

7. The USIM verifies MAC and SQN from AUTN and calculates authentication challenge response computes the session keys IK and CK 

8. USIM sends the response of AUTHENTICATE command RES authentication challenge response (SQN valid).

9. Terminal sends challenge response back to the BSF in GET request

10. BSF compares the RES corresponds to the XRES and discovers that they do not correspond 

The BSF returns a response indicating to the terminal than an authentication failure has occurred or sends a new challenge to restart bootstrapping. 

	Pass-Criteria
	1. Reception at BSF of a GET request from Terminal with the appropriate IMPI to kick off bootstrapping.

The BSF returns a response to the terminal which indicates that the authentication failure has occurred or retuens a new challenge.


5.2.1.1.5 Deregistration 

	Test Case Id
	BCAST-1.0-DIST-int-405 

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that a deregistration flow can be processed by the server and terminal.
Card is MBMS only or MBMS/BCAST

	Specification Reference
	SPCP Spec 6.6

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-003, BCAST-SERVICES-C-007, BCAST-SERVICES-C-008, BCAST-SERVICES-BSM-001, BCAST-SERVICES-BSM-002

	Tool
	None 

	Test code
	None 

	Preconditions
	· A bootstrapping context exists between server and terminal/smartcard

· Smartcard contains Key management: Smartcard is GBA and BCAST enabled (if the Smartcard is MBMS only, the BSM being tested must also be MBMS security enabled).
· Smartcard contains a valid 3G subscription (IMSI/K and also Milenage)
· HSS also contains the secret K associated with the IMSI/IMPI

· The URLs of the GBA and registration servers must be available to the terminal. This can be provided via an access and session description fragment (or MBMS USD in SDP) containing the following information or in some other way (e.g. hard coding URLs in the terminal)  for the purposes of testing. 
· The key management element with a key management server definition. 

· The attribute uiccKeyManagement indicating that the Smartcard based key management is required for the service.
· The key management server with which the terminal should register.

· A value for the ServiceID field in the deregistration request should be agreed by the terminal and server. This value should be one or more valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference. This can be done via a previous service provisioining flow or using pre-defined data.

	Test Procedure
	2. The BCAST Client is terminated or suspended on the terminal (This should prompt a deregistration flow).   

3. The terminal initiates the MBMS user deregistration flow. 

4. Terminal sends a HTTP post to the BSM containing the Service ID.

5. The BSM answers with 401 Unauthorized indicating that the BSM wants to authenticate the terminal using the bootstrapped security association

6. Key derivation: Terminal sends NAF_ID and IMPI to USIM using the AUTHENTICATE command in GBA security context: NAF derivation mode. 

7. USIM derives Ks_ext_NAF (SRK) and Ks_Int_NAF (SMK), updates the EFGBANL and sends back to the terminal the Ks_ext_NAF (SRK).

8. The terminal sends to the BSM a HTTP POST request with B-TID  as username and Ks_ext_NAF (SRK) as password as well as the Service IDs. 
9. BSM retrieves Ks_ext_NAF from the BSF and verifies the message received from the terminal.

10. If success the BSM sends a 200 OK response to the terminal with Authentication-info header with a list of status code for each service. 

	Pass-Criteria
	The BSM receives a HTTP POST device from the terminal containing the Service IDs. 

At the end of the flow a 200 OK response (and a list of status codes) is returned by the BSM. 


5.2.1.1.6 Deregistration with Bootstrapping

	Test Case Id
	BCAST-1.0-DIST-int-406 

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that a deregistration flow can be processed by the server and terminal when bootstrapping is required.  Card is MBMS only or MBMS/BCAST.

	Specification Reference
	SPCP Spec 6.6

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-003, BCAST-SERVICES-C-007, BCAST-SERVICES-C-008, BCAST-SERVICES-BSM-001, BCAST-SERVICES-BSM-002

	Tool
	None 

	Test code
	None 

	Preconditions
	· No bootstrapping context exists between server and terminal/smartcard

· Smartcard contains Key management: Smartcard is GBA and BCAST enabled (if the Smartcard is MBMS only, the BSM being tested must also be MBMS security enabled).
· Smartcard contains a valid 3G subscription (IMSI/K and also Milenage)
· HSS also contains the secret K associated with the IMSI/IMPI

· The URLs of the GBA and registration servers must be available to the terminal. This can be provided via an access and session description fragment (or MBMS USD in SDP) containing the following information or in some other way (e.g. hard coding URLs in the terminal)  for the purposes of testing. 
· The key management element with a key management server definition. 

· The attribute uiccKeyManagement indicating that the Smartcard based key management is required for the service.
· The key management server with which the terminal should register.

· A value for the ServiceID field in the deregistration request should be agreed by the terminal and server. This value should be one or more valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference. This can be done via a previous service provisioining flow or using pre-defined data.

· The BSM wishes to renegotiate bootstrapping, i.e. the key lifetime has expired on the BSM side.

	Test Procedure
	The BCAST Client is terminated or suspended on the terminal (This should prompt a deregistration flow).   

1. The terminal initiates the MBMS user deregistration flow. 

2. Terminal sends a HTTP post to the BSM containing the Service ID.  
3. The BSM answers with 401 Unauthorized indicating that the BSM wants to authenticate the terminal using the bootstrapped security association

4. Key derivation: Terminal sends NAF_ID and IMPI to USIM using the AUTHENTICATE command in GBA security context: NAF derivation mode. 

5. USIM derives Ks_ext_NAF (SRK) and Ks_Int_NAF (SMK), updates the EFGBANL and sends back to the terminal the Ks_ext_NAF (SRK).

6. The terminal sends to the BSM a HTTP POST request with B-TID  as username and Ks_ext_NAF (SRK) as password as well as the Service IDs. 
7. BSM determines that bootstrapping should be rerun and therefore returns a bootstrapping renegotiation indicator by returning a 401 “Unauthorized” HTTP response
8. Prompted by receiving a bootstrapping regenotiation indication, the terminal initiates bootstrapping. 

9. The Terminal sends an initial GET request (HTTP request) to the BSF containing the private user identity.

10. The BSF retrieves Authentication vector from the HSS (Authentication vectors are computed using the Milenage algorithm and function described in TS 33 102)
11. The BSF selects an authentication vector AV= RAND||AUTN||XRES||CK||IK

12. BSF forwards the challenge to the terminal in the HTTP 401 Unauthorized response: RAND||AUTN

13. Terminal sends RAND and AUTN to the USIM using the AUTHENTICATE command in GBA security context: Bootstrapping Mode
14. The USIM verifies MAC and SQN from AUTN and calculates authentication challenge response computes the session keys IK and CK 

15. USIM sends the response of AUTHENTICATE command RES authentication challenge response (SQN valid).

16. Terminal sends challenge response back to the BSF in GET request

17. BSF checks that the RES corresponds to the XRES. The BSF generates the bootstrapping Transaction Identifier (B-TID) for the IMPI 

18. BSF sends a 200OK message including the B-TID and the Key lifetime of the key Ks to the terminal

19. The terminal stores B-TID and key lifetime in the EFGBABP
20. The terminal reinitiates the MBMS user deregistration flow with the enw bootstrapping data. 

21. The terminal sends to the BSM a HTTP POST request with B-TID  as username and Ks_ext_NAF (SRK) as password as well as the Service IDs. 
22. The BSM returns a 200 OK as well as the status codes of the Service IDs. 

	Pass-Criteria
	1. The terminal initiates bootstrapping on receiving a bootstrapping negotiation indication from the BSM. 

2. The BSM returns a 200 ok response after receiving an MBMS user deregistration request from the terminal using the new bootstrapping data. 


5.2.1.1.7 Subscriber Key Establishment for (R-)UIM/CSIM

	Test Case Id
	BCAST-1.0-DIST-int-407 

	Test Object
	BCAST Terminal /Smartcard.  Smartcard is BCMCS/BCAST or BCAST

	Test Case Description
	Test that SMK and SRK derivation from pre-provisioned  SCK in the terminal are successful.  Smartcard is BCMCS/BCAST or BCAST.

	Specification Reference
	SPCP spec: 6.10, 6.5.2

	SCR Reference
	BCAST-SPCP-C-005,  BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-004

	Tool
	BCAST conformance test tool.  Spy of the terminal/Smartcard interface
Test Smartcard BCMCS-only or BCAST

	Test code
	None

	Preconditions
	· Pre-provisioned “SmartCard Key” (SCK), corresponding to the Registration Key (RK) in BCMCS, is stored on the Smartcard, from which the SMK and SRK (TK and Auth-Key, respectively, in BCMCS) are derived.
· Description of service access is provided by BCMCS Information Acquisition as specified in [BCAST-ServContProt] Section 6.10.2. 

· The Service Guide declares a service for which subscription is possible, allowing the Terminal to send a Service Request.

	Test Procedure
	1. Update the SG in the terminal using the test tool as the source.
2. User selects a service for subscription.

3. The terminal and BSM perform the Service Request transaction by using HTTP Digest for access authentication and integrity protection:
a. Terminal sends to the BSM “HTTP POST” containing the Service Request message.
b. BSM responds with “HTTP 401 Unauthorized WWW-Authenticate” containing a digest-challenge.

c. The terminal computes the challenge-response using the SRK and sends back to the BSM “HTTP POST Authorization Request” containing the digest-response.
d. If the digest-response is correct, the BSM returns “HTTP 200 OK POST” with Authentication-Info containing the successful Service Request Response.

	Pass-Criteria
	Reception at the terminal the HTTP 200 OK message containing the successful status code for Service Request, as verification that the Smartcard /terminal and the BSM share the same SRK.


5.2.1.2 Layer 2 LTKM

5.2.1.2.1 OMA BCAST LTKM Terminal processing

5.2.1.2.1.1. LTKM without SPE, without consumption reporting, MBMS only card
	Test Case Id
	BCAST-1.0-DIST-int-408 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is MBMS/BCMCS only or BCAST

	Test Case Description
	Test that an LTKM without SPE and without consumption reporting flag can be successfully received over UDP, and that the terminal sends the LTKM to the smartcard which sends back a verification message. 

	Specification Reference
	SPCP spec: 6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013 , BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-032, BCAST-SCSPCP-C-005,  BCAST-SCSPCP-C-006, BCAST-SCSPCP-C-003, BCAST-SCSPCP-C-004

	Tool
	Spy of the terminal / Smartcard interface

	Test code
	None

	Preconditions
	Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.  

A Service registration has been performed with the BSM (i.e. test 5.5.2.1.1 for GBA-U has been performed first in case USIM is usedor test 5.5.2.1.7 for pre-provisioned SmartCard Key has been performed first in case (R-)UIM/CSIM is used)
The LTKM is valid and indicates that a verification message is needed

The LTKM contains an EXT BCAST field with security_ext_policy_flag= LTK_FLAG_FALSE, and consumption_reporting_flag=LTK_FLAG_FALSE
Card is an MBMS only card, as indicated in EF_UST

	Test Procedure
	1. BSM pushes an LTKM over UDP to the terminal / smartcard and asks for a verification message. Test for GBA_U case. 

2. Terminal receives LTKM, 

3. Terminal retrieves the TS stored along with the associated MUK-ID

4. Terminal checks replay attacks

5. Terminal sends the LTKM to the smartcard 

6. Smartcard verifies integrity of the message

7. Smartcard sees request for acknowledgement. And sends back to the terminal the MIKEY verification message

8. Terminal sends the verification message to the BSM.

	Pass-Criteria
	BSM receives the verification message
On the spy.
A READ RECORD command on EF_MUK(6FD8) is sent from the terminal to the smartcard, to check timestamp stored. (Anti-replay check performs in terminal)

 An AUTHENTICATE command in MSK update mode is sent to the smartcard, and a LTKM verification message is returned in the response.


5.2.1.2.1.2. LTKM without SPE, with consumption reporting, BCAST card

	Test Case Id
	BCAST-1.0-DIST-int-600 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST 

	Test Case Description
	Test that an LTKM without SPE and without Consumption reporting flag can be successfully received over UDP, and that the terminal does not send the LTKM to the BCAST smartcard. 

	Specification Reference
	SPCP spec: 6.6.7

	SCR Reference
	BCAST-LTKM_SC-C-015 , BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-032, BCAST-SCSPCP-C-005,  BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-003, BCAST-SCSPCP-C-004

	Tool
	Spy of the terminal / Smartcard interface

	Test code
	None

	Preconditions
	Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.  

A Service registration has been performed with the BSM (i.e. test 5.5.2.1.1 for GBA-U has been performed first in case USIM is used or test 5.5.2.1.7 for pre-provisioned SmartCard Key has been performed first in case (R-)UIM/CSIM is used)
The LTKM is valid and indicates that a verification message is needed

The LTKM contains an EXT BCAST field, with security_ext_policy_flag= LTK_FLAG_FALSE, and consumption_reporting_flag=LTK_FLAG_FALSE
Card is an BCAST enabled card, as indicated in EF_UST

	Test Procedure
	1. BSM pushes an LTKM over UDP to the terminal / smartcard and asks for a verification message. Test for GBA_U case. 

2. Terminal receives LTKM, 

3. Terminal verifies the BCAST EXT, doesn’t send the message to the BCAST card and discards the message

	Pass-Criteria
	BSM doesn’t receive the verification message
On the spy, there is no AUTHENTICATE command sent to the smartcard


5.2.1.2.1.3. LTKM with SPE, MBMS only card

	Test Case Id
	BCAST-1.0-DIST-int-601 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is MBMS only

	Test Case Description
	Test that an LTKM with SPE can be successfully received over UDP, that the terminal does not send the LTKM to the MBMS only smartcard.

	Specification Reference
	SPCP spec: 6.6.7

	SCR Reference
	BCAST-LTKM_SC-C-015 , BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-032, BCAST-SCSPCP-C-005, BCAST-SCSPCP-C-006,  BCAST-SCSPCP-C-003 

	Tool
	Spy of the terminal / Smartcard interface

	Test code
	None

	Preconditions
	· Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.  

· A Service registration has been performed with the BSM (i.e. test 5.5.2.1.1 for GBA-U has been performed first )
· The smartcard is MBMS only card, as indicated in EF_UST

· The LTKM is valid, indicates that a verification message is needed, and contains EXT BCAST field with Security_policy_ext_flag set to LTK_FLAG_TRUE 

	Test Procedure
	1. BSM pushes an LTKM over UDP to the terminal / smartcard with EXT BCAST payload. Test for GBA_U case. 

2. Terminal receives LTKM, 

3. Terminal discards the message

	Pass-Criteria
	BSM doesn’t receive a verification message

On the spy, there is no AUTHENTICATE command sent to the smartcard


5.2.1.2.1.4. LTKM with SPE, BCAST card

	Test Case Id
	BCAST-1.0-DIST-int-602 

	Test Object
	BCAST Terminal / Smartcard/ Server. smartcard is BCAST

	Test Case Description
	Test that an LTKM with SPE can be successfully received over UDP, that the terminal sends the LTKM to the BCAST smartcard which sends back a verification message.

	Specification Reference
	SPCP spec:  6.6.7, 6.6.6.1

	SCR Reference
	BCAST-LTKM_SC-C-015 , BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-032, BCAST-SCSPCP-C-005, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-008, BCAST-SCSPCP-C-010, BCAST-SCSPCP-C-003, BCAST-SCSPCP-C-004

	Tool
	Spy of the terminal / Smartcard interface

	Test code
	None

	Preconditions
	· Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.  

· A Service registration has been performed with the BSM (i.e. test 5.5.2.1.1 for GBA-U has been performed first in case USIM is used or test 5.5.2.1.7 for pre-provisioned SmartCard Key has been performed first in case (R-)UIM/CSIM is used)
· The smartcard is MBMS/BCAST or BCMCS/BCAST
· The LTKM indicates that a verification message is needed

· The LTKM is valid and contains EXT BCAST field with Security_policy_ext_flag is set to LTK_FLAG_TRUE 

	Test Procedure
	1. BSM pushes an LTKM over UDP to the terminal / smartcard with EXT BCAST payload. Test for GBA_U case. 

2. Terminal receives LTKM, 

3. Terminal sends the LTKM to the smartcard, without anti-replay check
4. Smartcard verifies integrity of the message

5. Smartcard sees request for acknowledgement. And sends back to the terminal the MIKEY verification message

6. Terminal sends the verification message to the BSM.

	Pass-Criteria
	BSM receives a verification message

On the spy. 
No READ RECORD command on  EF_MUK (6FD8) (Anti-replay check not performed by the terminal)

An AUTHENTICATE command in MSK update mode is sent to the smartcard, and a LTKM verification message is returned in the response. 


5.2.1.2.1.5. LTKM request from the terminal, LTKM reception at the terminal / smartcard
	Test Case Id
	BCAST-1.0-DIST-int-409 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is MBMS/BCMCS only or BCAST

	Test Case Description
	Test that an LTKM can be successfully 
requested by the terminal 
delivered over UDP to the terminal 
Test that a verification message is sent.

MBMS/BCAST smartcard

	Specification Reference
	SPCP spec: 6.6, 6.6.7

	SCR Reference
	BCAST-SERVICES-C-007, BCAST-SERVICES-C-008, BCAST-LTKM_SC-C-015 , BCAST-SERVICES-BSM-001, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-032, BCAST-SCSPCP-C-005, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-008, BCAST-SCSPCP-C-010, BCAST-SCSPCP-C-003, BCAST-SCSPCP-C-004

	Tool
	None

	Test code
	None

	Preconditions
	Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.

Service registration has been performed. . (i.e. test 5.5.2.1.1 for GBA-U has been performed first in case USIM is used or test 5.5.2.1.7 for pre-provisioned SmartCard Key has been performed first in case (R-)UIM/CSIM is used)
Terminal has missed an LTKM update because was out of coverage. IP context doesn’t exist anymore

LTKM contains EXT BCAST field, with SPE

The smartcard is BCAST

	Test Procedure
	1. Terminal initiates an HTTP digest authentication using the LTKM request procedure and information in USD or SDP and establish an IP connection with the BSM.

a. The terminal sends to the BSM a GET request with B-TID,  as username and Ks_ext_NAF (SRK) as password and with the list of one or more Key domain ID- MSK-ID

b. BSM retrieves Ks_ext_NAF from the BSF and verifies that the terminal has performed the registration and is authorized to receive the LTKM. The BSM verifies the message received from the terminal.

2. If success the BSM sends a 200 OK response to the terminal with Authentication-info header with a list of status code for each LTKM requested.

3. BSM pushes an LTKM over UDP to the terminal / smartcard and asks for a verification message. Test for GBA_U case. 

4. Terminal receives LTKM, 

5. Terminal sends the LTKM to the smartcard, without anti-replay check
6. Smartcard verifies integrity of the message

7. Smartcard sees request for acknowledgement. And sends back to the terminal the MIKEY verification message

8. Terminal sends the verification message to the BSM.

	Pass-Criteria
	BSM receives a successful LTKM request

BSM receives the verification message


5.2.1.2.1.6. BSM solicited pull procedure
	Test Case Id
	BCAST-1.0-DIST-int-410 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is MBMS/BCMCS only or BCAST

	Test Case Description
	Test that the BSM solicited pull procedure is correctly understood by the terminal and that the terminal is then able to request the LTKM update.  Smartcard is MBMS only or BCAST.

	Specification Reference
	SPCP spec: 6.6

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-014 , BCAST-SCSPCP-C-005

	Tool
	None

	Test code
	None

	Preconditions
	· Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.

· Service registration has been performed. . (i.e. test 5.5.2.1.1 for GBA-U has been performed first in case USIM is used or test 5.5.2.1.7 for pre-provisioned SmartCard Key has been performed first in case (R-)UIM/CSIM is used)

	Test Procedure
	1. BSM sends a MIKEY message with the last SMK known by the BSM and with the key number part of MSK-ID= 0x0, Key group part different than 1
2. The terminal sends a HTTP POST to request the LTKM with the KeyDomainID- MSK-ID pair

	Pass-Criteria
	BSM receives a successful LTKM request


5.2.1.2.1.7. BSM solicited pull procedure initiation over SMS Bearer
	Test Case Id
	BCAST-1.0-DIST-int-411 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is MBMS/BCMCS only or BCAST

	Test Case Description
	Test that the BSM solicited pull procedure initiation over SMS bearer is correctly understood by the terminal and that the terminal is then able to request the LTKM update.
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.2

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-016, BCAST-SCSPCP-C-005 

	Tool
	None

	Test code
	None

	Preconditions
	· Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.
· Service registration has been performed. (i.e. test 5.5.2.1.1 for GBA-U has been performed first in case USIM is used or test 5.5.2.1.7 for pre-provisioned SmartCard Key has been performed first in case (R-)UIM/CSIM is used)

	Test Procedure
	1. BSM sends in a SMS, a MIKEY message with the last SMK known by the BSM and with the key number part of MSK-ID= 0x0, KEMAC Encr Data Len = 0 and V bit in Hdr is not set. MSK ID key group part is different than 1.
2. The terminal sends a HTTP POST to request the LTKM with the KeyDomainID- MSK-ID pair

	Pass-Criteria
	BSM receives a successful LTKM request


5.2.1.2.1.8. BSM solicited pull procedure to initiate the Registration Procedure

	Test Case Id
	BCAST-1.0-DIST-int-603 

	Test Object
	BCAST Terminal / Smartcard/ Server. smartcard is MBMS only or BCAST

	Test Case Description
	Test that the BSM solicited pull procedure to initiate the Registration Procedure is correctly understood by the terminal and that the terminal is then able to request the LTKM update. Smartcard is MBMS only or BCAST.

	Specification Reference
	SPCP spec: 6.6.3

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-017, BCAST-SCSPCP-C-005

	Tool
	None

	Test code
	None

	Preconditions
	Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.

Service registration has been performed. (i.e. test 5.5.2.1.1 for GBA-U has been performed first in case USIM is used or test 5.5.2.1.7 for pre-provisioned SmartCard Key has been performed first in case (R-)UIM/CSIM is used)

	Test Procedure
	1. BSM sends a MIKEY message with the last SMK known by the BSM and with the key group of MSK-ID= 1 and key number part =0
2. The terminal shall initiate a registration procedure with MBMS User Service ID=”oma-bcast-allservices”

	Pass-Criteria
	BSM receives a registration request with MBMS User Service ID=”oma-bcast-allservices”




5.2.1.2.1.9. LTKM Replay Detection in secure function, failure case

	Test Case Id
	BCAST-1.0-DIST-int-604 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST 

	Test Case Description
	Test that an LTKM will be rejected if TS received is less than or equal to the last received TS stored in smartcard. Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.7.3

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-014, BCAST-BSMSPCP-S-032, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-010

	Tool
	Spy of the terminal / Smartcard interface

	Test code
	None

	Preconditions
	Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal.

Service registration has been performed. (i.e. test 5.5.2.1.1 for GBA-U has been performed first in case USIM is used or test 5.5.2.1.7 for pre-provisioned SmartCard Key has been performed first in case (R-)UIM/CSIM is used)

	Test Procedure
	1. BSM pushes an LTKM over UDP to the terminal / smartcard and asks for a verification message. Test for GBA_U case. 

2. Terminal receives LTKM, 

3. Terminal sends the LTKM to the smartcard 

4. Smartcard verifies integrity of the message using SMK (MUK)
5. Smartcard stores TS in EF_MUK
6. Smartcard and then terminal send back a verification message
7. BSM pushes a LTKM with the same TS
8. Terminal receives LTKM, 

9. Terminal sends the LTKM to the smartcard 

10. Smartcard verifies integrity of the message using SMK (MUK)

11. Smartcard verifies TS against the stored LTKM replay counter value. (failure)

12. Verification message is not returned to the BSM

	Pass-Criteria
	BSM receives a Verification Message after step1)

BSM does not receive a verification message 4 min after step 7)

On the spy

The first AUTHENTICATE command in MSK update mode returns SW=9000 and a verification message is included in the response.

The second AUTHENTICATE command in MSK update mode returns SW=9862 (authentication error, incorrect MAC) is returned


5.2.1.2.2 Managing purses and counters using OMA BCAST LTKM

Note: The test describes below is a generic test procedure that shall apply to following tests (from 5.5.2.2.2.1 to 5.5.2.2.2.20 and 5.5.2.2.3). Depending of the test, LTKM1 field are defined in each procedure.
	Test Case Id
	preambule for managing purses and counters test cases

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test that an LTKM with EXT BCAST field can be successfully received over UDP at the terminal / smartcard that the purse and counters according to SPE value are successfully updated and that and a verification message and consumption reporting message are sent. 
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-008

	Tool
	Noneone

	Test code
	None

	Preconditions
	Shared SMK and SRK, as well as valid IP context, exists between BSM and terminal: 

A Service registration has been performed with the BSM and with a GBA-U (i.e. test 5.5.2.1.1.: GBA-U Bootstrapping USIM /BSM with success) 

The LTKM is valid and indicates that a verification message is needed

The LTKM contains  EXT BCAST field

	Test Procedure
	1. BSM pushes an LTKM over UDP to the terminal / smartcard and asks for a verification message. Test for GBA_U case. 

2. Terminal receives LTKM, 

3. Terminal sends the LTKM to the smartcard 

4. Smartcard verifies integrity of the message

5. Smartcard performs replay protection check

6. Smartcard sees request for acknowledgement. And sends back to the terminal the MIKEY verification message 

7. Terminal sends the verification message to the BSM.
8. BSM receives Verification Message

9. BSM push a LTKM2 Message over UDP to the terminal/smartcard with a consumption reporting_flag = 1. V bit =0, same SPE, SEK/PEK id and KV as LTKM1
10. BSM receives LTKM Reporting Message

	Pass-Criteria
	BSM receives the verification message 
BSM receives LTKM Reporting Message containing data according to following tests


Note: The following tests (from 5.5.2.2.2.1 to 5.5.2.2.2.20) shall be run in sequence. The pass criteria depends on this sequence

5.2.1.2.2.1. Set of live ppt purse associated with a key group, SPE=0x00

	Test Case Id
	BCAST-1.0-DIST-int-605 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Set of live_ppt_purse associated with a key group, SPE=0x00 
The live_ppt_purse created in this test will be used by subsequent tests for set mode, add mode and overflow. Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-020, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-013

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Smartcard shall support SPE=0x00

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1  fields: 

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0002 0001
V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x00; purse_flag = 1; purse_mode = 0; token_value = 0x05; cost_value=0x00; access_criteria_flag = 0

KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0

· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x00

· Cost_value= 0x00

· Purse_value=0x05 (value of live_ppt_purse)


5.2.1.2.2.2. Test of set mode for the live_ppt_purse associated with a key group, SPE=0x00 

	Test Case Id
	BCAST-1.0-DIST-int-606 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test of set mode for the live_ppt_purse associated with a key group, SPE=0x00 

Set mode executed on a already created purse. Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-020, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-013

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-605 passed successfully first
Smartcard shall support SPE=0x00

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields: 

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0002 0001 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x00; purse_flag = 1; purse_mode = 0; token_value = 0x10; cost_value=0x01; access_criteria_flag = 0

KV: TSlow = 0x00 00 02 00; TShigh = 0x00 00 02 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters

· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0

· Not_found_flag = 0
· Security_policy_extension = 0x00

· Cost_value= 0x01
· Purse_value=0x10 (value of live_ppt_purse)


5.2.1.2.2.3. Test of add mode for the live_ppt_purse associated with a key group, SPE=0x00
	Test Case Id
	BCAST-1.0-DIST-int-607 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test of add mode for the live_ppt_purse associated with a key group, SPE=0x00 

Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-020, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-013

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-606 passed successfully first
Smartcard shall support SPE=0x00

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0002 0002 (same Key_group but different Key_Number part)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x00; purse_flag = 1; purse_mode = 1; token_value = 0x10; cost_value=0x02; access_criteria_flag = 0

KV: TSlow = 0x 00 00 03 00; TShigh = 0x00 00 03 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters

· consumption_reporting_flag = 1

· Overflow_flag = 0

· Unsupported_extention_flag = 0

· Not_found_flag = 0
· Security_policy_extension = 0x00

· Cost_value= 0x02

· Purse_value=0x20 (value of live_ppt_purse)


5.2.1.2.2.4. Test of overflow for the live_ppt_purse associated with a key group, SPE=0x00
	Test Case Id
	BCAST-1.0-DIST-int-608 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test of overflow for the live_ppt_purse associated with a key group, SPE=0x00 
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-020, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-013

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-607 passed successfully first
Smartcard shall support SPE=0x00

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0002 0003 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x00; purse_flag = 1; purse_mode = 1; token_value = 0x7FFFFFFF; cost_value=0x03; access_criteria_flag = 0

KV: TSlow = 0x00 00 04 00; TShigh = 0x00 00 04 FF

	Pass-Criteria
	BSM does not receive a Verification Message for the LTKM1 delivery, but instead BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 1
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x00
· Cost_value= 0x03

· Purse_value=0x20 (value of live_ppt_purse)


5.2.1.2.2.5. Set of playback_ppt_purse associated with a key group, SPE=0x01
	Test Case Id
	BCAST-1.0-DIST-int-609 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Set of playback_ppt_purse associated with a key group, SPE=0x01 
The playback_ppt_purse created in this test will be used by subsequent tests for set mode, add mode and overflow. Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-014

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Smartcard shall support SPE=0x01

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0003 0001 (new Key_group)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x01; purse_flag = 1; cost_value=0x01;  purse_mode = 0; token_value = 0x10; access_criteria_flag = 0
KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x01
· Cost_value= 0x01
· Purse_value=0x10 (value of playback_ppt_purse, managed independently from live_ppt_purse)


5.2.1.2.2.6. Test of set mode for playback_ppt_purse associated with a key group, SPE=0x01
	Test Case Id
	BCAST-1.0-DIST-int-610 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for set mode for playback_ppt_purse associated with a key group, SPE=0x01 
Set mode executed on a already created purse. Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-014

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-609 passed successfully first
Smartcard shall support SPE=0x01

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0003 0002 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x01; purse_flag = 1; purse_mode = 0; token_value = 0x20; cost_value=0x01; access_criteria_flag = 0

KV: TSlow = 0x00 00 02 00; TShigh = 0x00 00 02 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x01
· Cost_value= 0x01
· Purse_value=0x20 (value of playback_ppt_purse, managed independently from live_ppt_purse)


5.2.1.2.2.7. Test of add mode for playback_ppt_purse associated with a key group, SPE=0x01
	Test Case Id
	BCAST-1.0-DIST-int-611 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for add mode for playback_ppt_purse associated with a key group, SPE=0x01 
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-014

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-610 passed successfully first
Smartcard shall support SPE=0x01

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0003 0002 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x01; purse_flag = 1; purse_mode = 1; token_value = 0x10; cost_value=0x01; access_criteria_flag = 0

KV: TSlow = 0x00 00 03 00; TShigh = 0x00 00 03 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x01
· Cost_value= 0x01
· Purse_value=0x30


5.2.1.2.2.8. Test of overflow for playback_ppt_purse associated with a key group, SPE=0x01
	Test Case Id
	BCAST-1.0-DIST-int-612 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test of overflow for playback_ppt_purse associated with a key group, SPE=0x01 
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-014

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-611 passed successfully first
Smartcard shall support SPE=0x01

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0003 0002 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x01; purse_flag = 1; purse_mode = 1; token_value = 0x7FFFFFFF; cost_value=0x01; access_criteria_flag = 0

KV: TSlow = 0x00 00 04 00; TShigh = 0x00 00 04 FF

	Pass-Criteria
	BSM does not receive a Verification Message for the LTKM1 delivery, but instead BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 1
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x01
· Cost_value= 0x01
· Purse_value=0x30


5.2.1.2.2.9. Set of user_purse associated with a NAF/SMK id
	Test Case Id
	BCAST-1.0-DIST-int-613 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Set of user_purse associated with a NAF/SMK id
The user_purse created in this test will be used by subsequent tests for set mode, add mode and overflow. Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-015

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Card shall support SPE=0x02, 0x03, 0x08 or 0x09

Below test is described with the assumption that the card supports SPE=0x02.

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0004 0001 (newKey_group)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x02; purse_flag = 1; cost_value=0x01;  purse_mode = 0; token_value = 0x10; access_criteria_flag = 0
KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x02
· Cost_value= 0x01
· Purse_value=0x10


5.2.1.2.2.10. Test of set mode for user_purse associated with a NAF/SMK id 
	Test Case Id
	BCAST-1.0-DIST-int-614 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for set mode for user_purse associated with NAF/SMK id
Set mode executed on a already created purse. Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-015

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-613 passed successfully first

Card shall support SPE=0x02, 0x03, 0x08 or 0x09

Below test is described with the assumption that the card supports SPE=0x02.

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0004 0001 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x02; purse_flag = 1; purse_mode = 0; token_value = 0x20; cost_value=0x01; access_criteria_flag = 0

KV: TSlow = 0x00 00 02 00; TShigh = 0x00 00 02 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x02
· Cost_value= 0x01
· Purse_value=0x20 (value of user_purse)


5.2.1.2.2.11. Test of add mode for user_purse associated with NAF/SMK id 
	Test Case Id
	BCAST-1.0-DIST-int-615 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for add mode for user_purse associated with NAF/SMK id
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-015

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-614 passed successfully first

Card shall support SPE=0x02, 0x03, 0x08 or 0x09

Below test is described with the assumption that the card supports SPE=0x02.

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0004 0002 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x02; purse_flag = 1; purse_mode = 1; token_value = 0x10; cost_value=0x01; access_criteria_flag = 0

KV: TSlow = 0x00 00 03 00; TShigh = 0x00 00 03 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x02
· Cost_value= 0x01
· Purse_value=0x30


5.2.1.2.2.12. Test of overflow for user_purse associated with NAF/SMK id
	Test Case Id
	BCAST-1.0-DIST-int-616 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test of overflow for user_purse associated with NAF/SMK id
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-015

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-615 passed successfully first

Card shall support SPE=0x02, 0x03, 0x08 or 0x09

Below test is described with the assumption that the card supports SPE=0x02.

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0005 0002 (different Key_group, to test that key group is not associated with user_purse)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x02; purse_flag = 1; purse_mode = 1; token_value = 0x7FFFFFFF; cost_value=0x01; access_criteria_flag = 0

KV: TSlow = 0x00 00 04 00; TShigh = 0x00 00 04 FF

	Pass-Criteria
	BSM does not receive a Verification Message for the LTKM1 delivery, but instead BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 1
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x02
· Cost_value= 0x01
· Purse_value=0x30 (purse value not changed)


5.2.1.2.2.13. Set of Playback counter associated with a SEK/PEK id, SPE=0x07
	Test Case Id
	BCAST-1.0-DIST-int-617 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Set of Playback counter associated with a SEK/PEK id, SPE=0x07 
The playback counter created in this test will be used by subsequent tests for set mode, add mode and overflow. Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-025, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-018

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0005 0001 (new key group )

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x07; purse_flag = 0;add_flag=0, number_playback=3; access_criteria_flag = 0

KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x07
· Add_flag=0

· Playback_counter=3


5.2.1.2.2.14. Test of set mode for Playback counter associated with a SEK/PEK id, SPE=0x07 
	Test Case Id
	BCAST-1.0-DIST-int-618 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for set mode for Playback counter associated with a SEK/PEK id, SPE=0x07 
Set mode executed on a already created playback counter
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-025, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-018

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-617 passed successfully first

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0005 0001 (same Key as previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x07; purse_flag = 0;add_flag=0, number_playback=5; access_criteria_flag = 0

KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x07
· Add_flag=0

· Playback_counter=5


5.2.1.2.2.15. Test of add mode for Playback counter associated with a SEK/PEK id, SPE=0x07
	Test Case Id
	BCAST-1.0-DIST-int-619 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for add mode for Playback counter associated with a SEK/PEK id, SPE=0x07 
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-025, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-018

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-618 passed successfully first

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0005 0001 (same Key as previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x07; purse_flag = 0;add_flag=1, number_playback=3; access_criteria_flag = 0

KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x07
· Add_flag=1
· Playback_counter=8


5.2.1.2.2.16. Test for overflow of Playback counter associated with a SEK/PEK id, SPE=0x07
	Test Case Id
	BCAST-1.0-DIST-int-620 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for overflow of Playback counter associated with a SEK/PEK id, SPE=0x07 
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-025, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-018

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-619 passed successfully first

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0005 0001 (same Key as previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x07; purse_flag = 0;add_flag=1, number_playback=0x7F; access_criteria_flag = 0

KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM does not receive a Verification Message for the LTKM1 delivery, but instead BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 1
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x07
· Add_flag=1
· Playback_counter=8


5.2.1.2.2.17. Set of TEK counter associated with a SEK/PEK id
	Test Case Id
	BCAST-1.0-DIST-int-621 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Set of TEK counter  associated with a SEK/PEK id
 The TEK counter created in this test will be used by subsequent tests for set mode, add mode and overflow

Smartcard is BCAST and shall support SPE=0x0C or SPE=0x0D.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-029, BCAST-BSMSPCP-S-030, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-022, BCAST-SCSPCP-C-023

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Card shall support SPE=0x0C or 0x0D

Below test is described with the assumption that the card supports SPE=0x0C.

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0006 0001 (newKey_group)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x0C; purse_flag = 0; add_flag=0 ; keep_credit_flag=1 ; number_TEKs=5; access_criteria_flag = 0
KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x0C
· Add_flag= 0

· Keep_credit_flag = 1
· TEK_counter=5


5.2.1.2.2.18. Test of set mode for TEK counter associated with a SEK/PEK id
	Test Case Id
	BCAST-1.0-DIST-int-622 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for set mode for TEK counter associated with SEK/PEK id
Set mode executed on a already created TEK counter

Smartcard is BCAST and shall support SPE=0x0C or SPE=0x0D..

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-029, BCAST-BSMSPCP-S-030, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-022, BCAST-SCSPCP-C-023

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-621 passed successfully first

Card shall support SPE=0x0C or 0x0D

Below test is described with the assumption that the card supports SPE=0x0C.

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0006 0001 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x0C; purse_flag = 0; add_flag=0 ; keep_credit_flag=1 ; number_TEKs=10 ; access_criteria_flag = 0

KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x0C
· Add_flag= 0

· Keep_credit_flag = 1
· TEK_counter=10


5.2.1.2.2.19. Test of add mode for TEK counter associated with SEK/PEK id
	Test Case Id
	BCAST-1.0-DIST-int-623 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test for add mode for TEK counter associated with SEK/PEK id
Smartcard is BCAST and shall support SPE=0x0C or SPE=0x0D..

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-029, BCAST-BSMSPCP-S-030, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-022, BCAST-SCSPCP-C-023

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-622 passed successfully first

Card shall support SPE=0x0C or 0x0D

Below test is described with the assumption that the card supports SPE=0x0C.

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0006 0001 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x0C; purse_flag = 0; add_flag=1 ; keep_credit_flag=1 ; number_TEKs=10; access_criteria_flag = 0

KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM receives the Verification Message for the LTKM1 delivery

BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 0
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x0C
· Add_flag= 1

· Keep_credit_flag = 1
· TEK_counter=20


5.2.1.2.2.20. Test of overflow for TEK counterassociated with SEK/PEK id
	Test Case Id
	BCAST-1.0-DIST-int-624 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test of overflow for TEK counterassociated with SEK/PEK id
Smartcard is BCAST and shall support SPE=0x0C or SPE=0x0D..

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7, 6.6.8

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-029, BCAST-BSMSPCP-S-030, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-022, BCAST-SCSPCP-C-023

	Tool
	None

	Test code
	None

	Preconditions
	See preambule for managing purses and counters test cases
Additionally, test BCAST-1.0-DIST-int-623 passed successfully first

Card shall support SPE=0x0C or 0x0D

Below test is described with the assumption that the card supports SPE=0x0C.

	Test Procedure
	See preambule for managing purses and counters test cases
LTKM fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0006 0001 (same Key_group as the previous message)

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x0C; purse_flag = 0; add_flag=1 ; keep_credit_flag=1 ; number_TEKs=0x3FFFFF; access_criteria_flag = 0

KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM does not receive a Verification Message for the LTKM1 delivery, but instead BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 1

· Overflow_flag = 1
· Unsupported_extention_flag = 0
· Not_found_flag = 0
· Security_policy_extension = 0x0C
· Add_flag= 1

· Keep_credit_flag = 1
· TEK_counter=20


At the end of this sequence of tests, Smartcard contains the following SEK/PEK ID:

Note: Key Domain ID = MCC1 || MNC1 for all keys
	Key group part
	Key number part
	Security policy
	Cost-value
	live_ppt

_purse
	Playback

_ppt_purse
	User

_purse
	Play-back counter
	TEK

counter

	0002
	0001
	0x00
	0x00
	0x20
	
	
	
	

	0002
	0001
	0x00
	0x01
	0x20
	
	
	
	

	0002
	0002
	0x00
	0x02
	0x20
	
	
	
	

	0003
	0001
	0x01
	0x01
	
	0x30
	
	
	

	0003
	0002
	0x01
	0x01
	
	0x30
	
	
	

	0003
	0002
	0x01
	0x01
	
	0x30
	
	
	

	0004
	0001
	0x02
	0x01
	
	
	0x30
	
	

	0004
	0001
	0x02
	0x01
	
	
	0x30
	
	

	0004
	0002
	0x02
	0x01
	
	
	0x30
	
	

	0005
	0001
	0x07
	
	
	
	
	0x08
	

	0006
	0001
	0x0C
	
	
	
	
	
	0x20


5.2.1.2.3 SPE value not supported by the card

	Test Case Id
	BCAST-1.0-DIST-int-625 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Send an LTKM with SPE extention, but the value is not supported by the card

Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.6.4, 6.6.6, 6.6.7

	SCR Reference
	BCAST-LTKM_SC-C-015, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-018, BCAST-BSMSPCP-S-029, BCAST-BSMSPCP-S-032, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-008,

	Tool
	None

	Test code
	None

	Preconditions
	Seepreambule for managing purses and counters test cases
Card does not support all SPE
Below test is described with the assumption that the card does not support SPE=0x0C.

	Test Procedure
	Seepreambule for managing purses and counters test cases
LTKM1 fields:

Key domain ID= MCC1 || MNC1

SEK/PEK ID = 0006 0001

V bit = 1; EXT BCAST present with security_policy_extension_flag = 1, security_policy_extension =0x0C; purse_flag = 0; add_flag=0 ; keep_credit_flag=1 ; number_TEKs=0x05; access_criteria_flag = 0
KV: TSlow = 0x00 00 01 00; TShigh = 0x00 00 01 FF

	Pass-Criteria
	BSM does not receive a LTKM Verification Message for the LTKM1 delivery, but instead BSM receives the LTKM Reporting Message with following parameters
· consumption_reporting_flag = 0
· Overflow_flag = 0
· Unsupported_extention_flag = 1
· Not_found_flag = 0


5.2.1.3 Layer 3 STKM

For this part, encrypted content (video) with the appropriate keys is sent by the BSDA. 
The server provides a valid SRTP and STKM stream to the device.
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means.
5.2.1.3.1 Correct STKM parsing by a BCAST Smartcard

	Test Case Id
	BCAST-1.0-DIST-int-430 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Test that the Smartcard correctly parses STKMs
Smartcard is BCAST

	Specification Reference
	SPCP spec: 6.7; 6.7.2, 6.7.3

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-SCSPCP-C-007

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	· Smartcard has valid LTKM allowing the Smartcard to verify the STKM

· BSM sends an LTKM for the service: 

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· with a security_policy_extension = 0x04

· KV: TSlow= 0x00 00 00; TShigh= 0x00 00 00 0F
The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
Smartcard is BCAST

	Test Procedure
	1. BSM / BSDA generates STKMs for the service 03 of the Key domain ID= MCC1|| MNC1

TEK ID of STKM is incremented for each STKM renewal with a cryptoperiod of 10s

Within a crypto period TEK ID is not changed (STKM sent every second; i.e 10 times within the crypto period) but TS changes for each STKM within the crypto period. TS starts with 0x00 00 00 01 and TEK_ID with 0x00 01.

If this requires too much processing on the server side, it is also possible to test without TS change during the crypto period but with for example an increment of 10 for each cryptoperiod

2. STKMs are received by the Smartcard. 

3. The TEK are sent back to the terminal
4. The terminal decrypts the content using the TEK for the SRTP protocol

	Pass-Criteria
	Video is displayed by the terminal during 20 s
Terminal forwards only the first STKM received every cryptoperiod, Terminal does not forward resent STKM (=STKM with same TEK ID) to the smartcard

If the video is displayed during 15*10=150s, this means that TEK ID field is used for the checking of KV of SEK/PEK, instead of TS, as required by BCAST. This is an error.

On the spy;
Only one AUTHENTICATE command is sent to the card every cryptoperiod (10s). Smartcard returns decrypted material.


5.2.1.3.2 Correct STKM parsing by Smartcard (MBMS)
	Test Case Id

	BCAST-1.0-DIST-int-431 

	Test Object
	BCAST Terminal / Smartcard/ Server.Smartcard is MBMSonly

	Test Case Description
	Test that the Smartcard correctly parses STKMs

	Specification Reference
	SPCP spec: 6.7; 6.7.2, 6.7.3

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-034, BCAST-SCSPCP-C-006

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	· Smartcard has valid LTKM allowing the Smartcard to verify the STKM

· BSM sends an LTKM for the service with
· security_policy_extension: flag=0 and consumption_reporting_flag=0 :

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0004 0001

· KV: SEQl= 0x00 00; SEQu = 0x00 0F (KV coding TEK ID interval)
· The server provides a valid SRTP and STKM stream to the device

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means

	Test Procedure
	1. BSM / BSDA generates STKMs for the service 04 of the Key domain ID= MCC1|| MNC1

TEK ID of STKM is incremented for each STKM renewal with a cryptoperiod of 10s

Within a crypto period TEK ID is not changed (STKM sent every second; i.e 10 times within the crypto period) but TS changes for each STKM within the crypto period. If this requires too much processing on the server side, it is also possible to test without TS change during the crypto period but with for example an increment of 10 for each cryptoperiod

2. STKMs are received by the Smartcard. 

3. The TEK are sent back to the terminal
4. The terminal decrypts the content using the TEK for the SRTP protocol

	Pass-Criteria
	Smartcard returns no error message, thus validating the STKMs are correctly parsed by the smartcard, Video is displayed by the terminal during 150 s (2,50 mns). 

On the spy

The response of the AUTHENTICATE command in MTK generation mode, containing decrypted key material, is conform to 3GPP TS 33,246


5.2.1.3.3 Incorrect STKM generation – inexistent SEK/PEK (wrong key domain ID)

	Test Case Id
	BCAST-1.0-DIST-int-432 

	Test Object
	BCAST Terminal / Smartcard/ Server.

	Test Case Description
	Test that an STKM cannot be processed by a smartcard that doesn’t store the correcponding SEK/PEK (wrong Key Domain ID) and that the TEK isn’t returned. 
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.7; 6.7.2, 6.7.3

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-SCSPCP-C-009

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	· The Bootstrapping exists, but SEK/PEK used doesn’t exist. 

The BSM sends a STKM for the key domain ID = MCC2|| MNC2 and with a SEK/PEK ID key group  = 0x0003 (wrong key domain ID)
The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means

	Test Procedure
	The UE receives the STKM message.

Smartcard detects that the SEK/PEK ID is not available for the decryption of STKM and doesn’t generate the TEK. The return status code is ‘6A88’ (referenced data not found).

	Pass-Criteria
	No video displayed by the terminal

On the spy: the status code returned by the card is ‘6A88’

Terminal asks user to register to that service 
BSM receives a LTKM request from the terminal


5.2.1.3.4 Incorrect STKM generation – inexistent SEK/PEK (wrong SEK ID)

	Test Case Id
	BCAST-1.0-DIST-int-433 

	Test Object
	BCAST Terminal / Smartcard/ Server.

	Test Case Description
	Test that an STKM cannot be processed by a smartcard that doesn’t store the correcponding SEK/PEK (wrong Key Domain ID)and that the TEK isn’t returned. 
Smartcard is BCAST.

	Specification Reference
	SPCP spec: 6.7; 6.7.2, 6.7.3

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-SCSPCP-C-009

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	· The Bootstrapping exists, but SEK/PEK used doesn’t exist. 

The BSM sends a STKM for the key domain ID = MCC1|| MNC1 and with a SEK/PEK ID key group  = 0x0010 (Wrong SEK/PEK ID)
The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means

	Test Procedure
	The UE receives the STKM message.

Smartcard detects that the SEK/PEK ID is not available for the decryption of STKM and doesn’t generate the TEK. The return status code is ‘6A88’ (referenced data not found).

	Pass-Criteria
	No video displayed by the terminal

On the spy: the status code returned by the card is ‘6A88’

Terminal asks user to register to that service 
BSM receives a LTKM request from the terminal


5.2.1.3.5 STKM processing, Key Validity data check

	Test Case Id
	BCAST-1.0-DIST-int-626 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	Key Validity data check.  Test that an STKM cannot processed by the smartcard and the TEK isn’t returned when TS is lower that TSlow or higher than TShigh. 

	Specification Reference
	SPCP spec: 6.7; 6.7.2, 6.7.3, 6.7.3.5

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-SCSPCP-C-007

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	Smartcard has valid LTKM allowing the Smartcard to verify the STKM

BSM sends an LTKM for the service: 

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· with a security_policy_extension = 0x04

· KV: TSlow= 0x00 00 00 01; TShigh= 0x00 00 00 06

No other LTKM has been sent previously 
The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means

	Test Procedure
	A valid STKM is sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with TS from 0x00 00 00 00 to 0x00 00 00 00 07 , and TS increase by one for each cryptoperiod (10s)
· Terminal receives the message and sends it to the smartcard

At reception of the2 first STKM with TS=0x00 00 00 00 and TS=0x00 00 00 01, Smartcard detects that the Key Validity daT check fails and returns the status code ‘9865’ (Key freshness failure)
Terminal may display an error message and may ask the user to register to that service. In this case cancel the procedure to allow execution of next steps of the test.
· From TS=0x00 00 00 02 to TS=0x00 00 00 06, Key Validity data check is successful, and smartcard returns decrypted material to terminal

· Video is displayed during 50s

· At reception of last STKM with TS=0x00 00 00 07, Smartcard detects that the Key Validitu data check fails and returns the status code ‘9865’ (Key freshness failure)

	Pass-Criteria
	No video is displayed during the first 20s

Then video is displayed during 50s
On the spy: 
For the 2 first AUTHENTICATE command, the status word returned by the smartcard is ‘9865’ (Key freshness failure)
For the 3rd to 7th AUTHENTICATE command, the status word returned by the smartcard is 9000 and the key material is returned in the response.

For the last  AUTHENTICATE command, the status word returned by the smartcard is ‘9865’ (Key freshness failure)


5.2.1.3.6 Key deletion from server

This test is relative to the layer2 but the test procedure and pass criteria needs that the test 5.5.2.3.3 and 5.5.2.3.4 passed successfully first. 

	Test Case Id
	BCAST-1.0-DIST-int-439 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	BSM / BSDA sends an LTKM with the security policy extension 0x0A to delete keys associated to the given SEK/PEK ID. SPE=0x0A is supported by the smartcard

	Specification Reference
	SPCP spec: 6.6

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-028, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-021

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means

The test 5.5.2.3.1: ‘Correct STKM parsing by the Smartcard’ passed successfully. The smartcard has the following valid SEK/PEK 

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· with a security_policy_extension = 0x04

· KV: Tslow= 0x00 00 00 00; Tshigh= 0x00 00 00 0F

· The video is decrypted successfully

	Test Procedure
	1. Before the end of the Key validity of the SEK/PEK (when TS of the STKM reaches 0x00 00 00 05), BSM sends a LTKM for the same SEK/PEK ID but with a security policy extension equals to 0x0A, and KV: TSlow = TShigh=0x00 00 00 00
2. The terminal sends the LTKM to the smartcard

3. The smartcard detects that the LTKM is for a deletion of all SEK/PEK associated to the SEK/PEK ID. 

4. The terminal receives the next STKM for the decryption of video

5. The terminal sends the STKM to the smartcard

6. The smartcard detects that SEK/PEK is inexistent for this SEK/PEK ID (see 5.5.2.3.3 and 5.5.2.3.4: Incorrect STKM generation – inexistent SEK/PEK)
7. The smartcard doesn’t generate the TEK and the status code is ‘6A88’ (referenced data not found).

	Pass-Criteria
	Video is decrypted less than 2,50 min. It is decrypted during 10*5=50s

On the spy: the status code returned by the card is ‘6A88’ (referenced data not found).

Terminal asks user to register to that service.
BSM receives a LTKM request from the terminal


5.2.1.3.7 SPE deletion from the server

This test is relative to the layer2 but the test procedure and pass criteria needs that the test 5.5.2.3.3 and 5.5.2.3.4 passed successfully first. 

	Test Case Id
	BCAST-1.0-DIST-int-627 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	BSM / BSDA sends an LTKM with TSlow>TShigh to delete data associated to the given SPE and SEK/PEK ID. 

	Specification Reference
	SPCP spec: 6.6, 6.6.7.4

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-SCSPCP-C-007 

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means

The test 5.5.2.3.1: ‘Correct STKM parsing by the Smartcard’ passed successfully. The smartcard has the following valid SEK/PEK 

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· with a security_policy_extension = 0x04

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F
· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· with a security_policy_extension = 0x05
· KV: TSlow= 0x00 00 01 00; TShigh= 0x00 00 01 0F

The video is decrypted successfully

	Test Procedure
	1. Before the end of the Key validity of the SEK/PEK (when TS of the STKM reaches 0x00 00 00 05), BSM sends a LTKM for the same SEK/PEK ID, with a SPE=0x04, and KV: TSlow =0x00 00 00 01  TShigh=0x00 00 00 00 

2. The terminal sends the LTKM to the smartcard

3. The smartcard detects that the LTKM is for a deletion of SPE associated to the SEK/PEK ID. 

4. The terminal receives the next STKM for the decryption of video

5. The terminal sends the STKM to the smartcard

6. The smartcard detects that SPE=0x04 is not existent for this SEK/PEK ID, and Key validity check fails with SPE=0x05. 
7. The smartcard doesn’t generate the TEK and the status code is ‘9865’ (Key freshness failure). 
8. BSM sends a LTKM for the same SEK/PEK ID, with a SPE=0x05, and KV: TSlow =0x00 00 00 01  TShigh=0x00 00 00 00 

9. The terminal sends the LTKM to the smartcard

10. The smartcard detects that the LTKM is for a deletion of SPE, and delete the SEK/PEK as no other SPE are associated to this SEK/PEK ID
11. The terminal receives the next STKM for the decryption of video

12. The terminal sends the STKM to the smartcard

13. The smartcard detects that SEK/PEK is not existent for this SEK/PEK ID (see 5.5.2.3.3 and 5.5.2.3.4: Incorrect STKM generation – inexistent SEK/PEK)
14. The smartcard doesn’t generate the TEK and the status code is ‘6A88’ (referenced data not found).

	Pass-Criteria
	Video is decrypted less than 2.50 min. It is decrypted during 10*5=50s

Terminal may asks user to register to that service.
BSM may receive a LTKM request from the terminal
On the spy: 
After receiving the first LTKM for SPE deletion, the status word returned by the card is ‘9865’ (Key freshness failure)
After receiving the second LTKM for SPE deletion, the status word returned by the card is ‘6A88’ (referenced data not found).


5.2.1.3.8 STKM processing based on the LTKM security policy extension (SPE)
5.2.1.3.8.1. STKM processing when LTKM SPE=0x00; testing live_ppt_purse
	Test Case Id
	BCAST-1.0-DIST-int-628 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when LTKM SPE=0x00, with token decrease in live_ppt_purse

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.6, 6.7.3.10

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-020, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-013

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.7: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001. STKM replay detection counter in the card corresponding to this SEK/PEK ID is set to 0x00 00 00 00
A LTKM is sent by the BSM for the SEK/PEK:

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· With security-policy-extension = 0x00

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F

· Token-value = 0x11
· Purse-mode = 0x00 (set mode)

· Cost-value: 0x02

	Test Procedure
	1. Test of the service token PPT live (SPE=0x00)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 05 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal

e. Video is then displayed during 50s
2. checking live_ppt_purse value:

a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x00

b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting Message with purse_value=0x07
3. Test of STKM replay detection check:

a. STKM are resent by the BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS  0x00 00 00 01 

b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPE that allows replay content, but no SPE is corresponding (failure)
e. no video is displayed during 10s.
4. Test of lack of credit in live_ppt_purse
a. STKM are resent by the BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 to 0x0F

b. Terminal receives the messages and sends them to the smartcard 
c. Smartcard decrypts the TEK and sends them to the terminal 
d. Video is then displayed during 30s (here Purse_value=0x01)
e. Smartcard send back error message “lack of credit in live_ppt_purse”

	Pass-Criteria
	Video is displayed during 50s, then not displayed during 10s, and displayed during 30s.

On the server side a Reporting Message is received with 
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x00

· Cost_value= 0x02
· Purse_value=0x07 (value of live_ppt_purse)
At the end, Terminal may display a message indicating lack of credit.
On the spy: 
AUTHENTICATE (in MTK generation mode)  command response contains decrypted material (5 times) 

AUTHENTICATE command (in MSK update mode) response contains the LTKM reporting message,

then AUTHENTICATE (in MTK generation mode) command response contains decrypted material (3 times)

then AUTHENTICATE  (in MTK generation mode) command response with “BCAST management data status code” (tag80) equal to 0x01 (lack of credit in live_ppt_purse)


5.2.1.3.8.2. STKM processing when LTKM SPE=0x01; testing playback_ppt_purse

	Test Case Id
	BCAST-1.0-DIST-int-629 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when LTKM SPE=0x01, with token decrease in playback_ppt_purse

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.6, 6.7.3.10

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016,  BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-014

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
Previous test BCAST-1.0-DIST-int-628 is passed successfully, STKM replay detection counter in the card corresponding to SEK/PEK ID = 0003 0001 is set to 0x00 00 00 08
A LTKM is sent by the BSM for the SEK/PEK:

Key domainID= MCC1|| MNC1

SEK/PEK ID = 0003 0001

With security-policy-extension = 0x01
KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F

Token-value = 0x11
Purse-mode = 0x00 (set mode)

Cost-value = 0x02

	Test Procedure
	1. Test of playback ppt mode
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 00 to 0x00 00 00 05 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPE=0x01 (success)
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 50s
2. Checking playback_ppt_purse value:
a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID =0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x01

b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting message with purse_value=0x07
3. Test of STKM replay detection check
a. STKM are resent by the BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 to 0x0F

b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard perform Key Validity check for SPE that allows live content, but no SPE is corresponding (failure)
e. no video is displayed during 10s
4. Test of lack of credit in playback_ppt_purse:

a. After a cryptoperiod, STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 04 and TS increasing by one for each crypto-period (10 s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPE=0x01 (success)
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30 s (here purse value becomes 0x01)
g. Smartcard send back error message’ lack of credit in playback_ppt_purse’

	Pass-Criteria
	Video is displayed during 50s, then not displayed during 10s, and then displayed during 30s
On the server side, a Reporting Message is received with  is received with 
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x01
· Cost_value= 0x02
· Purse_value=0x07 (value of playback_ppt_purse)
At the end, a message is displayed on the handset indicating lack of credit.
On the spy: 
AUTHENTICATE (in MTK generation mode) command response contains decrypted material (5 times) 
AUTHENTICATE command (in MSK update mode) response contains the LTKM reporting message

then AUTHENTICATE (in MTK generation mode) command response with SW=9865 (key freshness failure)

then AUTHENTICATE (in MTK generation mode) command response contains decrypted material (3 times)

then AUTHENTICATE (in MTK generation mode) command response with “BCAST management data status code” (tag80) equal to 0x02 (lack of credit in playback_ppt_purse)


5.2.1.3.8.3. STKM processing when LTKM SPE=0x02; testing user_purse

	Test Case Id
	BCAST-1.0-DIST-int-630 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when LTKM SPE=0x02, with decrease of user_purse token

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.6, 6.7.3.10

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-015

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001. STKM replay counter in the card corresponding this SEK/PEK is set to 0x00 00 00 00.
· A LTKM is sent by the BSM for the SEK/PEK:

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· With security-policy-extension = 0x02
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F

· Token-value= 0x11
· Purse-mode= 0x00 (set mode)

· Cost-value= 0x02

	Test Procedure
	1. Test of the user token ppt live
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 05 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal

e. Video is then displayed during 50s
2. checking user_purse value:

a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x02
b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting Message with purse_value=0x07
3. test of lack of credit in user_purse
a. STKM are sent by the BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 06 to 0x00 00 00 09
b. Terminal receives the messages and sends them to the smartcard 
c. Smartcard decrypts the TEK and sends them to the terminal 
d. Video is then displayed during 30s (here Purse_value=0x01)
e. Smartcard send back error message “lack of credit in user_purse”

	Pass-Criteria
	Video is displayed during 50s + 30s
On the server side, a Reporting Message is received with  is received with 
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x02
· Cost_value= 0x02
· Purse_value=0x07 (value of user_purse)
At the end, a message may be displayed on the handset indicating lack of credit.
On the spy: 
AUTHENTICATE (in MTK generation mode) command response contains decrypted material (5 times) 
AUTHENTICATE command (in MSK update mode) response contains the LTKM reporting message,

then AUTHENTICATE (in MTK generation mode) command response contains decrypted material (3 times)

then AUTHENTICATE (in MTK generation mode) command response with “BCAST management data status code” (tag80) equal to 0x04 (lack of credit in the user_purse)


5.2.1.3.8.4. STKM processing when LTKM SPE=0x07; testing playback_counter

	Test Case Id
	BCAST-1.0-DIST-int-631 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when LTKM SPE=0x07, with decrease of playback_counter

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.6, 6.7.3.10

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-025, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-018

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
BCAST-1.0-DIST-int-630 is passed successfully, STKM replay detection counter in the card corresponding to SEK/PEK ID = 0003 0001 is set to 0x00 00 00 08
A LTKM is sent by the BSM for the SEK/PEK:

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0003 0001

· With security-policy-extension = 0x07
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F

· Purse_flag= 0 

· add_flag = 0x00 (set mode)

· number_playback = 0x05

Current_TS_counter is set automatically in the card with 0x00 00 00 0F. (=TShigh)

	Test Procedure
	1. Test of playback PPP mode
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS set to 0x00 00 00 01
· Video data sent during 10s 
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPE=0x07 (success)
e. Smartcard perform current_TS_counter check, and STKM TS is lower.
· Current_TS_counter is set to STKM TS value=0x00 00 00 01

· Playback_counter is decreased
f. Smartcard decrypts the TEK and sends them to the terminal 
g. Video is then displayed during 10 s
h. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS set to 0x00 00 00 02
· Video data sent during 10s 
i. Terminal receives the messages and sends them to the smartcard
j. Smartcard perform STKM replay detection check against TS (failure)
k. Smartcard perform Key Validity check for SPE=0x07 (success)
l. Smartcard perform current_TS_counter check, and STKM TS is greater.
· Current_TS_counter is set to STKM TS value=0x00 00 00 02

· Playback_counter is NOT decreased
m. Smartcard decrypts the TEK and sends them to the terminal 
n. Video is then displayed during 10 s
2. checking playback_counter value:

a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x07
b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting value with playback_counter=0x04
3. Test of STKM replay detection check
a. STKM are resent by the BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS  0x00 00 00 10 

b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard perform Key Validity check for SPE that allows live content, but no SPE is corresponding (failure)

	Test Procedure

(continued)
	4. Test of lack of credit in playback_counter
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS set to 0x00 00 00 01. 
· For each crypto-period (10 s), TEK_ID increase by 1 but TS value is the same. Video data sent during 60s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPE=0x07 (success)
e. Smartcard decrypts the TEK and sends them to the terminal
f. Smartcard perform current_TS_counter check, and STKM TS is equal or lower.
· Playback_counter is decreased
g. Video is then displayed during 40 s (here playback_counter  becomes 0x00)
h. Smartcard send back error message ‘playback counter invalid or equal to zero’

	Pass-Criteria
	Video is displayed during 20s, then not displayed during 10s, and then displayed during 40s

On the server side, a Reporting Message is received with  
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x07
· Add_flag= 0x00
· Playback_counter=0x04
If returned Playback_counter is equal to 0x03 after 20s streaming, this means playback_counter has been decreased despite TS sent was greater than current_TS_counter. This is an error.

After 70sec, a message may be displayed on the handset indicating playback_counter equal to zero.
On the spy: 
AUTHENTICATE (in MTK generation mode) command response contains decrypted material (2 times) 
AUTHENTICATE command (in MSK update mode) response contains the LTKM reporting message,

then AUTHENTICATE (in MTK generation mode) command response with error SW

then AUTHENTICATE (in MTK generation mode) command response contains decrypted material (4 times)

then AUTHENTICATE (in MTK generation mode) command response with “BCAST management data status code” (tag80) equal to 0x05 (playback_counter invalid or equal to zero)



5.2.1.3.8.5. STKM processing when LTKM SPE=0x0C; testing TEK counter

	Test Case Id
	BCAST-1.0-DIST-int-632 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when LTKM SPE=0x0C, with decrease of TEK counter

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.6, 6.7.3.10

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014 ,BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-029, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-022

	Tool
	Spy of the terminal/Smartcard interface

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001. STKM replay conter in the card is set to 0x00 00 00 00
A LTKM is sent by the BSM for the SEK/PEK ID = 0003 0001
· SPE = 0x0C
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F

· Purse_flag= 0
· Add_flag = 0
· Keep_credit_flag = 1
· Number_TEK= 0x08
A LTKM is sent by the BSM for the SEK/PEK ID = 0003 0002
· SPE = 0x0C
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F

· Purse_flag= 0
· Add_flag = 0
· Keep_credit_flag = 0
· Number_TEK= 0x05

	Test Procedure
	1. Test of the Pay per time Live
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 05 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal

e. Video is then displayed during 50s
2. checking TEK counter:

a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x0C
b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting Message with TEK_counter=0x00 00 00 03 
d. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0002, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x0C
e. The terminal receives the LTKM and sends it to the smartcard

f. The smartcard sends back a LTKM Reporting Message with TEK_counter=0x00 00 00 05
3. testing reporting of TEK over different SEK/PEK with same key group part

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0002 with TS from 0x00 00 00 01 
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Kept TEK counter value (0x00 00 00 03) shall be added to the TEK counter
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 10s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0002, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x0C
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with TEK_counter=0x00 00 00 07
4. test of lack of credit in TEK counter
a. STKM are sent by the BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0002 with TS from 0x00 00 00 02 to 0x00 00 00 0F

b. Terminal receives the messages and sends them to the smartcard 
c. Smartcard decrypts the TEK and sends them to the terminal 
d. Video is then displayed during 70s (here TEK_counter=0x00)
e. Smartcard send back error message “lack of credit in TEK counter”

	Pass-Criteria
	Video is displayed during 50s + 10s + 70s
After 130sec (2min10s), a message may be displayed on the handset indicating lack of credit.
On the server side, a Reporting Message is received with  
LTKM Reporting Message 1:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x0C
· Add_flag= 0x00
· Keep_credit_flag=0x01
· TEK_counter=0x00 00 00 03 
LTKM Reporting Message 2:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x0C
· Add_flag= 0x00
· Keep_credit_flag=0x01
· TEK_counter=0x00 00 00 05 
LTKM Reporting Message 3:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x0C
· Add_flag= 0x00
· Keep_credit_flag=0x01
· TEK_counter=0x00 00 00 07 
On the spy: 
AUTHENTICATE (in MTK generation mode) command response contains decrypted material (5 times) 
AUTHENTICATE command (in MSK update mode) response contains the LTKM reporting message with TEK counter value (2 times),
AUTHENTICATE (in MTK generation mode) command response contains decrypted material (1 times) 
AUTHENTICATE command (in MSK update mode) response contains the LTKM reporting message with TEK counter value (1 times),
then AUTHENTICATE command response contains decrypted material (7 times)

then AUTHENTICATE command response with “BCAST management data status code” (tag80) equal to 0x03 (lack of credit in the TEK counter)


5.2.1.3.9 STKM processing by priority order
5.2.1.3.9.1. Testing SPE priorities : live content with subscription

	Test Case Id
	BCAST-1.0-DIST-int-633 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when several SPE allowing live content are available. Test that STKM are processed by LTKM SPE priority order. Subscrption valid (SPE=0x04) case

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.5, 6.7.3.6

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014 ,BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-019, BCAST-BSMSPCP-S-020; BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-026, BCAST-BSMSPCP-S-029, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-013, BCAST-SCSPCP-C-015, BCAST-SCSPCP-C-019, BCAST-SCSPCP-C-022

	Tool
	None

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001. STKM replay detection counter in the card is set to 0x00 00 00 00
Smartcard shall support SPE=0x04, 0x08, 0x0C, 0x00 and 0x02. If smartcard supports only a subset of these SPEs, the test shall be adapted accordingly.

Following LTKM are sent by the BSM,  
· SPE=0x04 (subscription)

· SPE=0x08 (user token PPV)
· Token-value: 0x03 (user_purse for SPE=0x08)
· Purse-mode : 0x00 (set mode)

· Cost-value: 0x01

· SPE=0x0C (PPT)
· Purse_flag=0

· Add_flag=0

· Keep_credit_flag=1

· Number_TEKs=0x03

· SPE=0x00 (service token PPT)
· Token-value: 0x03 (live_ppt_purse)
· Purse-mode : 0x00 (set mode)

· Cost-value: 0x01
· SPE=0x02 (user token PPT)

· Token-value: 0x03 (user_purse for SPE=0x02)
· Purse-mode : 0x00 (set mode)

· Cost-value: 0x01

· Common to all SPE : 

· Key domainID= MCC1|| MNC1
· SEK/PEK ID = 0003 0001,

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 01 00

	Test Procedure
	1. Test of subscription mode (SPE=0x04)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 10 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal

e. Video is then displayed during 160s
2. checking purse/counter values 
a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x08
b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting Message with purse value=3
d. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x0C
e. The terminal receives the LTKM and sends it to the smartcard

f. The smartcard sends back a LTKM Reporting Message with TEK_counter=3
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x00
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with live_ppt_purse=3
j. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x02
k. The terminal receives the LTKM and sends it to the smartcard

l. The smartcard sends back a LTKM Reporting Message with purse value=3

	Pass-Criteria
	Video is displayed during 160s =2.5min
On the server side, Reporting Message are received with 
LTKM Reporting Message 1:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x08
· Cost_value= 0x01
· Purse_value=0x03 (value of  user_purse)
LTKM Reporting Message 2:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x0C
· Add_flag= 0x00
· Keep_credit_flag =0x01
· TEK_counter=0x03
LTKM Reporting Message 3:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x00
· Cost_value= 0x01
· Purse_value=0x03 (value of live_ppt_purse)
LTKM Reporting Message 4:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x02
· Cost_value= 0x01
· Purse_value=0x03 (value of user_purse)
If one of above purse/counter is decreased, this is an error since subscription mode (SPE=0x04) shall have highest priority among all SPE allowing live content consumption.


5.2.1.3.9.2. Testing SPE priorities: live content without subscription

	Test Case Id
	BCAST-1.0-DIST-int-634 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when several SPE allowing live content are available. Test that STKM are processed by LTKM SPE priority order. No subscription (SPE=0x04) 

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.5, 6.7.3.6

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-019, BCAST-BSMSPCP-S-020, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-026, BCAST-BSMSPCP-S-029, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-013, BCAST-SCSPCP-C-015, BCAST-SCSPCP-C-019, BCAST-SCSPCP-C-022

	Tool
	None

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001. STKM replay detection counter in the smartcard is set to 0x00 00 00 00
Smartcard shall support SPE=0x08, 0x0C, 0x00 and 0x02. If smartcard supports only a subset of these SPEs, the test shall be adapted accordingly.

Following LTKM are sent by the BSM,  
· SPE=0x08 (user token PPV)
· Token-value: 0x01 (user_purse for SPE=0x08)
· Purse-mode : 0x00 (set mode)

· Cost-value: 0x01 
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03

· SPE=0x0C (PPT)
· Purse_flag=0

· Add_flag=0

· Keep_credit_flag=1

· Number_TEKs=0x03
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 06
· SPE=0x00 (service token PPT)
· Token-value: 0x03 (live_ppt_purse)
· Purse-mode : 0x00 (set mode)

· Cost-value: 0x01

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 09
· SPE=0x02 (user token PPT)

· Token-value: 0x03 (user_purse for SPE=0x02)
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x01

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0C

· Common to all SPE : 

· Key domainID= MCC1|| MNC1
· SEK/PEK ID = 0003 0001

	Test Procedure
	1. Test of user token PPV mode (SPE=0x08)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 03 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal
e. Video is displayed for 30s
f. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x08
g. The terminal receives the LTKM and sends it to the smartcard

h. The smartcard sends back a LTKM Reporting Message with purse value=3
2. Test of PPV mode (SPE=0x0C)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 04 to 0x00 00 00 06 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal
e. Video is displayed for 30s

f. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x0C
g. The terminal receives the LTKM and sends it to the smartcard

h. The smartcard sends back a LTKM Reporting Message with TEK_counter=0
3. Test of service token PPT mode (SPE=0x00)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 07 to 0x00 00 00 09 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal
e. Video is displayed for 30s
f. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x00
g. The terminal receives the LTKM and sends it to the smartcard

e. The smartcard sends back a LTKM Reporting Message with live_ppt_purse=0

	Procedure

(continued)
	4. Test of user token PPT mode (SPE=0x02)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 0A to 0x00 00 00 0F and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal
e. Video is displayed for 30s

f. Smartcard send back error message (because all purse are out of credit)
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x02
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with live_ppt_purse=0

	Pass-Criteria
	Video is displayed during 30s+30s+30s+30s =2min

After 2min, a message is displayed on the handset indicating lack of credit.
On the server side, Reporting Message are received with 
LTKM Reporting Message 1:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x08
· Cost_value= 0x01
· Purse_value=0x03 (value of  user_purse)
LTKM Reporting Message 2:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x0C
· Add_flag= 0x00

· Keep_credit_flag =0x01
· TEK_counter=0x00
LTKM Reporting Message 3:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x00
· Cost_value= 0x01
· Purse_value=0x00 (value of live_ppt_purse)
LTKM Reporting Message 4:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x02
· Cost_value= 0x01
· Purse_value=0x00 (value of user_purse)
If one of above purse/counter value is not equal to 0, this means another purse/counter has been decreased instead, this is an error.


5.2.1.3.9.3. Testing SPE priorities : playback modes including SPE=0x05

	Test Case Id
	BCAST-1.0-DIST-int-635 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when several SPE allowing playback are available. Test that STKM are processed by LTKM SPE priority order. Unlimited playback (SPE=0x05) case

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.5, 6.7.3.6

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-024, BCAST-BSMSPCP-S-025, BCAST-BSMSPCP-S-027, BCAST-BSMSPCP-S-030, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-023, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-017, BCAST-SCSPCP-C-014, BCAST-SCSPCP-C-016, BCAST-SCSPCP-C-018, BCAST-SCSPCP-C-020, BCAST-SCSPCP-C-023

	Tool
	None

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means.
The preceding test BCAST-1.0-DIST-int-634 passed successfully. STKM replay conter in the card is set to 0x00 00 00 0F and Current_TS_counter is set to 0x00 00 00 06. (TShigh)

Smartcard shall support SPE=0x05, 0x07, 0x09, 0x0D, 0x01 and 0x03. If smartcard supports only a subset of these SPEs, the test shall be adapted accordingly.

Following LTKM are sent by the BSM,  
· SPE=0x05 (unlimited playback)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F
· SPE=0x07 (PPP playback)
· Purse_flag=0

· Add_flag =0
· Number_playback=2
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03
· SPE=0x09 (user token PPP playback)

· Purse_flag=1

· Cost_value=1

· Purse_mode=0 (set mode)

· Token_value : 0x02 (user purse for SPE=0x09)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 06
· SPE=0x0D (PPT playback)

· Purse_flag=0

· Add_flag=0

· Number_TEKs=0x02

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 09
· SPE=0x01 (service token PPT playback)
· Purse_flag=1

· Cost_value=1

· Purse_mode=0 (set mode)

· Token_value : 0x02 (playback ppt_purse)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0C

· SPE=0x03 (user token PPT playback)

· Purse_flag=1

· Cost_value=1

· Purse_mode=1 (add mode)

· Token_value : 0x02 (user purse for SPE=0x03)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F

· Common to all SPE : 

· Key domainID= MCC1|| MNC1
· SEK/PEK ID = 0003 0001

	Test Procedure
	1. Test of unlimited playback mode (SPE=0x05)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 01 01 during 10s and then with TS=0x00 00 01 02 during 10s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard returns an error, as there is no SPE allowing live content rendering
e. Error message appear on the screen, Video is not displayed

f. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 01 during 10s and then with TS=0x00 00 00 02 during 10s
g. Terminal receives the messages and sends them to the smartcard
h. Smartcard perform STKM replay detection check against TS (failure)
i. Smartcard returuns decrypted material to terminal

j. Video is displayed during 20s

k. Repeat step f to j 10 times. Video is displayed 200s (3min20s) 
2. checking purse/counter values 
a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x07
b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting Message with playback_counter=2

d. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x09
e. The terminal receives the LTKM and sends it to the smartcard

f. The smartcard sends back a LTKM Reporting Message with purse value=4
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x0D
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with TEK_counter=2
j. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x01
k. The terminal receives the LTKM and sends it to the smartcard

l. The smartcard sends back a LTKM Reporting Message with playback_ppt_purse=2
m. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x03
n. The terminal receives the LTKM and sends it to the smartcard

o. The smartcard sends back a LTKM Reporting Message with purse value=4

	Pass-Criteria
	During first 20s, no video is displayed and an error message appears.

Then the same 20sec video sequence is displayed 11 times, total display time is 220s=3min40s
On the server side, Reporting Message are received with 
LTKM Reporting Message 1:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x07
· playback_counter=0x02
LTKM Reporting Message 2:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x09
· Cost_value= 0x01
· Purse_value=0x04 (value of  user_purse)
LTKM Reporting Message 3:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x0D
· Add_flag= 0x00
· TEK_counter=0x02
LTKM Reporting Message 4:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x01
· Cost_value= 0x01
· Purse_value=0x02 (value of playback_ppt_purse)

	Pass-Criteria

(continued)
	LTKM Reporting Message 5:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x03
· Cost_value= 0x01
· Purse_value=0x04 (value of user_purse)
If one of above purse/counter is decreased, this is an error since unlimited playback mode (SPE=0x05) has highest priority among all SPE allowing playback.


5.2.1.3.9.4. Testing SPE priorities: playback modes without SPE=0x05

	Test Case Id
	BCAST-1.0-DIST-int-636 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when several SPE allowing playback are available. Test that STKM are processed by LTKM SPE priority order. No unlimited playback (SPE=0x05) case

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.5, 6.7.3.6

	SCR Reference
	BCAST-SPCP-C-005,  BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016,  BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-024, BCAST-BSMSPCP-S-025, BCAST-BSMSPCP-S-027, BCAST-BSMSPCP-S-030, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-023, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-014, BCAST-SCSPCP-C-016, BCAST-SCSPCP-C-018, BCAST-SCSPCP-C-020, BCAST-SCSPCP-C-023

	Tool
	None

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001. STKM replay conter in the card is set to 0x00 00 00 00. 

Smartcard shall support SPE=0x04, 0x07, 0x09, 0x0D, 0x01 and 0x03. If smartcard supports only a subset of these SPEs, the test shall be adapted accordingly.

Following LTKM are sent by the BSM,  
· SPE=0x04 (subscription live)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 01 00

· SPE=0x07 (PPP playback)
· Purse_flag=0

· Add_flag =0
· Number_playback=2
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03
· SPE=0x09 (user token PPP playback)

· Purse_flag=1

· Cost_value=1

· Purse_mode=0 (set mode)

· Token_value : 0x02 (user purse for SPE=0x09)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 06
· SPE=0x0D (PPT playback)

· Purse_flag=0

· Add_flag=0

· Number_TEKs=0x02

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 09
· SPE=0x01 (service token PPT playback)
· Purse_flag=1

· Cost_value=1

· Purse_mode=0 (set mode)

· Token_value : 0x02 (playback ppt_purse)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0C
· SPE=0x03 (user token PPT playback)

· Purse_flag=1

· Cost_value=1

· Purse_mode=1 (add mode)

· Token_value : 0x02 (user purse for SPE=0x03)

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 0F
· Common to all SPE : 

· Key domainID= MCC1|| MNC1
· SEK/PEK ID = 0003 0001,
Current_TS_counter is set to 0x00 00 01 00.

	Test Procedure
	1. test preparation : setting STKM replay counter

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 10 during 10s 
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. SPE=0x04 allows live content access. STKMreplay detection counter is set to TS=0x00 00 00 10
e. Smartcard decrypt the TEK and sends them to terminal
f. Video is displayed during 10s

2. Test of playback PPP mode (SPE=0x07)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 01 during 10s and then with TS=0x00 00 00 02 during 10s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s

g. Repeat step a to e. Video is displayed another 20s

h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x07
i. The terminal receives the LTKM and sends it to the smartcard

j. The smartcard sends back a LTKM Reporting Message with playback_counter=0
3. Test of user token PPP playback mode (SPE=0x09)

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 04 during 10s and then with TS=0x00 00 00 05 during 10s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s

g. Repeat step a to e. Video is displayed another 20s 

h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x09
i. The terminal receives the LTKM and sends it to the smartcard

j. The smartcard sends back a LTKM Reporting Message with purse value=2

	Test Procedrue

(continued)
	4. Test of PPT playback mode (SPE=0x0D)

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 07 during 10s and then with TS=0x00 00 00 08 during 10s 
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s

g. Repeat step a to e. Video is displayed another 20s 

h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x0D
i. The terminal receives the LTKM and sends it to the smartcard
j. The smartcard sends back a LTKM Reporting Message with TEK_counter =0
5. Test of service token PPT playback mode (SPE=0x01)

a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 0A during 10s and then with TS=0x00 00 00 0B during 10s
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. Smartcard perform Key Validity check for SPEs allowing playback (success)
e. Smartcard returuns decrypted material to terminal

f. Video is displayed during 20s

g. Repeat step a to e. Video is displayed another 20s 

h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x01
i. The terminal receives the LTKM and sends it to the smartcard
j. The smartcard sends back a LTKM Reporting Message with playback_ppt_purse =0
6. Test of user token PPT playback mode (SPE=0x03)

· STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS=0x00 00 00 0D during 10s and then with TS=0x00 00 00 0E during 10s
· Terminal receives the messages and sends them to the smartcard
· Smartcard perform STKM replay detection check against TS (failure)
· Smartcard perform Key Validity check for SPEs allowing playback (success)
· Smartcard returuns decrypted material to terminal

· Video is displayed during 20s
· Repeat step a to e. Video is displayed another 20s 



	Test Procedrue

(continued)
	h. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x03
i. The terminal receives the LTKM and sends it to the smartcard

j. The smartcard sends back a LTKM Reporting Message with purse value=0

k. Repeat step a to e. This time no video is displayed and an error message is displayed 

	Pass-Criteria
	During first 10s, video is displayed (live content).

Then the same 20sec video sequence is displayed 10 times, total display time is 200s=3min20s

Finally, an error message is displayed indicating lack of credit in user purse.

On the server side, Reporting Message are received with 
LTKM Reporting Message 1:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x07
· playback_counter=0x00
LTKM Reporting Message 2:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x09
· Cost_value= 0x01
· Purse_value=0x02 (value of  user_purse)
LTKM Reporting Message 3:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x0D
· Add_flag= 0x00
· TEK_counter=0x00
LTKM Reporting Message 4:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x01
· Cost_value= 0x01
· Purse_value=0x00 (value of playback_ppt_purse)

	Pass-Criteria

(continued)
	LTKM Reporting Message 5:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x03
· Cost_value= 0x01
· Purse_value=0x00 (value of user_purse)
If one of above purse/counter is not equal to 0, this means another purse with lower priority has been decreased instead This is an error.


5.2.1.3.9.5. Testing KV priorities when several LTKM available with same SPE

	Test Case Id
	BCAST-1.0-DIST-int-637 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when several LTKM are available with same SPE. Testing that STKM are processed in KV priority order. Test with SPE=0x00 (service token PPT)

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.5, 6.7.3.6

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-020, BCAST-BSMSPCP-S-021, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-023, BCAST-BSMSPCP-S-026, BCAST-BSMSPCP-S-027, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-013, BCAST-SCSPCP-C-014, BCAST-SCSPCP-C-015, BCAST-SCSPCP-C-016, BCAST-SCSPCP-C-019, BCAST-SCSPCP-C-020

	Tool
	None

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001

Smartcard shall support SPE=0x00. If SPE=0x00 is not supported, test can be adapted with other SPE value with purse.

Following LTKM are sent by the BSM,  
· LTKM1
· Token-value: 0x00 00 03 00 (live_ppt_purse)
· Purse-mode : 0x00 (set mode)

· Cost-value: 0x01 00
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03

· LTKM2
· Token-value: 0x00 00 00 30 (live_ppt_purse)
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x00 10

· KV: TSlow= 0x00 00 00 02; TShigh= 0x00 00 00 06
· LTKM3
· Token-value: 0x00 00 00 03 (live_ppt_purse)
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x00 01

· KV: TSlow= 0x00 00 00 02; TShigh= 0x00 00 00 09
· Common to all LTKM : 

· Key domainID= MCC1|| MNC1
· SEK/PEK ID = 0003 0001,

· Security Policy Extension = 0x00

STKM replay conter in the card corresponding to SEK/PEK ID = 0003 0001 is set to 0x00 00 00 00 

	Test Procedure
	1. chekcking live_ppt_purse value:

a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x00

b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 03 33
2. Test that LTKM1 has first priority (lowest TSlow value)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 03 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal

e. Video is then displayed during 30s
f. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x00

g. The terminal receives the LTKM and sends it to the smartcard

h. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 33
3. Test that LTKM2 has second priority (same TSlow, lowest TShigh value)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 04 to 0x00 00 00 06 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal

e. Video is then displayed during 30s
f. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x00

g. The terminal receives the LTKM and sends it to the smartcard

h. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 03
4. Test that switch to LTKM3 (lowest priority)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 07 to 0x00 00 00 09 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. Smartcard decrypts the TEK and sends them to the terminal

e. Video is then displayed during 30s (here Purse_value=0x00)
f. Smartcard send back error message “lack of credit in live_ppt_purse”

	Pass-Criteria
	Video is displayed during 30s+30s+30s=1min30s
After 90sec, a message may be displayed on the handset indicating lack of credit.
On the server side, a Reporting Message is received with

LTKM Reporting Message 1:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x00

· Cost_value= 0x00 01
· Purse_value=0x00 00 03 33 (value of live_ppt_purse)
LTKM Reporting Message 2:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x00

· Cost_value= 0x00 01
· Purse_value=0x00 00 00 33 (value of live_ppt_purse)
LTKM Reporting Message 3:
· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x00

· Cost_value= 0x00 01
· Purse_value=0x00 00 00 03 (value of live_ppt_purse)


5.2.1.3.10 STKM processing when sent to different SPE sharing the same user purse

	Test Case Id
	BCAST-1.0-DIST-int-638 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	STKM processing when sent to different SPE sharing the same user purse. User purse common to SPE=0x02, 0x03, 0x08, 0x09.

Card is BCAST

	Specification Reference
	SPCP spec: 6.7; 6.7.3, 6.7.3.5, 6.7.3.6

	SCR Reference
	BCAST-SPCP-C-005, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-022, BCAST-BSMSPCP-S-023, BCAST-BSMSPCP-S-026, BCAST-BSMSPCP-S-027, BCAST-BSMSPCP-S-033, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-015, BCAST-SCSPCP-C-016, BCAST-SCSPCP-C-019, BCAST-SCSPCP-C-020

	Tool
	None

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001

Smartcard shall support SPE=0x02, 0x03, 0x08, 0x09. If one of these SPEs is not supported, test can be adapted accordingly.

Following LTKM are sent by the BSM,  
· SPE=0x08 (user token PPV) 
· Token-value: 0x00 00 00 01 
· Purse-mode : 0x01 (set mode)

· Cost-value: 0x00 01
· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03

· SPE=0x09 (user token PPP playback)
· Token-value: 0x00 00 00 01 
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x00 01

· KV: TSlow= 0x00 00 00 00; TShigh= 0x00 00 00 03
· SPE=0x02 (user token PPT)

· Token-value: 0x00 00 00 03 
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x00 01

· KV: TSlow= 0x00 00 00 04; TShigh= 0x00 00 00 06

· SPE=0x03 (user token PPT playback)
· Token-value: 0x00 00 00 03 
· Purse-mode : 0x01 (add mode)

· Cost-value: 0x00 01

· KV: TSlow= 0x00 00 00 04; TShigh= 0x00 00 00 06
· Common to all LTKM : 

· Key domainID= MCC1|| MNC1
· SEK/PEK ID = 0003 0001,

	Test Procedure
	1. Checking user_purse value:

a. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x08
b. The terminal receives the LTKM and sends it to the smartcard

c. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 08
2. Test SPE=0x08 (user token PPV)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 03 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. SPE=0x08 is an SPE allowing live content, and KV check pass. Smartcard decrease user_purse.
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x08
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 07
3. Test SPE=0x09 (user token PPP playback)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 01 to 0x00 00 00 03 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. SPE=0x09 is an SPE allowing playback content, and KV check pass. Smartcard decrease user_purse.
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x09
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 06

	Test procedure

(continued)
	4. Test SPE=0x02 (user token PPT)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 04 to 0x00 00 00 06 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (success)
d. SPE=0x02 is an SPE allowing live content, and KV check pass. Smartcard decrease user_purse at each crypto-period
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x02
h. The terminal receives the LTKM and sends it to the smartcard

i. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 03
5. Test SPE=0x03 (user token PPT playback)
a. STKM are sent by BSDA for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001 with TS from 0x00 00 00 04 to 0x00 00 00 06 and TS increasing by one for each crypto-period (10s)
b. Terminal receives the messages and sends them to the smartcard
c. Smartcard perform STKM replay detection check against TS (failure)
d. SPE=0x03 is an SPE allowing playback content, and KV check pass. Smartcard decrease user_purse at each crypto-period.
e. Smartcard decrypts the TEK and sends them to the terminal

f. Video is then displayed during 30s
g. The BSM sends a LTKM for the SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001, with V bit = 0, with the consumption_reporting_flag=1 and security_policy_extension=0x03
h. The terminal receives the LTKM and sends it to the smartcard
i. The smartcard sends back a LTKM Reporting Message with purse_value=0x00 00 00 00

	Pass-Criteria
	Video is displayed during 30s+30s+30s+30s=2min
On the server side, a Reporting Message is received with

LTKM Reporting Message 1:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x08
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 08
LTKM Reporting Message 2:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x08
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 07
LTKM Reporting Message 3:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x09
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 06
LTKM Reporting Message 4:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x02
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 03
LTKM Reporting Message 5:

· Consumption_reporting_flag=1
· Overflow_flag=0, Unsupported_extention_flag=0, not_found_flag=0
· Security_policy_extension = 0x03
· Cost_value= 0x00 01
· Purse_value=0x00 00 00 00


5.2.1.3.11 STKM reception with parental control without PIN defined in the card

The test is not exhaustive and tests only one rating-type. 

The rating-type is 0x00 and we work with the following rating values:

0x04 : minimum age = 7 years old
0x07 : minimum age = 10 years old
0x09 : minimum age  = 12 years old
0x0B : minimum age = 14 years old
0x0D  : minimum age = 16 years old
0x0F : minimum age  = 18 years old
As the example given in the specification SPCP

	Test Case Id
	BCAST-1.0-DIST-int-456 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	BSM / BSDA sends several STKMs to the terminal / smartcard with different parental rating-value

	Specification Reference
	SPCP spec: 6.6.5, 6.7; 6.7.3.9.1

	SCR Reference
	BCAST-SPCP-C-005, BCAST-SC_ParentalControl-C-033, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014 ,BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-019, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-025

	Tool
	None

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
· The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001
No PINCODE is defined in the smartcard

	Test Procedure
	BSM sends a Parental Control Message with a setting of parental control in the card: Level_granted is 0x0B and rating-type 0x00 without PINCODE in KEMAC (Encr Data len =0)

BSM sends a LTKM for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001; KV is set from TSlow= 0x0100 to TShigh= 0x015F; security_policy_extension = 0x04

BSM/BSDA pushes STKM over UDP to the terminal / smartcard, with different rating values:

From TS= 0100 to TS= 010F : rating_value is 0x04
From TS = 0110 to TS = 011F: rating-value is 0x0F
From TS = 0120 to TS= 012F : rating-value is 0x07
From TS = 0130 to TS= 013F : rating-value is 0x0d
From TS = 0140 to TS= 014F : rating-value is 0x09
From TS = 0150 to TS= 015F : rating-value is 0x0B

	Pass-Criteria
	The video is displayed during 2,50 mns

Video is not displayed during 2,50 mns and a message indicating that the user is not allowed to watch the program is displayed to the user

The video is displayed during 2,50 mns

Video is not displayed during 2,50 mns and a message indicating that the user is not allowed to watch the program is displayed to the user

 The video is displayed during 5,33 mns


5.2.1.3.12 STKM reception with parental control and with PIN defined in the card

The test is not exhaustive and tests only one rating-type. 

The rating-type is 0x00 and we work with the following rating values:

0x04 : minimum age = 7 years old
0x07 : minimum age = 10 years old
0x09 : minimum age  = 12 years old
0x0B : minimum age = 14 years old
0x0D  : minimum age = 16 years old
0x0F : minimum age  = 18 years old 
	Test Case Id
	BCAST-1.0-DIST-int-457 

	Test Object
	BCAST Terminal / Smartcard/ Server. Smartcard is BCAST

	Test Case Description
	BSM / BSDA sends several STKMs to the terminal / smartcard with different parental rating-value

	Specification Reference
	SPCP spec: 6.6.5, 6.7; 6.7.3.9.1

	SCR Reference
	BCAST-SPCP-C-005, BCAST-SC_ParentalControl-C-033, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-016, BCAST-BSDASPCP-S-039, BCAST-BSMSPCP-S-034, BCAST-BSMSPCP-S-035, BCAST-BSMSPCP-S-013, BCAST-BSMSPCP-S-019, BCAST-SCSPCP-C-007, BCAST-SCSPCP-C-025, BCAST-SCSPCP-C-026

	Tool
	None

	Test code
	None

	Preconditions
	The server provides a valid SRTP and STKM stream to the device
· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast, e.g. via pre-provisioned SDP or other means
· The test 5.5.2.3.6: Key deletion from server passed successfully and then in the smartcard there is no key for SEK/PEK ID: Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001

	Test Procedure
	BSM sends a Parental Control Message with a setting of parental control in the card: Level_granted is 0x0B and rating-type 0x00 with a PINCODE encrypted in the KEMAC (PINCODE = 020579 as example given in the SPCP TS specification)

BSM sends a LTKM for the service Key domainID= MCC1|| MNC1; SEK/PEK ID = 0003 0001; KV is set from TSlow= 0x0100 to TShigh= 0x015F; security_policy_extension = 0x04

BSM/BSDA pushes STKM over UDP to the terminal / smartcard, with different rating values:

From TS= 0100 to TS= 010F : rating_value is 0x04
From TS = 0110 to TS = 011F: rating_value is 0x0F
From TS = 0120 to TS= 012F : rating_value is 0x07
From TS = 0130 to TS= 013F : rating_value is 0x0D
From TS = 0140 to TS= 014F : rating_value is 0x09
From TS = 0150 to TS= 015F : rating_value is 0x0B

	Pass-Criteria
	1. The video is displayed during 2,50 mns

2. Then a message to the user is sent for the verification of PIN: verify PIN

3. Pin code is correctly entered (value of PINCODE 020579) and then 

4. Video is displayed during 5 mns 

5. Then a message to the user is sent for the verification of PIN: verify PIN

6. Pin code is correctly entered (value of PINCODE 020579) and then

7. Video is displayed during 7.50 mns 


5.2.1.3.13 Multiple streams protected with same STKM stream 

	Test Case Id
	BCAST-1.0-DIST-int-458 

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that video and audio streams protected with same STKM stream can be processed..

	Specification Reference
	6.7

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSMSPCP-S-003, BCAST-SCSPCP-C-007

	Tool
	None 

	Test code
	None 

	Preconditions
	1. A bootstrapping context exists between server and terminal.

2. LTKMs containing the SEKs being used to protect the audio and video STKMs have already been sent to the device. 

3. The terminal knows the IP address and port on which the STKM streams and SRTP streams are being broadcast, e.g. via pre-provisioned SDP or other means. 

	Test Procedure
	· The terminal receives one STKM stream (for both audio and video content) protected with the SEKs it possesses.  

· The terminal can decrypt the content – audio and video.

	Pass-Criteria
	The content (audio and video) can be accessed.


5.2.1.3.14 Multiple streams protected with different STKM streams 

	Test Case Id
	BCAST-1.0-DIST-int-459 

	Test Object
	BCAST Terminal and Server 

	Test Case Description
	Test that video and audio streams protected with different STKM streams can only be accessed when both streams are available.

	Specification Reference
	6.7

	SCR Reference
	BCAST-STKM_SC-C-010, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-007

	Tool
	None 

	Test code
	None 

	Preconditions
	1. A bootstrapping context exists between server and terminal. 
2. LTKMs containing the SEKs being used to protect the video (but not the audio) STKMs has already been sent to the device. 
3. The terminal knows the IP address and port on which the STKM streams and SRTP streams are being broadcast, e.g. via pre-provisioned SDP.

	Test Procedure
	· The terminal receives two STKM streams (for audio and video content). The video is protected with the SEKs it possesses but the audio is not.  

· The terminal can decrypt the video content but not the audio.

	Pass-Criteria
	· The video content can be accessed but the audio cannot.


5.2.1.4 Layer 4: Traffic Encryption layer

Tests of this layer are covered by common tests for DRM profile and Smartcard profile.

5.2.1.4.1 Delivery of IPSec protected stream

	Test Case Id
	BCAST-1.0-DIST-int-460 

	Test Object
	BCAST Terminal and Server

	Test Case Description
	Opening an Ipsec encrypted stream with key material associated to the subscription.

	Specification Reference
	[BCAST10–ServContProt] Section 9.1.

[BCAST10–ServContProt] Section 6.8.1.

	SCR Reference
	BCAST-SPCP-C-001,  BCAST-ContentLayer-C-008, BCAST-SDP-C-014, 
BCAST-TerminalCapability-C-003,BCAST-SPCP-C-005, BCAST-CP_RTP_SC-C-021, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-028, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-007

	Tool
	None

	Test code
	None

	Preconditions
	Set up the StartTime and EndTime in the Content Fragment to match the test time.

There is a service which is IPSec encrypted.

subscriptionType is open-ended.

	Test Procedure
	· Update the SG in the terminal using the test tool as the source 

· Browse the SG in the terminal

· Subscibe to a IPSec protected service 

· View an IPSec encrypterd programme.

	Pass-Criteria
	· The terminal is able to subscribe to the service.

· The terminal registers the service to be subscribed and disallows the end user to subscribe again. 

· The terminal is able to decrypt and render the IPSec encrypted audio and video streams belonging to the programme. 


5.2.1.4.2 Delivery of SRTP protected stream

	Test Case Id
	BCAST-1.0-DIST-int-461 

	Test Object
	BCAST Terminal and Server

	Test Case Description
	Opening an SRTP encrypted stream with key material associated to the subscription.

	Specification Reference
	[BCAST10–ServContProt] Section 9.2.

[BCAST10–ServContProt] Section 6.8.1.

	SCR Reference
	BCAST-SPCP-C-002,BCAST-ContentLayer-C-007, BCAST-SDP-C-014, BCAST-SRTPsignal-C-030, 
BCAST-TerminalCapability-C-003, BCAST-SPCP-C-005, BCAST-CP_RTP_SC-C-021, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-029, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-007

	Tool
	None

	Test code
	None

	Preconditions
	Set up the StartTime and EndTime in the Content Fragment to match the test time.

There is a service which is SRTP encrypted.

subscriptionType is open-ended.

	Test Procedure
	· Update the SG in the terminal using the test tool as the source 

· Browse the SG in the terminal

· Subscibe to a SRTP protected service 

· View an SRTP encrypterd programme.

	Pass-Criteria
	· The terminal is able to subscribe to the service.

· The terminal registers the service to be subscribed and disallows the end user to subscribe again. 

· The terminal is able to decrypt and render the SRTP encrypted audio and video streams belonging to the programme. 


5.2.1.4.3 Delivery of ISMACrypt protected stream

	Test Case Id
	BCAST-1.0-DIST-int-462 

	Test Object
	BCAST Terminal and Server

	Test Case Description
	Opening an ISMACrypt encrypted stream with key material associated to the subscription.

	Specification Reference
	[BCAST10–ServContProt] Section 9.3.

[BCAST10–ServContProt] Section 6.8.1.

	SCR Reference
	BCAST-SPCP-C-002, BCAST-ContentLayer-C-009, BCAST-SDP-C-014,  BCAST-CP_Form-C-023 , 
BCAST-TerminalCapability-C-003, BCAST-SPCP-C-005, BCAST-CP_RTP_SC-C-021, BCAST-BSDASPCP-S-013, BCAST-BSDASPCP-S-014, BCAST-BSDASPCP-S-030, BCAST-BSMSPCP-S-008, BCAST-SCSPCP-C-007

	Tool
	None

	Test code
	None

	Preconditions
	Set up the StartTime and EndTime in the Content Fragment to match the test time.

There is a service which is ISMACrypt encrypted.

subscriptionType is open-ended.

	Test Procedure
	· Update the SG in the terminal using the test tool as the source 

· Browse the SG in the terminal

· Subscibe to a ISMACrypt protected service 

· View an ISMACrypt encrypterd programme.

	Pass-Criteria
	· The terminal is able to subscribe to the service.

· The terminal registers the service to be subscribed and disallows the end user to subscribe again. 

· The terminal is able to decrypt and render the Ipsec encrypted audio and video streams belonging to the programme. 
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