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1 Reason for Change

The conformance ETS specification for terminal contains test for smartcard profile but some mandatory features that shall be supported by the terminal when the smartcard profile is supported are missing. This is the case for example for the smartcard-based parental control function, for which the terminal SHALL implement all necessary processing and SHALL support associated messaging.

This CR adds then some tests cases for the parental control function. 
R01: errors in cut and paste:

In change 2 SRTP stream needs to be changed in IPSec stream and in Change 3, SRTP stream needs to be changed in ISMACrypt stream.
R02: 
Restrict the test of parental control for just one verify pin as the terminal conformance to the request of the PIN verification from the card is achieved. The rest is not useful, no more functionality is tested.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The BCAST-IOP-BRO group is kindly asked to accept the proposed changes for OMA-ETS-BCAST_CON_Client-V1_0-20080314-D
6 Detailed Change Proposal

Change 1:  Add smartcard-based parental control support test case for Smartcard profile with SRTP encryption section
Note for editor continue the list in the section
5.10.1.8   Smartcard-based Parental control support 
	Test Case Id
	BCAST-1.0-ServProt--101h 

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a valid STKM stream with parental control access criteria is processed by the terminal.

	Specification Reference
	[BCAST10–ServContProt] Section 6.7.3.10.1

	SCR Reference
	Primary: BCAST-SC_ParentalControl-C-033 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· The test tool is set up to stream encrypted audio and video for “Programme” as well as STKM stream on the broadcast channel. 
· A bootstrapping context exists between conformance test tool (server) and terminal. 

· An LTKM containing the SEK being used to protect the current TEKs has already been sent to the terminal. LTKM contains the following fields:

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0x03 0001

· EXT BCAST payload and security_policy_extension = 0x04

· KV: TSlow= 0x0100; TShigh= 0x015F.

· The terminal knows the IP address and port on which the STKM stream and SRTP stream are being broadcast. 
· In the smartcard the setting of the Level_granted is 0x0B and rating-type 0x00 with a PINCODE value: 020579
Continuation of / Can be tested at the same time as:

              5.10.1.5 – Pull LTKM delivery

Prerequisite for this test:

               5.10.1.5  – Pull LTKM delivery



	Test Procedure
	1. The terminal receives continuous STKMs stream for the service with the Key domain ID= MCC1|| MNC1. The STKM stream contains parental control access criteria  with different rating-values as follows:

· From TS= 0100 to TS= 010F : rating_value is 0x04
· From TS = 0110 to TS = 015F: rating_value is 0x0F
· 
· 
· 
· 

	Pass-Criteria
	1. The video is displayed during 2,50 mns

2. Then a message to the user is sent for the verification of PIN: verify PIN

3. Pin code is correctly entered (value of PINCODE 020579) and then 

4. Video is displayed again 


5. 


Change 2:  Add smartcard-based parental control support test case for Smartcard profile with IPSEC encryption section

Note for editor continue the list in the section
5.10.2.8   Smartcard-based Parental control support

	Test Case Id
	BCAST-1.0-ServProt--111h 

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a valid STKM stream with parental control access criteria is processed by the terminal.

	Specification Reference
	[BCAST10–ServContProt] Section 6.7.3.10.1

	SCR Reference
	Primary: BCAST-SC_ParentalControl-C-033 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· The test tool is set up to stream encrypted audio and video for “Programme” as well as STKM stream on the broadcast channel. 

· A bootstrapping context exists between conformance test tool (server) and terminal. 

· An LTKM containing the SEK being used to protect the current TEKs has already been sent to the terminal. LTKM contains the following fields:

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0x03 0001

· EXT BCAST payload and security_policy_extension = 0x04

· KV: TSlow= 0x0100; TShigh= 0x015F.

· The terminal knows the IP address and port on which the STKM stream and IPSec stream are being broadcast. 
· In the smartcard the setting of the Level_granted is 0x0B and rating-type 0x00 with a PINCODE value: 020579
Continuation of / Can be tested at the same time as:

              5.10.1.5 – Pull LTKM delivery

Prerequisite for this test:

               5.10.1.5  – Pull LTKM delivery



	Test Procedure
	2. The terminal receives continuous STKMs stream for the service with the Key domain ID= MCC1|| MNC1. The STKM stream contains parental control access criteria  with different rating-values as follows:

· From TS= 0100 to TS= 010F : rating_value is 0x04
· From TS = 0110 to TS = 015F: rating_value is 0x0F
· 
· 
· 
· 

	Pass-Criteria
	1. The video is displayed during 2,50 mns

2. Then a message to the user is sent for the verification of PIN: verify PIN

3. Pin code is correctly entered (value of PINCODE 020579) and then 

4. Video is displayed again 


5. 


Change 3:  Add smartcard-based parental control support test case for Smartcard profile with ISMACrypt encryption section

5.10.3.8 Smartcard-based Parental control support

	Test Case Id
	BCAST-1.0-ServProt--121h 

	Test Object
	BCAST Terminal

	Test Case Description
	Test that a valid STKM stream with parental control access criteria is processed by the terminal.

	Specification Reference
	[BCAST10–ServContProt] Section 6.7.3.10.1

	SCR Reference
	Primary: BCAST-SC_ParentalControl-C-033 (O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	· The test tool is set up to stream encrypted audio and video for “Programme” as well as STKM stream on the broadcast channel. 

· A bootstrapping context exists between conformance test tool (server) and terminal. 

· An LTKM containing the SEK being used to protect the current TEKs has already been sent to the terminal. LTKM contains the following fields:

· Key domainID= MCC1|| MNC1

· SEK/PEK ID = 0x03 0001

· EXT BCAST payload and security_policy_extension = 0x04

· KV: TSlow= 0x0100; TShigh= 0x015F.

· The terminal knows the IP address and port on which the STKM stream and ISMACrypt stream are being broadcast. 
· In the smartcard the setting of the Level_granted is 0x0B and rating-type 0x00 with a PINCODE value: 020579
Continuation of / Can be tested at the same time as:

              5.10.1.5 – Pull LTKM delivery

Prerequisite for this test:

               5.10.1.5  – Pull LTKM delivery



	Test Procedure
	3. The terminal receives continuous STKMs stream for the service with the Key domain ID= MCC1|| MNC1. The STKM stream contains parental control access criteria  with different rating-values as follows:

· From TS= 0100 to TS= 010F : rating_value is 0x04
· From TS = 0110 to TS = 015F: rating_value is 0x0F
· 
· 
· 
· 

	Pass-Criteria
	1. The video is displayed during 2,50 mns

2. Then a message to the user is sent for the verification of PIN: verify PIN

3. Pin code is correctly entered (value of PINCODE 020579) and then 

4. Video is displayed again 


5. 
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