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1 Reason for Change

For conformance testing of UEs special Test SIM card (UICCs) are used. These special UICCs contain special test algorithms instead of real network algorithms (e.g. Milenage)
This CR clarifies statements in the smartcard relevant test cases to the usage of Test SIM cards.
Additionally a new appendix D is added with default values for Test Smartcard and Test Code.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the CR

6 Detailed Change Proposal

Change 1:  Section 2.1

Normative References

	[BCAST10  –MBMS Adaptation]
	"Broadcast Distribution System Adaptation – 3GPP/MBMS", Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, URL:http://www.openmobilealliance.org/

	[BCAST10 –Distribution]
	"File and Stream Distribution for Mobile Broadcast Services ", Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_0, URL:http://www.openmobilealliance.org/

	[BCAST10 –ESG]
	"Service Guide for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_Service_Guide-V1_0-20070529-C.pdf, URL:http://www.openmobilealliance.org

	[BCAST10 -Services]
	"Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_0, URL:http://www.openmobilealliance.org/

	[BCAST10–BCMCS Adaptation]
	"Broadcast Distribution System Adaptation – 3GPP2/BCMCS", Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, URL:http://www.openmobilealliance.org/

	[BCAST10–DVB-H- IPDC–Adaptation]
	"Broadcast Distribution System Adaptation – IPDC over DVB-H", Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_0, URL:http://www.openmobilealliance.org/

	[BCAST10-ERELD]
	"Enabler Release Definition for Mobile Broadcast Services", Open Mobile Alliance™, OMA-ERELD-BCAST-V1_0, URL:http://www.openmobilealliance.org/

	[BCAST10-ETR]
	"Enabler Test Requirements for Mobile Broadcast Services" Open Mobile Alliance™, OMA-ETR-BCAST-V1_0, URL:http://www.openmobilealliance.org/

	[BCAST10–ServContProt]
	"Service and Content Protection for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, URL:http://www.openmobilealliance.org/

	[BCAST10-ATS]
	“Abstract Test Suite for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-ETS-BCAST_ATS-V1_0, URL:http://www.openmobilealliance.org/

	[DRM20-Broadcast-Extensions]
	"OMA DRM v2.0 Extensions for Broadcast Support", Open Mobile Alliance™, OMA-TS-DRM-XBS-V1_0, URL:http://www.openmobilealliance.org/

	[DRM-v2.0]
	“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0,

URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.5, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_5, URL:http://www.openmobilealliance.org/

	[OMA DM]
	“Enabler Release Definition for OMA Device Management v1.2”, Open Mobile Alliance™, OMA-ERELD-DM-V1_2, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[3GPP 34.108 v7]
	“Common test environments for User Equipment (UE); Conformance testing”, 3rd Generation Partnership Project; Technical Specification Group Radio Access Network; 3GPP TS 34.108, 
URL:http://www.3gpp.org/


Change 2:  Section 5.10.1.1
Registration
	Test Case Id
	BCAST-1.0-ServProt-101a 

	Test Object
	BCAST Terminal

	Test Case Description
	When the BCAST Client is started in the terminal

that initiates the MBMS User Service Registration procedure.

	Specification Reference
	[BCAST10-Services] Section 5.1.6.7

	SCR Reference
	Primary: N/A

Secondary:  N/A

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	The service guide cache of the terminal is erased.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 

UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains credentials and algorithms according to 34.108 [3GPP 34.108 v7] chapter 8
UICC SQN value is always constant.

There is a Service Guide available. For the Service Guide instantiation details see 5.10.1.3 Purchasing information.

Can be tested at the same time as:

                    5.10.1.3  – Purchasing information

	Test Procedure
	1. Activate the BCAST application on the terminal.

2. Terminal initiates the MBMS User Service Registration procedure with User Service ID "bcast-all-services" and establishes an IP connection with the BSM.

· a.    The Terminal sends an initial HTTP POST (Registration indication) without authentication header.

· b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).

· c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header (Note2).

3. The test tool replies with HTTP 200 OK.

Note1: The use of test data proposed by the [3GPP TS 35.207-700 (Implementer’s Test Data)] and [3GPP TS 35.208-700 (Design Conformance Test Data)] could facilitate the computing of valid data and to verify the return values.

· Note2: In case there is no valid bootstrapping context, the terminal runs bootstrapping first as described in 5.10.1.2 GBA-U Bootstrapping USIM). 

	Pass-Criteria
	· 2a.   The terminal sends the Registration indication 

· 2c.   The second POST request is properly formatted and contains the authentication header.


Change 3:  Section 5.10.1.2

GBA-U Bootstrapping USIM

	Test Case Id
	BCAST-1.0-ServProt-101b 

	Test Object
	BCAST Terminal

	Test Case Description
	When the terminal needs to do authentication

and there is no existing bootstrapping context

that initiates the bootstrapping flow.

	Specification Reference
	[BCAST10–ServContProt] Section 6.5.1

	SCR Reference
	Primary: N/A

Secondary: BCAST-SERVICES-C-007(O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	No bootstrapping context exists between the terminal and the test tool. All existing credentials are marked as invalid.

· The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 

· UICC contains  Key management function: GBA_U and MBMS or BCAST key management .

UICC contains credentials and algorithms according to 34.108 [3GPP 34.108 v7] chapter 8
UICC SQN value is always constant.



BSF address is set up in the terminal
Can be tested at the same time as:

               5.10.1.1 – Registration

	Test Procedure
	1. Terminal retrieves from the Service Guide the permissionIssuerURI, and extracts from it the FQDN of the BSM. 

2. Terminal detects that a bootstrapping procedure is needed (no valid SRK available).

3. The Terminal runs the bootstrapping procedure

a. The Terminal sends an initial POST request (HTTP request) containing the private user identity (IMPI found in the USIM derived from IMSI as specified in [3GPP TS 23.003]).

b. Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).

c. RAND and AUTN are used by USIM to generate RES authentication challenge response (SQN is in sync). Terminal sends this response back to the test tool in Authorization header of POST request.

d. Test tool generates B-TID from the IMPI and sends a 200OK message including the B-TID and the Key lifetime of the key Ks back to the terminal

e. The terminal stores B-TID and key lifetime in the USIM EFGBABP  file

f. The terminal sends the NAF_ID received in step 1 (FQDN and  UA security protocol Identifier), to the USIM and receives the returned Ks_ext_NAF

At this time the test tool and the USIM share the bootstrap Key material Ks_int_NAF associated with B-TID.

	Pass-Criteria
	       4a.   The terminal sends a POST request with the appropriate IMPI.

       4c.   RES corresponds to the XRES in the test tool.


Change 4:  Section 5.10.2.1

Registration

	Test Case Id
	BCAST-1.0-ServProt-111a

	Test Object
	BCAST Terminal

	Test Case Description
	When the BCAST Client is started in the terminal

that initiates the MBMS User Service Registration procedure.

	Specification Reference
	[BCAST10-Services] Section 5.1.6.7

	SCR Reference
	Primary: N/A

Secondary:  N/A

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	The service guide cache of the terminal is erased.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 
UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains credentials and algorithms according to 34.108 [3GPP 34.108 v7] chapter 8
UICC SQN value is always constant.

There is a Service Guide available. For the Service Guide instantiation details see x.x.x.x.x Purchasing information.

Can be tested at the same time as:

                    XXXX – Purchasing information

	Test Procedure
	4. Activate the BCAST application on the terminal.

5. Terminal initiates the MBMS User Service Registration procedure with User Service ID "bcast-all-services" and establishes an IP connection with the BSM.

· a.    The Terminal sends an initial HTTP POST (Registration indication) without authentication header.
· b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
· c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header (Note2).

6. The test tool replies with HTTP 200 OK.
Note1: The use of test data proposed by the [3GPP TS 35.207-700 (Implementer’s Test Data)] and [3GPP TS 35.208-700 (Design Conformance Test Data)] could facilitate the computing of valid data and to verify the return values.
· Note2: In case there is no valid bootstrapping context, the terminal runs bootstrapping first as described in x.x.x.x GBA-U Bootstrapping USIM). 

	Pass-Criteria
	· 2a.   The terminal sends the Registration indication 
· 2c.   The second POST request is properly formatted and contains the authentication header.


Change 5:  Section 5.10.2.2

GBA-U Bootstrapping USIM

	Test Case Id
	BCAST-1.0-ServProt-111b

	Test Object
	BCAST Terminal

	Test Case Description
	When the terminal needs to do authentication

and there is no existing bootstrapping context

that initiates the bootstrapping flow.

	Specification Reference
	[BCAST10–ServContProt] Section 6.5.1

	SCR Reference
	Primary: N/A

Secondary: BCAST-SERVICES-C-007(O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	No bootstrapping context exists between the terminal and the test tool. All existing credentials are marked as invalid.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 
UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains credentials and algorithms according to 34.108 [3GPP 34.108 v7] chapter 8
UICC SQN value is always constant.

BSF address is set up in the terminal.

Can be tested at the same time as:

               XXXX – Registration


	Test Procedure
	4. Terminal retrieves from the Service Guide the permissionIssuerURI, and extracts from it the FQDN of the BSM. 

5. Terminal detects that a bootstrapping procedure is needed (no valid SRK available).
6. The Terminal runs the bootstrapping procedure

a. The Terminal sends an initial POST request (HTTP request) containing the private user identity (IMPI found in the USIM derived from IMSI as specified in [3GPP TS 23.003]).
b. Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c. RAND and AUTN are used by USIM to generate RES authentication challenge response (SQN is in sync). Terminal sends this response back to the test tool in Authorization header of POST request.
d. Test tool generates B-TID from the IMPI and sends a 200OK message including the B-TID and the Key lifetime of the key Ks back to the terminal

e. The terminal stores B-TID and key lifetime in the USIM EFGBABP  file

f. The terminal sends the NAF_ID received in step 1 (FQDN and  UA security protocol Identifier), to the USIM and receives the returned Ks_ext_NAF
At this time the test tool and the USIM share the bootstrap Key material Ks_int_NAF associated with B-TID.


	Pass-Criteria
	       3a.   The terminal sends a POST request with the appropriate IMPI.
       3c.   RES corresponds to the XRES in the test tool.



Change 6:  Section 5.10.3.1

Registration

	Test Case Id
	BCAST-1.0-ServProt-121a

	Test Object
	BCAST Terminal

	Test Case Description
	When the BCAST Client is started in the terminal

that initiates the MBMS User Service Registration procedure.

	Specification Reference
	[BCAST10-Services] Section 5.1.6.7

	SCR Reference
	Primary: N/A

Secondary:  N/A

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	The service guide cache of the terminal is erased.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 
UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains credentials and algorithms according to 34.108 [3GPP 34.108 v7] chapter 8
UICC SQN value is always constant..

There is a Service Guide available. For the Service Guide instantiation details see x.x.x.x.x Purchasing information.

Can be tested at the same time as:

                    XXXX – Purchasing information

	Test Procedure
	1. Activate the BCAST application on the terminal.

2. Terminal initiates the MBMS User Service Registration procedure with User Service ID "bcast-all-services" and establishes an IP connection with the BSM.

a.    The Terminal sends an initial HTTP POST (Registration indication) without authentication header.
b.    Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c.   Terminal uses MRK and B-TID derived from the valid bootstrapping session (B-TID as username and Ks_ext_NAF (SRK) as password) and re-rends the POST request but this time with the authentication header (Note2).

3. The test tool replies with HTTP 200 OK.
Note1: The use of test data proposed by the [3GPP TS 35.207-700 (Implementer’s Test Data)] and [3GPP TS 35.208-700 (Design Conformance Test Data)] could facilitate the computing of valid data and to verify the return values.
Note2: In case there is no valid bootstrapping context, the terminal runs bootstrapping first as described in x.x.x.x GBA-U Bootstrapping USIM). 

	Pass-Criteria
	2a.   The terminal sends the Registration indication 
2c.   The second POST request is properly formatted and contains the authentication header.


Change 7:  Section 5.10.3.2

GBA-U Bootstrapping USIM
	Test Case Id
	BCAST-1.0-ServProt-121b

	Test Object
	BCAST Terminal

	Test Case Description
	When the terminal needs to do authentication

and there is no existing bootstrapping context

that initiates the bootstrapping flow.

	Specification Reference
	[BCAST10–ServContProt] Section 6.5.1

	SCR Reference
	Primary: N/A

Secondary: BCAST-SERVICES-C-007(O)

	Tool
	BCAST conformance test tool

	Test code
	None 

	Preconditions
	No bootstrapping context exists between the terminal and the test tool. All existing credentials are marked as invalid.

The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID and a PurchaseDataReference) is known by the Terminal. 
UICC contains  Key management function: GBA_U and (MBMS or BCAST) key management .

UICC contains credentials and algorithms according to 34.108 [3GPP 34.108 v7] chapter 8
UICC SQN value is always constant.

BSF address is set up in the terminal.

Can be tested at the same time as:

               XXXX – Registration


	Test Procedure
	1. Terminal retrieves from the Service Guide the permissionIssuerURI, and extracts from it the FQDN of the BSM. 

2. Terminal detects that a bootstrapping procedure is needed (no valid SRK available).
3. The Terminal runs the bootstrapping procedure

a. The Terminal sends an initial POST request (HTTP request) containing the private user identity (IMPI found in the USIM derived from IMSI as specified in [3GPP TS 23.003]).
b. Test tool replies with HTTP 401 Unauthorized response with Digest challenge: RAND||AUTN (See Note1).
c. RAND and AUTN are used by USIM to generate RES authentication challenge response (SQN is in sync). Terminal sends this response back to the test tool in Authorization header of POST request.
d. Test tool generates B-TID from the IMPI and sends a 200OK message including the B-TID and the Key lifetime of the key Ks back to the terminal

e. The terminal stores B-TID and key lifetime in the USIM EFGBABP  file

f. The terminal sends the NAF_ID received in step 1 (FQDN and  UA security protocol Identifier), to the USIM and receives the returned Ks_ext_NAF
At this time the test tool and the USIM share the bootstrap Key material Ks_int_NAF associated with B-TID.


	Pass-Criteria
	       3a.   The terminal sends a POST request with the appropriate IMPI.
       3c.   RES corresponds to the XRES in the test tool.



Change 8:  New Appendix D

Appendix D. Test Algorithm and Parameters
(Normative)

D.1 Default algorithm

D.2 The algorithm used for authentication on the Test UICC SHALL be the XOR test algorithm described in [TS 34.108 v7] section 8.1.2.
D.3 Default parameter

The values in the following table shall be used as default parameter on Test SIM card and in Test Code.
	Name
	Description
	Type
	Value

	AuthAMF
	Authentication Management Field (16 bits).
	bitstring (16)
	'0000000000000000'B

	AuthK
	Authentication Key (128 bits)
	bitstring (128)
	‘00000000000000010000001000000011000001000000010100000110000001110000100000001001000010100000101100001100000011010000111000001111’B

	AuthN
	Length of Extended value

min 31, max 127 ([3GPP 34.108v7] cl. 8.1.2)
	integer
	31

	AuthRAND
	Authentication / Random challenge (128 bits)
	bitstring (128)
	‘01010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101010101’B

	AuthSQN
	Sequence number
	bitstring(48)
	'000000000000000000000000000000000000000000000000'B
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